THE ROLE OF FIREWALLS AND COMPUTER BASE NETWORK SECURITY IN THE BANKING SYSTEM: A CASE STUDY OF ZENITH BANK PLC
ABSTRACT

The level of fortuity pertaining to an establishment that caters to clientele, such as banks specialising in security, is contingent upon the swiftness and precision with which the services are rendered within said banks, encompassing tasks such as information processing, notably data entry. The utilisation of data sorting, data updating, and service data, among other functions, is inherently more congruous with computational systems.  Hence, the procurement of these cutting-edge technological devices within the realm of business serves to propel one's position ahead of their competitors. Consequently, a significant number of newly established financial institutions prioritise the implementation of robust security measures and the computerization of firewalls. In summary, the present undertaking elucidates the concept of distributed computing in the realm of bank security processing, which entails the automation of bank security measures and the fortification of firewalls within the domain of banking operations, specifically focusing on the sphere of banking security. 

TABLE OF CONTENT

Title page 

Certification 

Dedication 

Acknowledgement 

Abstract 

Table of content 

CHAPTER ONE

INTRODUCTION 

Back ground of study 

Statement of the problem 

Objectives of the study 

Significance of the study 

Scope of the study 

Limitation of the study 

Definition of terms 

CHAPTER TWO

LITERATURE REVIEW 

Introduction 

Literature 

Network 

Types of network 

Network and banking 

Advantages and disadvantages of net work 

Security concepts 

Network security 

Mode of data transmission 

Fire walls its types components and techniques 

CHAPTER THREE 

SYSTEM INVESTIGATION ANALYSIS AND DESIGN OF 1/0 FORMS

Introduction 

System investigation 

System analysis 

Designing of input / output forms 

Research methodology 

Sources of data 

System proposal 

Objective of the system 

CHAPTER FOUR 

SYSTEM DESIGN 

Introduction 

Programming testing implementation and handour change over 

Programming and testing 

Implementation 

Handover changing over 

CHAPTER FIVE 

SUMMARY RECOMMENDATION AND CONCLUSION 

Introduction 

Summary 

Recommendation 

Conclusion 

References 

CHAPTER ONE

1.0
INTRODUCTION 

The integration of computers with other relevant office equipment is finding growing use in virtually every aspect of human endeavor, but particularly in the realm of finance. The usage of computer networks is becoming increasingly commonplace inside financial institutions, with an increasing number of financial institutions. These provide for quick and easy access to the many services and information that are made accessible by the organization.

As a result of the great value of information, companies increasingly categorise their data and put in a lot of effort to protect it from being stolen or otherwise compromised. Networking is the medium through which information is exchanged, and network security is a method by which the information can be protected. The exchange of information is not limited by physical or geographical location, and the information of today has been made available to everyone as a result of the proliferation of global networks. Before an organization can become a member of this global network, it must first establish its own local area network (LAN), which must then be linked to the internet through a wide area network (WAN). The primary concerns of computer security may be broken down into two categories.

a. Methods for ensuring the safety of the computer's hardware components.

b. The means by which intruders can be prevented from making illegal use of the computer's capabilities. Controlling access to business and government data that is stored on network services or that is sent over the local area network or wide area network is the goal of network security.

1.1
BACKGROUND OF STUDY 

Zenith Bank Nigeria limited was established with the aim of providing banking services to the general public. It is first growing commercial bank incorporate with headquarter and about 8 or more branches scattered across the country, which included Imo, Abia, Calabar and Ibadan etc with a staff strength of more than 500 workers, they provide banking service to the public which include 

The handling of cash and provision of bank drafts 

The provision of facilities for the safe keeping of

Important document and title delds. 

The lending of money in the form of loans and Overdrafts. 

The management of customers’ investment such as the

Purchase of stocks and shares and the receipts of periodic dividends. 

The transfer of funds to other places periodically 

1.2
STATEMENT OF THE PROBLEM 

Zenith bank Nigeria limited has a large volume of information, which it has to handle efficiently in other to evolve efficiently corporate management and improved customer services. The information needed to carry out operation geared toward customer satisfaction must be highly secured and transmitted properly too. Since the banks uses computer network in their activities, there are bound to be threats to security which hinders work progress in the organisation, once the organisation launches it presence in the internet. 

Most banks lack awareness on how a network can be implemented, secured and maintained. Threats to network security are sometimes difficult to track and it won’t be easy to refuse the request of the attackers. Without refusing legitimate request for services. This attack comes from any connection that the bank has with the outside world, which included dial up moderns, and internet connection. So in order to adequately address security all possible avenues of entry must be identified and evaluated, also the security of every point must be consistent with stated policy on acceptable risk levels. 

1.3
OBJECTIVE OF THE STUDY 

Networking is the backbone of accessing vital information the world has becomes a global village, sharing everything through networking. Networks requires a high level of security, which involves the technical and administrative safeguards required to protect a computer based system (hardware, personnel data) against the major hazards to which most computer system are exposed and to control accessed to information. The work is aimed at defining/providing a security system that will keep unauthorized uses from the protected areas of the network. This system will also prohibit potentially vulnerability services from entering or leaving the network. The system will also provide a location for monitoring security related events and adults as well as the overall security management of the network.

1.4
SIGNIFICANCE OF THE STUDY 

Network security and fire walls are useful in banking sectors and in their services 

It is useful to the banks in other sectors who would wish to use network security and firewall in their banks. 

It shows need for security in banking sectors. 

1.5
SCOPE OF THE STUDY 

This study presents an overview of security system network and firewalls its highlights are on firewalls. Risks threats and vulnerability of network. It also concentrates on design of security system and network types. 

1.6
LIMITATION OF THE STUDY 

This research was limited by the shortness of time giving rise to the limited study of network security and firewalls. Also the finance to embarked upon a higher level of research was not available. The bank on its part did not give out much information that would have really aided the writing of this work due to some security reasons. 

Additionally, this research was carried out at the Owerri branch office of Zenith bank. Therefore the research was based on the branch section and not from the centre. 

1.7
DEFINITION OF TERMS 

Network: Network in computing a number of computer and other devices that are connected together so that equipment and information can be snared. 

Security: These are activities that involves protecting a building or person against attack danger hazards 

Fire wall: Fire wall in computing is a part of a computer system that is designed to prevent people from getting at information without authority. But still allows them to received information that is sent to them. 

Computer: Computer is an electronic device that accept data, processes the data and gives information under automatic control 

Bank: This is an organisation that provides various financial service e.g. keeping or lending money. 

Personnel: Person who manage, design program, control or operate an information processing system and maintain access to the network. 

Policy: This layer defines the umbrella of the security program. It defines the policies of the organisation without a complete, effective and well implemented policy the security program cannot be complete. 

LAN: LOCAL AREA NETWORK

MAN: METROPOLITAN AREA NETWORK 

WAN: WIDE AREA NETWORK 

E-MAIL: ELECTRONIC MAIL  

FAX: FACSITAILE DOCUMENT TRANSMISSION 

CHAPTER TWO

2.0
LITERATURE REVIEW 

2.1
INTRODUCTION 

This chapter deals with the literature review concerning computer based network security and firewalls in a bank. Hence in computer network computers are linked together, information and equipment can be protected by a fire wall. So there is no fundamental different between network and fire wall, “no network should be with out a fire wall.”

According to kenslater (1991), a computer is a collection of device that can store and manipulate electronic data, interconnected in such a way that their user can store, review and share information with one another. The connected devices may be input terminals, microcomputer, mainframe computer and several data storage device among others. 

Akin (1992), highlights that computer networking means connections within a frame work of freedom office. For instance, they can work at home at whatever hours are convenient with portable computer over phone lines. They can even work while working. The member of a computer company or a team of specialists can meet by computer to court on any problem they need to discuss message can be sent to other through using computer as mall boxes. Computer can communicate with others with equipment such as multiplexers communication card and a lost of other equipments.

 Raldlow (1986), in his book computer and the information society described computer network as a further step up the technology ladder as it represents a merger of computer technology and electronic communication technology. It defined the network as the interconnection of computers, peripherals and communication lines. 

According to a book computer studies fro BTEC (2nd addition), computer network means a number of computer connected together for the purpose of communication and processing. The main reason for using a network is the sharing of resources. This include hardware and information however, on a more comprehensive note, “computer network may be considered as consisting of interconnections of work station, intelligent terminals, microcomputers, word processor and electronic mail facilities.” BTEC further identified two basic areas of effect of network in any given organisation. The linking together of computer system procession and improving communication within an organisation.

 Encyclopedia Britannica micropedia (1993), Defined banks as an institution that deals in money and its substitution and provides other financial service banks. Accept deposits, make loan and derives a profit from the difference in the interest rates paid and charge repectively. They also have the power to create money. Computer network, multiple computer linked together, are particularly vulnerable to computer crimes. Information on network can be protected by a fire wall a computer placed between the networked computers and the network. 

Billy B (1996) in his contribution says no network should be without a firewall. He described a fire wall as the critical part of the security of art network site. 

In addition, balle: and Cheswick (1999) says that 

All traffic form inside to outside and vice versa must pass through the firewall. This is made possible by physically blocking all access to the local network except through the firewall. 

Only authorized traffic as defined by the local authority policy will be allowed to pass. 

The firewall itself is immune to penetration. 

2.2
NETWORK 

Computer network is the linking together or interconnection of two or more distant computers by communication channels. One computer can be connected to another computer or to several other computers. This computer to computer link might be via internal cable or via a data transmission link so that geographically distant computer can be made directly communication with each other. 

2.2.1
TYPES OF NETWORK 

Local area network (LAN): This is the system that cover relatively short distance, and usually limited to a department or an office building which may be centralized or distributed. It allows users to exchange information to share programs and database to send fills to high speed printers and to use the network telecommunication equipment to access databases and send electronic mail outside the local area. 

Metropolitan area network (MAN): As the name implies MAN is a system connecting a  good number of microcomputers and other device within a metropolitan area. It is the bridge between LAN and MAN 

Wide area network (WAN): Network on a wide geographical scale are called wide area networks, they often use a large computer as a file server. Unlike LANS, WAN normally use modern which are used to send data over telecommunication links, radio wave links or satellite links if data flow within a network are heavy the use of dedication lines is likely and network configuration becomes critical. One commonly employed configuration is the star network topology in which a host computer as the centre of the entire network. 

2.3
NETWORK AND BANKING 

Network satisfy a broad range of purpose and meet various equipment. A major goal is to permit information and resources sharing. The banking industry is a major industry that runs on information and to effectively handle information bank undertake office automated system (OAS) office automate system are information system that create, store, modify, display and communication in business correspondence whether in written, verbal or video from. Examples of office automation system include. 

Teleconferencing: It is the use of computers and communication technology to conduct meeting whereby several participants are linked through computer and video system it is a message system, which can permit a number of participants to engage in a conference using their different computer terminals teleconferencing allow members of a group to exchange information ideas opinions, proposals and discussions on several topics. 

Electronic mail: This term describes various system of sending data or message electronically via the telephone network or other data network and through a central computer. Without the need to send letters. It therefore has the advantages of speed and quality of transmission links reduction in cost (no need for stamps paper etc) provision of security by the use of passwords. 

Electronic funds transfer (eft): This system permit the movement of money via high speed communication lines. A computer user can use his computer system to transfer funds from one bank account to another account by sending electronic data to his bank. In this electronic banking system salaries, social security payments and other income are credited to a users account. 

Facsimile Document Transmission (FAX): It involves the transmission of exact copies of document by data links to its required destination. The data is fed into the fax machine, which reads it, converts it into electronic form so that it can be transmitted over the telephone. The operator after dialling the recipients number wit for the signal and then feeds in the text diagram or document to be printed by the recipients fax machine.

2.3.1
ADVANTAGES AND DISADVANTAGES OF NETWORK 

ADVANTAGES 

a.
Sharing of resources and information: All the microcomputer and terminal in the network can share data fills. This helps to improve data processing and decision making. 

b.
Flexibility in sharing workloads: This means that each terminal in the network can do a different job. They can also do the same job in a peak period without having a leave their desk. 

c.
Peripheral equipment can be shared: This means that in a WAN, five microcomputer might share a single on-line printer. 

DISADVANTAGES 

a.
There is an exorbitant cost of running and maintain the network. The communication gadgets and other peripherals must be adequately provide and secured. 

b.
since computer network are used to transmit data there are chance that data can be corrupted since hacker’s can, and are very much likely to interfere with the network by sending Trojans to the system.   

2.4
SECURITY CONCEPTS

DE-MILITARIZED ZONE (dmz): This technology is employed where is need to provide network access to external third parties without compromising their network security.

VIRTUAL PRIVATE NETWORK (VPN): This technology is used to provide security secure channels for transmitting data through the insecure internet. 

INTRUDER DETECTION SYSTEM (IDS): This system monitor and record access violations on the network such monitoring tools are very important due to the proliferation of hackers all other the world. 

2.4.1
NETWORK SECURITY 

This is the protection of computer network from an unauthorized access and improper use. They are techniques developed to protect networked linked computer system from accidental or intentional harm including destruction of computer hardware and software users. Physical loss of data, deception of computer users and the deliberate invasion of database by unauthorized individual. Network security can be applied in areas such as information services. Interactive sessions such as electronic bulletin, electronic funds transfer (eft) and customer services. Because network can make computer system vulnerable to attacks and intrusions, security system exist to protect computers and networks. 

2.4.2
TYPES OF NETWORK SECURITY 

File protection: This is the method of creating programs to protect personal files so that other won’t read them. They can usually protected file and are very sensitive. E.g. word perfect S.I permits closing a file with password protection. 

Password: Passwords are confidential and unique sequences of characters that gives approved users access to computers. The system compares the characters against a stored list of authorized password if the code or character are legitimate the system allow the users access at whatever security level has been approve for the owner of the password to determine intruder in a computer system is usually limit by the number of attempt made to enter a correct password.

Security server: Special computer called security server provide secure connections between networked computer and outside system such ass database storage and printing facilities. These security computers are encryption in the hand staring process. The initiation of the electronic exchange which prevents a connection between two computers unless they identification of each is confirmed to the other. 

Encryption: Encryption is the scrambling transmitting and unscrambling of data from one end of a communication line to the other. Information is coded by a key and two keys are usually employed, the private key and the public key. The private key, possessed by only the sender encode the key, while the public key that may be possessed by several recipients, decodes the data, the keys are making the encrypted information is difficult to decode or forge. 

Availability of data: The availability of information is affected if access to the information is prevented or if information is converted to a less useful form. Computer components such as floppy and hard disk are easy to damage or are corrupted. A computer memory can be erased or the computer hardwares can be damaged by fire or flood. To safeguard the availability of information, several backup copies of data should be made and stored in another location. Business that rely on computer need to institute disaster crash recovery plans that are periodically tested and upgraded. 

2.4.3
THREATS TO NETWORK SECURITY 

Generally, we are concerned with the threats to the information held in the computer system, which can result in four types of losses 

loss of availability reliability 

loss of accuracy integrity

loss of confidentiality (privacy)

loss of business asset (fraud) 

2.5
MODE OF DATA TRANSMISSION 

Transmission of data is done in three mode which requires different types of data equipment they include. 

a.
Simplex Transmission Mode: This permits data transmission in just one direction and is used only in specialized circumstance where data flows only in one way. e.g. in a bank where computer transmit cash to customers account the customer would have no reason to reply through the same system since it is a one way process.
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  Simplex transmission mode above 

b.
Half-Duplex Transmission Mode: Here communication can occur in both direction but not at the same time. Half –duplex lines are more expensive than simplex lines and uses costly than full duplex lines. 

[image: image4.wmf]
HAIF DUPLEX TRANSMISSION MODE 

c.
Full Duplex Transmission Mode: A full duplex channel can transmit data in both directions simultaneously, thus it is the most versatile mode of transmission.
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2.5.1
DATA TRANSMISSION EQUIPMENT 

Special communication equipments facilities in data transmission over the network. Without these equipment, it would be extremely difficult, if not it will be impossible to operate the network. They are as follows.

Communication Cards: These are special network interface device which control the communication network with many terminals. The device is capable of receiving, storing and forwarding message with the help of its own memory. It stores data control programs and provides temporary buffer storage. 

Morder and Accoustic Couplers: A morder is a communication device used in the transmission and reception of digital signs over telephones lines. It modulates (converts) the computer digital data into analog form for transmission and demodulation (reconverts) the analog signals into digital form after transmission. An acoustic coupler list a from of modern, it is used to link the user to the telephone network through his telephone handset to establish the communication link. 

Multiplexors: A multiplexor is used to send data from several source through a single line at the same time. It codes the data in a special way so that it can be sorted out at its destination multiplexors are used at each end of the telecommunication link so that the channels multiplexed at one end of the link may be demultiplexed in the data concentrator which perform the additional function of establishing priorities for lines allocation line time and compressing data.

Data pbx (private branch exchange): Data pbx is usually a computer that electronically connects computer and work station with the trend to distributed processing a single organisation is likely to have more than one mainframe computer and a bunch of work stations. The data pbx serving as the hub of data activity permits these computers and workstation to talk to one another. 

2.6
FIRE WALLS

A fire wall is a system of hardware and software that connect the intranet (internet network) to external network such as the internet it blocks unauthorized access from entering the internets also prevents unauthorized personnel from accessing the intranet. Fire walls are necessary to protect an organisation is internal network against theft and corruption. It ensures that information is received from an outside source, it does not contain computer viruses, self replicating programs that interfere with a computers function.  

2.6.1
TYPES OF FIREWALLS 

Packet filters: They perform packet inspection looking at the address port and protocols ignoring everything else. A packet filter can be configured to allow or disallow packet based on IP address, port or protocols. No alternation is paid to the application. A packet filter can be every effective and can be and is capable of blocking all traffic. They are not fool proof however and can be tricked into passing traffic by falsifying information such as source IP address (spooling). Since the payload is not inspected, it could easily contain material code. Installation and configuration are simple using packet filters. 

Circuit gateways: Circuit gateway is a middle tier fire wall the type of firewall goes a step further in that it can liquidate the connection by using configurable rules both ends of the connection can be validated. 

Application gateway. An application gateway or proxy firewall works at the highest tier, it functions at the application layers. a more complex system of rule can be configured with this type of firewall. Working as a proxy the firewall establishes sessions and performs data exchange on behalf of the system behind it. Very expensive logging capabilities make these types of fire wall very useful for intrusion detection and network monitoring. They usually require a large amount of processing power since complex and are often implemented as a stand along appliance. 


COMPONENTS OF FIREWALLS

proxy server

caching 

2.6.2
TECHNIQUES OF FIREWALLS 

Service control: This determines the types of internet service that can be accessed, inbound or outbound 

Direction control: This determines the direction in which particular service request may be initiated and allowed to flow through the fire wall.

User control: This controls access to a service according to which user is authorized to access it. This feature is typically applied to users inside firewall perimeter.

Behaviour control: This controls how particular services are used. e.g. the firewall may filter e-mail or it may enable external access to only a portion of the information or a local web server.  

CHAPTER THREE

 3.0 SYSTEM INVESTIGATIONS, RESEARCH METHODOLOGY, SYSTEM   ANALYSIS, SYSTEM PROPOSAL   AND DESIGN OF I/0 FORMS

3.1
INTRODUCTION 

This chapter is intended to investigate the system so as to ascertain the strength of the organisation in the area of network security and firewall. The aspect of this, with the aim of designing, analysing, installing and connecting the system to improve their operation basically as a bank industry. The system when designed will give analysis on input/output format, detail on data type, research methodology e.g. sources and methods of data collection and objective of the system. 

3.2
SYSTEM INVESTIGATION

System investigation is an in-depth and through study of an existing system with regard to its process in working out the function of the system to remain in existence and to be a successful or organisation must be flexible and adapt to change this means change not only in their organisations relationship with external environment but also in their internal methods and structure. A comprehensive study was carried out in Zenith bank Nigeria limited Owerri to acquire an in-depth knowledge about their operation in the area of computer Network and Firewall, its investigation is to ascertain the strength of the organisation in the area of network security and firewalls.

3.3
RESEARCH METHODOLOGY

Research is an investigation taken in order to discover facts, get additional information etc through the planned and systematic collection, analysis and interpretation of data. Methodology, on the other hand is the structured approach to a particular job such as system analysis and design. Thus, research to a particular job such system analysis and design. Thus research methodology is the structured approach at arriving at a dependable solution to problems through planned and systematic collection, analysis and interpretation of data. It is also a detailed description of what the researcher planned and the procedures and the procedures adopted in gathering new facts relevant to this project work. The methods use includes oral interview, questionnaire and observation. Adequate references was also made to further sources of information relating to the area of study. Below is a brief description of these methods.                                                                                                                                                                                                                                              

*
Oral interview: This is a method in which the researcher comes in contact with the respondents from whom the information is to be obtained and where first class information is recorded. The research was carried out by interviewing 10 staff of Zenith bank Ltd, which includes staff from different departments but especially those in the computer department. The researcher asked the information technologist flexible questions on how they transmit date from their industry to another branch and the problems encountered during transmission. 

Finally, the researcher also interviewed the computer operator so as to get additional information about computer network, security and firewalls. This method proved successful.  

*
Questionnaire: A questionnaire was designed by the researcher for the concerned staff of Zenith bank Nigeria Ltd. A sample staff size 20 was selected. The researcher constructed a number of short – structured questions, which were typed. He used a combination of the closed structure and open types of questionnaire with the aim of getting specific as well as giving the respondents the freedom to express their views fully in specific areas. The approach was successful because it enables the researcher to get full information.

*
Observation: Although significant portions of the bank activities are computerized, the observation approach paid off as the researcher was able to watch and observe critically as other operations were carried out in the bank. Some activities difficult to understand by the researcher were better understood by direct observation. He noticed how data are transferred from one location to another and the security measures taken to ensure integrity and availability of information. This method was successful too as raw facts were obtained from the bank.

ADDITIONAL SOURCES OF DATA

Network security and firewalls is one are of study that has volumes of written materials. Articles, Journals, handouts and book written by different authors and valuable sources of information that aided the writing of this work. The internet also helped in extracting information leading to the success of this work. All these are the secondary source of data.  

The primary source came from the organisation, Zenith Bank Nigeria Ltd, where the banks assistance towards this project paid off. 

3.4 SYSTEM ANALYSIS

To facilitates a central from it’s headquarter as to ensure effective communication within its branch structure, Zenith bank Nigeria limited adopts three classes of network LAN-MAN and WAN. 

LAN is used for inter-office date communication; MAN is used for intracity between Owerri territorial. While WAN is used among Zenith Bank branches nationwide. With the Wan all the branches of the bank spread over the country who makes use of telecommunication facilities such as packet or message switching and exploit optical fibre media and satellite transmission.

The topology mostly implemented by the bank is star topology although the hybrid and ring topology is used in exceptional cases. The star topology. Host computer (hub) at the centre of the star has the communications program that controls the entire network. The bank is able to access company’s accounts and update information centrally at every terminal to terminal connection in the network must be routed through the centre. The major factor following the use of this topology is that the star network is not affected by the facilities of any of the connected devices or cables, but it clearly dependent in the central hub. 

The connected devices may be keyboard terminals microcomputer or 1/0 device.

The diagram below illustrates the star network topology

                                   
The physical equipment used in the implementation of the network are of two classes. The computer system with other peripherals and the special communication equipments needed for the network. The bank uses micro computers and a five server as the control hub of the network. A file server is a specific device that handles reading and writing of files to the hard disk that is an integral part of it. It regulates access to files for all the network users. Other peripherals used are basically IBM compatibles. They include the following devices used to read, store and output data / information.

Keyboard: This is used to accept data (numeric and non-numeric) it is a device that transmits data to the CPU for processing.

Visual Display Unit (VDU): It is used to display information on the screen where the response to an enquiry is obtained through the VDU.

Printers: They are used to provide printed from (hardcopy) of information. Several printers are available. They include laser printers thermal printers impact printer etc.

Magnetic Ink character recognition (MICR): It is the recognition by a machine that reads special formatted characters printer in magnetic Ink. Cheques are pre-encoded with customers account number, branch code and cheque number and after use  post-encoded with the amount of the cheque.

Special communication equipments employed in the banks are the modern and multiplexor. Zenith bank Nigeria limited employs the use of NOVEL operating system whose function include.

Making provision for connection of links

Detection and correction of errors.

Allowing for disconnection of links / channels in case of security branch.

Provision of backup copies of information as well as saving information on the disk.

Providing adequate routing for pooling the various terminals in the network.


3.5 SYSTEM PROPOSAL

In system proposal, the researcher states what system will be used in implementation. They system proposed is the firewall system of security. Security programs also have to be written to ensure adequate security of data. The firewall approach is used because some level of separation between an organisation’s internal network and the internet has to be provided.

All attacks on information are performed through legal or illegal hard wares interfaces attached to the network or the communication system utilized by network. Fibre optics should be used in applications where high security is required because of their lack of emission which makes them very difficult, if not impossible to tap.

Since firewall does not stand alone the security policy of the organisation must be defined. This is in terms of level of security and the data / information that needs protection.

3.5.1
OBJECTIVES OF THE SYSTEM

Due to threats to confidentiality and integrity of sensitive data, firewalls have been employed to checkmate the crimes associated with networks. They are used to provide access to authorized users within a network and on the other hand disconnect unauthorized users within or outside the network. Also company’s policies and security measured that must be adhered are better implemented through a firewall especially where the policies dictate how data must be protected.

 
Therefore, the new system is suppose to protect data from improper and unauthorized use as well as providing them on timely and security level. 

DESIGNING OF INPUT / OUTPUT FORMS

The input consideration will be influenced enormously by the expected output. The input design specifies the input data needed to generate the required reports methods of data extraction, data transaction and data preparation coding techniques, verification and correction.

The input includes forms and magnetic ink character reader, which can be hooked to the visual display unit samples of the form are given below.

FORM 1


FORM 2

The output design as well includes forms. The form includes the customer’s personal data, customer’s statement of account, daily transaction list and customer’s transaction report.

Customers personal data: This files contains the following fields branch name, transaction type, address, postal address occupation data of account opening, postal address occupation data of account opening, hometown, town of residence referees name and address and secret code.

Customer’s statement of account: This output contains the following fields: secret code, customers name and address transaction type date, amount deposited, amount withdrawn and balance, frequency. The bank generates this report at the end of every month and post to the customer both for saving and current transactions.

Banks daily transaction list: This file contains the following data, branch, secret code, transaction type, amount withdrawn and amount deposited. The transaction list is displayed or printed at the end of each day to enable the accountant know the total amount withdrawn and total amount deposited. This helps in balancing the bank account.

Customer’s transaction report:  It contains the transaction type, transaction carried out, transaction amount, data, time and secret code.

The output forms are listed below respectively.

A

B
B

C

D

OUTPUT FILE DEFINITION CUSTOMER’S PERSONAL DATA

	FIELD NAME
	FIELD DESCRIPTION
	LENGTH
	TYPE

	Cust – name
	Customer’s name
	25
	Alphabetic

	Type
	Transaction type
	15
	Alphabetic

	R. Add 
	Residential address
	30
	Alphanumeric

	P.Add
	Postal address
	10
	Alphanumeric

	Occupation
	Occupation
	10
	Alphabetic

	Date
	Date of account opening
	8
	alphanumeric

	Home town
	Home town
	10
	Alphabetic

	R.town
	Residential town
	10
	Alphabetic

	Ref. Name
	Referee’s name
	20
	Alphabetic

	Ref. Add
	Referee’s name
	30
	Alphanumeric

	S. code 
	Secret code
	5
	alphanumeric


Customer statement of account

	FIELD NAME
	FIELD DESCRIPTION
	LENGTH
	TYPE

	Cust name
	Customer’s name
	20
	Alphabetic 

	S – code
	Secret code
	12
	Alphanumeric

	P – Add
	Postal address
	20
	Alphanumeric 

	Date
	Date
	10
	Alphanumeric 

	Type 
	Transaction type
	8
	Alphabetic

	Deposit
	Amt. deposit
	8
	Numeric

	Bal
	Balance
	8
	Numeric

	Withdraw
	Amt. withdraw
	8
	Numeric 


BANK TRANSACTION REPORT

	FIELD NAME
	FIELD DESCRIPTION
	LENGTH
	TYPE

	Type 
	Transaction type
	8
	Alphabetic 

	Withdrawal 
	Amount withdrawn
	8
	Numeric 

	Deposit 
	Amount deposited
	10
	Numeric  

	T. Amt. witn
	Total amount withdrawal 
	8
	Numeric  

	T. Amt. dep. 
	Total amount deposited
	8
	Numeric 

	S. Code
	Secret code
	8
	Alphanumeric 


CUSTOMER’S TRANSACTION REPORT 

	FIELD NAME
	FIELD DESCRIPTION
	LENGTH
	TYPE

	S. code
	Secret code
	8
	Alphanumeric

	Date 
	Date 
	8
	Alphanumeric

	Time 
	Time 
	7
	Alphabetic

	Type 
	Transaction type  
	8
	Alphabetic

	Trans. c 
	Transaction carried out
	12
	Alphabetic

	T. Amt
	Transaction amount
	8
	Numeric


From the table drawn so far, it can be deduced that the secret code of each prom varies in length. Also the format of the secret code is alphanumeric meaning that the code might be a sequence or collection of numbers or texts making is difficult to guess.

CHAPTER FOUR

4.0
SYSTEM DESIGN

4.1
INTRODUCTION

This chapter deals with security system they has to be designed, the system must b access the potential threat in their order of significance. The significance of the threat has to be defined by the security designer and has to include careful analysis of the specifications of the network system risks. Threats and vulnerability should be done in order to access in detail the requirement of the network.

4.2
REQUIREMENT OF THE NETWORK SECURITY AND FIREWAL POLICY

This is the responsibility of the bank in protecting its resources in the network.

They include

a.
Sensitive or properly data should not be transmitted over the internet / network unless they are encrypted. Sensitive data include logo 10s and passwords.

b.
The company should perform risk assessment to determine where firewalls should be planted. The firewall should be configured with outgoing access to the internet but should strictly limit incoming access to the data / system by users.

c.
No computer that houses sensitive information should be allowed to be connected to the internet without the use of firewall or some means to protect the information.

d.
Do not use the e-mail gateway commands which can be used by crackers to probe for user’s address.

e.
Remove compliers, editors and other program development tools from the system(s) that could enable a cracker to install Trojan horse software or backdoors.

f.
All software available on the network must be scanned for computer viruses or Trojans horse once down loaded into the system.

g.
All downloaded software should be preferable loaded into flash drills and not to the hard disk. The software will be inspected against Trojan horse or computer viruses before being placed on the land hard drive.

h.
Do not permit 100pholes in firewall systems to allow user friendly system or user special entrance access.

i.
Violations of standards, procedures or practise will be brought to the attention of the management for disciplinary action including termination of appointment users should be made the scope and limitation of their work.

4.3
PROGRAMMING, TESTING, IMPLEMENTATION AND HANDOVER / CHANGE OVER

4.3.1
 PROGRAMMING AND TESTING

Programming had to do with any sequence of operation required to produce the desired results in any particular computing task. It requires and understanding of the nature of computer programs and of the programming language in which problems may be express. The program used here is visual basic programming language that uses an interpreter to load and execute commends on the Vbasic editor. Although the program does not include bank computations the security policy has been implemented and tested against certain conditions that were brought forward in the course of running the program. The program flow is shown in the flow chart below.






4.3.2
IMPLEMENTATION

Since network security embraces all sorts of business operations in the banking sector, it would be difficult to clearly define the activities of different sections in the bank. Therefore the program aims at providing security to dates and files in the banking environment using passwords. For example if a wrong password is input in a specific number of times the program quickly generates an error report so as to transfer control to a part of the program or to terminate the program entirely. So for this program to be fully implemented banks should provide system analysis with the necessary information and requirements of their activities. This would help to fully secure their networks from attacks.

4.3.3
HAND OVER / CHANGE OVER

This method of changeover depends on the organisation’s internal structure and the type of system they use. Method of changeover / hand over includes the following.

Parallel change over: Here the old and new system is run currently using the same input. The outputs are compared and reasons for difference resolved until the new system has been proved satisfactory. At this paint, the old system is disconnected while the new system takes its place.

Direct change over: Here there is no reference to any particular system. It involves the introduction of the complete new system without any reference of previously existing system. The conditions for this system exist where their no similarity between the old and new system, and where there is slack of work. Again the system analyst must be sure that the new system must work. 

Pilot change over: This involves changing parts or small portion of the program either in parallel or directly.


Therefore, for proper changeover, the organization should analyze its current system to determine what type of system should be adopted.

CHAPTER FIVE

5.0
  SUMMARY, CONCLUSION AND RECOMMENDATION

5.1

INTRODUCTION


This chapter deals with the summary of the research work so for followed by recommendation and conclusion.

5.2
SUMMARY

Based on our understanding of network security and firewalls it can be seen that this topic covers a wide spectrum. Organisations need security to protect their data and environment. Some of the services banks render include handling cash and providing bank drafts, transfer of funds to other places periodically, keeping of accounts and provision of facilities for the safe keeping of important documents and little deeds. One can connect to the network in three types local metropolitan and wide area networks. In implementing network and security, several equipments are involved. The physical equipment used in the implementation of the network and security includes the moderns, multiplexors, magnetic link character recognition (MICR) and the printers. There is the need for software programs to be written so as to control the operations of the network.

5.3
CONCLUSION

Having studied the use of computer network security and firewalls in a modern bank, highlighting the advantages and disadvantages of networks, it would be proper to suggest to other banks to provide a better means to protect their network. It is interesting to know that most banks are already computerized indicating that the enabling platform for implementing the network already exists. However, before embanking on the project a more detailed study should be commissioned and executed. The study which should be carried out by an expert network analyst will enable the bank decide on the appropriate topology software, hardware as well as the network facilities to implement.

5.4
RECOMMENDATION

Looking at the sort of attacks that are common to network environments, we can derive a relatively short list of high level practices that can help prevent security disasters and help to control the damage in the relent of a successful attack.

Data Backup:
Although not a very good approach from a security paint of view banks should try as much as possible to provide duplicates of dates and information. Operational requirement should dictate the backup policy, and this should be closely coordinated with a disaster recovery plan: such that if one point fails one can easily switch to another method of performing that particular operation without housing to wait for the system to be repaired.

AVOID SYSTEM WITH SINGLE POINT OF FAILURE: Any security that can be broken by breaking through anyone component is not really very strong. In security a degree of redundancy is good and can help to protect the organisation from a minor security breach from developing into catastrophe

REFERENCES

Abdullah J.I (2004):
Introduction to the computer management tool

Ani C.O (2003): 
Programming with visual Microsoft basic  computer studies for BTEC (2nd edition)

Cerf R.E  (1974):   
A protocol for packet network interconnection, IEEE. Communication technology.

Kceinrock L. (1961):
Information flow in large communication nets RLE quarterly progress report.

Raldlow   (1986):
computers and the information society

Robert L. (1967): 
Multiple computer networks inter-computer communication AGM Gathnburg conference

Sawyer  (1999): 
Using information technology 13th edition 

RECEIVER





SENDER





SENDER





RECIEVER





SENDER





RECIEVER





RECIEVER





SENDER





�





�





�





�





SCANNER





COMPUTER





�





�





�





FILE SERVER





PRINTER





COMPUTER





Fig.3.1 	A TYPICAL STAR NETWORK TOPOLOGY
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