THE RISING CASE OF SOCIAL NETWORK CRIME RATES AMONGST NIGERIAN UNDERGRADUATES
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ABSTRACT

This research work was conceived to find out the pattern of rising case of social network crime in Enugu state University of Science and Technology, identify the types of social network crime common in the study area, explore the social attributes of those involved in social network crime in the study area, identify the motivating factor and causes of social network crime, find out the consequences of the emerging trends and finally suggest solutions to mitigate against the menace. The study adopted the differential association theory which was developed by Edwin Sutherland to explain the reason for individual’s involvement in social network crime and how they learnt the techniques to perpetrate the act through interaction with others. The study was conducted in three selected Enugu state University of Science and Technology namely. Data was obtained through quantitative method (questionnaires) and qualitative method (In-depth interview). The research also used both probability and non probability sampling method in the selection of respondents. Four hundred questionnaires were administered to students of the three selected tertiary institutions using the simple random sampling method. In addition, 10 key informants were purposively selected for the in-depth interview in order to gain substantial facts on the subject. Snowball sampling method was also used to identify the cyber-criminals who participated in the research. The key informants used for the study are lecturers of computer science department, operators of cyber-café and cyber-criminals. Data collected through quantitative instrument was subjected to simple statistical analysis and interpretation and analyzed with the aid of a computer using the Statistical Package for Social Sciences (SPSS version 17.0). While data collected through the qualitative instrument was transcribed from field notes and tapes. The data collected were presented using tables and bar charts. The study revealed that youths who are mostly male are the major perpetrator of cyber- crime and the crime can be committed at any time of the day. The research was able to unveil additional techniques such as SQL injection and mathematical model which are used for piracy and credit card fraud respectively by cyber-criminals. Nevertheless, the study found that unemployment, poverty, absence of law and corruption are the major causes of social network crime in the study area. Despite the negative consequences of social network crime on the study area, it was discovered that it had positive effect for the perpetrators as they were able to use the money realized to solve their need. On the basis of these findings, it was recommended that the Federal Government should empower the youths in terms of job creation and regularly engage the IT industries to develop strategies to curtail social network crime. The study also recommends that everybody should report to law enforcement agencies any one suspected to be involved in social network crime.

CHAPTER ONE

INTRODUCTION

Background of the Study

The invention of electronic devices such as modern communication hard-wares, internet service and computer systems has been a major landmark in human history. Ayantokun (2006), defined computer as a machine that performs tasks, such as calculation or electronic communication, under the control of a set of instructions called a program. Programs usually reside within the computer and are retrieved and processed by the computer’s electronics. The program results are stored or routed to output devices, such as video display monitors or printers. Oyewole and Obeta (2002), define a computer as an electronic device that accepts, processes, stores and outputs data at high speed according to programmed instructions. Computers perform a wide variety of activities reliably, accurately and quickly depending on the purpose it was designed for. Computer can be used in areas of education, medicine, engineering design, scientific research, office automation, personal administration etc (Morley and Parker, 2007).

According to Rogers (1995), the rapid evolution of the computer brought the internet. 

Some individuals in Nigeria have embraced social network crime as a way of life. Many have become rich while some others have been caught by the law (Tade and Aliyu, 2011). This new crime is denting and drilling holes in the economy of the nation. For example, in a recent report by the Internet Crime Complaint Center which is a partnership between the FBI and America’s National White Collar Crime Center, revealed that Nigeria now ranked third among the list of top ten sources of social network crime in the world (Abdulhamid et al, 2011). Also the Central Bank of Nigeria (CBN) in its banking sector supervision report revealed that the Nigeria banking sector lost 7.2 billion naira to internet fraud (Ajewole, 2010). Losing 7.2 billion naira in a developing economy such as ours is not something to be proud about. Apart from the destruction social network crime does to the economy, it also is leads to the erosion of confidence in genuine Nigerian commercial credibility and today many western countries with France taking the lead have moved to deny Nigerian businessmen and women who are legitimate the rewards of e-commerce. France today requires web camera verification for most online business transactions from Nigeria (Longe and Chiemeke, 2008).

The youths in every society are of great importance and of great concern to that society because they are looked upon as the leaders of tomorrow. Olaide and Adewole (2004), observed that a sizeable number of criminals in Nigeria fall within the youthful ages and this youthful ages according to them ranged between 18-30 years. The youths at present have discovered different ways of using the internet in doing different types of criminal activities. In furtherance, these age brackets are usually found in tertiary institutions in Nigeria. The word tertiary simply means the third part or rank. Therefore, after the secondary education the next educational level is the tertiary education which provides advance instructional curriculum to students with a view to develop them for careers in life. Tertiary institutions include universities, polytechnics, colleges of education and colleges of technology. In most Nigeria tertiary institutions, various form of crimes are being witnessed ranging from examination malpractices, falsification of admission, rape, robbery and stealing, sexual abuse, assault, cultism amongst others. But in recent times cyber- crime, a new form of crime, now exists in our tertiary institutions. Students of tertiary institution now engage in cloning of websites, falser representations, internet purchase and other e- commerce kinds of fraud such as credit card fraud (Ribadu, 2007). It is for this reasons, this study work was conceived to study the rising case of social network crime in Enugu state University of Science and Technology and suggest solutions to the problem.

Statement of the Problem

In Nigeria, perpetrators of this crime who are commonly referred to as “yahoo yahoo boys” take advantage of e-commerce system available on the internet to defraud victims who are mostly foreigners thousands and sometimes millions of dollars. They fraudulently represent themselves as having particular goods to sell or that they are involved in a loan scheme project. They may even pose to have financial institution where money can be loaned out to prospective investors.  In this regard, persons and organization are duped or have fallen victims. However, these are not the only techniques used by these cyber-criminals, there could be others which the research intends to unravel.

Attempt to address social network crime by various governments and international organizations have not been successful owing to the fact that the identities of the perpetrators of social network crime remain ambiguous and inadequate. A study by Zero Tolerance (2006), indicates that cyber-criminals are usually within the age bracket of 18 to 30 years and they indulge in the crime in order to survive and have a taste of good life. Noting these observations, there is need to identify more attributes/characteristics these cyber-criminals possess and what are other causes since it have been acknowledged that a good taste of life is a major factor.

The internet create unlimited opportunities for commercial, social and educational activities, however, it has introduced its own peculiar risks that pose danger to the economy. This danger could affect many sectors of the society and put the development of the country into peril. Some of these possible adverse effects could include the destruction of the country’s image both at home and abroad, insecurity of both life and properties, fear of doing business with Nigerian’s citizen, economic loss of spending substantial amount of money on the prevention and control of cyber crime amongst others. For example, a survey on social network crime conducted in 2001 by Confederation of British Industry (CBI) and other parties including Price water house Coopers, states that social network crime could hinder the growth of e-business because it makes people to be afraid (Broadhurst and Grabosky, 2005). In essence, what other menace does social network crime poses to the society.

Research Questions

What is the pattern of rising case of social network crime in Enugu state University of Science and Technology?

What are the social attributes of those involved in social network crime in Enugu state University of Science and Technology?

What are the factors responsible for social network crime in the study area?

What are the types of social network crime common among cyber-criminals in Enugu state University of Science and Technology?

What are the consequences of social network crime in the study area?

How can social network crime be curtailed?

Aim and Objectives of the Study

The objectives of the study are as follows:

To find out the pattern of rising case of social network crime in Enugu state University of Science and Technology.

To explore the social attributes of those involved in social network crime in Enugu state University of Science and Technology.

To identify the causes of social network crime in the study area.

To identify the types of social network crime that is common in the study area.

To examine the consequences of social network crime in the study area.

To suggest appropriate solutions to the problem.

Significance of the Study

With the ever increasing pace of development, social network crime has become an inevitable and a more specialized area of crime which threatens the economy and even the peace and security of the nation. The publicity surrounding Nigeria social network crime is raising fears that the country may face a slowdown in international investment in telecommunication as well as the financial sectors (Thomas, 2011). As more Nigerians use the internet for their banking needs, the number of fraudsters eyeing people’s bank accounts and online financial transactions has also multiplied. Hence, this study has provided useful information on the factors responsible for the increase rate of social network crime in the society.

Above all, taking into account that social network crime and the underlying criminology behind cyber criminals are very new and there is a relative shortage of available research and literature on the subject. This therefore, makes this study very important because the study has added to the existing literature by revealing a number of different bases on what typically makes and motivates cyber- criminals and also identify the consequences it has in the society.

Scope of the Study

The study revolves around issues on the rising case of social network crime. It was conducted in ESUT, Enugu State. 

Definition of Key Terms

Computer:   Computer is described as an electronic machine that works under the control of   store information (programs). It accept data (input), store data in the memory and process the data to produce the required result in a specified format as information (output).

Crime: Crime is an act that violates the basic values and beliefs of society. Those values  and beliefs are manifested as laws that the society agrees upon. It could also be referred to an act of committing an offence that is not in line with the laid down laws. Crime is a legal concept and has the sanction of the law (Williams in Dambazau et al 1996).

Cyber:
Cyber is a prefix referring to anything related to computer or networking. The word as often used with a growing number of times to describe new things that are being made possible by the spread of computer. Cyber can be combined to make words such as social network crime, cyber-space and cyber-café.

Cyber crime:
Refers to any criminal act dealing with computers and networks (called hacking). Additionally, cyber crime also includes traditional crimes conducted through the Internet.
Internet:
Internet means international communication network. It is a communication network among computers. It is an interconnection of computers across globe.

CHAPTER TWO

REVIEW OF LITERATURE AND THEORETICAL FRAMEWORK

Introduction

Literature review refers to the critical examination of state of knowledge including substantive findings as well as theoretical and methodological contribution to a particular topic.

CAUSES OF CYBER CRIME IN NIGERIA

When Internet was developed, the founding fathers of Internet hardly had any inclination that Internet could also be misused for criminal activities. Today, there are many disturbing things happening in the cyberspace, (Hidayatullah, 2000). However, scholars have attributed the causes of social network crime in Nigeria to the following: Okoro (2010), identified the following as the causes of social network crime in Nigeria: unemployment, negative role models, lack of adequate policing facilities and knowledge of cyber crime and social gratification. According to him, all these reasons serve to facilitate cyber crime in Nigeria. Also, Awe (2009) stated that the widespread of corruption, harsh economic climate, high unemployment, disregard for the rule of law and lack of transparency and accountability in governance are the main cause of social network crime in Nigeria.

Babt (2008) added that social network crime in Nigeria can be associated with two causes which are the primary and secondary causes. The primary causes include high unemployment rate, harsh economic condition, prevalence of poverty and weak educational system. The secondary causes can be traced to greed, corruption and get rich quick syndrome. Ayantokun (2006), highlighted high level of corruption and wide spread of poverty as the main cause of social network crime among Nigerian youths. Many Nigerians are said to be living below the poverty line (below one dollar per day) (Ogbunwezeh, 2006). Akande (2007) further stated that over 5 million Nigerians youths are job seekers and that thousands and thousands of graduates of tertiary institutions are released each year to the job market. When it is difficult to get job, they result to other means.

CONSEQUENCES OF SOCIAL NETWORK CRIME ON NIGERIA ECONOM

Life is about a mix of good and evil. So is the Internet. Despite its advantages the internet has its dark sides too. Social network crime is not without costs and these costs increase daily. These losses manifest themselves in various ways such as loss of life, loss of dignity and loss of employment. The impact social network crime has, however, is not only limited to the victims, it spreads its impact to the society as a whole. Ringwelski (2008) explained the consequences social network crime has on the economy. These are:

Loss of Revenue: One of the main effects of social network crime on an economy is the loss of revenue. For example, in financial institution or multinational companies’ loss of revenue can be caused by an outside party who obtains sensitive financial information and using it to withdraw funds. It can also occur when a business’s e-commerce site becomes compromised while inoperable, valuable income is lost when consumers are unable to use the site. It is also applicable to the individual.

Wasted Time: Another major effect or consequence of social network crime is the time that is wasted when IT personnel must devote great portions of their day handling such incidences. Rather than working on productive measures for an organization, many IT staff members spend a large percentage of their time handling security breaches and other problems associated with social network crime. Waste of time could also be viewed when international banks often delay Nigerian financial transactions, pending proper verification.

Damaged Reputations: In cases where customer records are compromised by a security breach associated with social network crime, a company’s reputation can take a major hit.  Customers whose credit cards or other financial data become intercepted by hackers or other infiltrators lose confidence in an organization and often begin taking their business elsewhere. Due to these, foreign investors often consider Nigeria as an unattractive market and it has detrimental impact on Nigerian citizenry when they travel outside to do business.

Reduced Productivity: Due to the measures that many companies must implement to counteract social network crime, there is often a negative effect on employees' productivity. This is because, due to security measures, employees must enter more passwords and perform other time-consuming acts in order to do their jobs. Every second wasted performing this task is a second not spent working in a productive manner.

Theoretical Framework

McQuade (2006), defined a theory as an interrelated and testable set of propositions that explain a phenomenon. Osuala (1992), also defined a theory to be an attempt at synthesizing and integrating empirical data for maximum clarification. In the same view, Haralambos and Holborn (2008), also defined sociological theories to be a set of ideas that provide an explanation for something. In order to understand and explain the initial involvement of student and continuation of cyber-criminal in the society, differential association theory was adopted.

DIFFERENTIAL ASSOCIATION THEORY

The theory was developed by Edwin Sutherland in 1939. He coined the phrase “differential association” to address the issue on how people learn deviance. This theory explains deviance in terms of the individual’s social relationships. According to this theory, the environment plays a major role in deciding which norms people learn to violate. Specifically, people within a particular reference group provide norms of conformity and deviance and thus heavily influence the way other people look at the world, including how they react. People also learn their norms from various socializing agents such as the parents, teachers, friends, co-workers and the media. In short, people learn criminal behavior, like other behaviors, from their interactions with others, especially in intimate groups.

The principle of differential association asserts that a person becomes delinquent because of an “excess” of definitions favorable to violation of law over definitions unfavorable to violation of law. What this means is that an individual will become a criminal because they are exposed to more favorable criminal influences rather than more favorable legal influences. In other word, criminal behavior emerges when one is exposed to more social message favoring conduct than pro-social messages. This can be seen in environments with poor socio-economic conditions which may encourage negative views towards the law and authority.

CHAPTER THREE RESEARCH

METHODOLOGY

Introduction

This chapter focuses on the valid approach used in obtaining accurate data to produce precise results in providing answers to the research problem (Akpabio and Ebong, 2009). It also provides a comprehensive and detailed description on how the required data were collected and analyzed.

Types and Sources of Data

Data for this study were collected from primary source. The primary data that were used for this study were collected through survey and in-depth interview. The primary data were drawn from students, lecturers from Computer Science Department in the the selected tertiary institution, operators of cyber-café within ESUT and cyber-criminals. The questionnaires were administered to students of selected tertiary institutions in the study area while the in-depth interview was conducted with lecturers, operators of cyber-café and cyber-criminals.

Techniques of Data Collection

In order to collect reliable data and capture the range of information required in pursuance of the research objectives, both quantitative and qualitative techniques of data collection was used. The quantitative data was obtained through survey by administering questionnaires. Ogunleye (2000 in Olayiwola, 2007), defined questionnaire as an instrument used for getting answers to a set of questions by using a format which the respondents fills by themselves. Through the questionnaire, detailed and reliable information was obtained from students of tertiary institutions. The questionnaire was structured in such a way that it contained both open and closed ended questions. The reason for the open ended questions was to allow respondents express their views on the subject matter while closed ended was to enable the respondents select among the various option the researcher provided. The questionnaire was divided into seven (7) sections which are as follows; section A deals with the socio-demographic characteristics of the respondents, section B was on the pattern of rising case of social network crime, section C was on the types of social network crime common in the study area, section D deals with the social attributes of cyber-criminals while section E contained the causes of social network crime. Section F and G was on the consequences of social network crime and solution to the problem respectively.

Population and Sampling Procedures

Sampling refers to the process of selecting a sample or a subset or a portion of the population to represent the entire population in a study (Akpabio and Ebong, 2009). Considering the nature of the study, the population for the study was divided into 4 categories. The population for the first category was drawn from students within the selected tertiary institutions; the population for the second category was drawn from operators of cyber-café while the population of the third category was drawn from the lecturers of computer science department of the selected tertiary institutions. The population for the last category was drawn from cyber-criminals within the study area. For the purpose of this study both probability and non-probability sampling techniques were used to select the respondents. The probability sampling method that was used is the simple random sampling while the non probability sampling methods was the purposive and snowball sampling. Students from the 3 selected tertiary institutions were selected using simple random sampling. Operators of cyber-café and lecturers from computer science department were selected using the purposive sampling method while cyber-criminals were selected using the snowball sampling method.
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Where: n = sample size

N = total population

e =  level of significance (0.05)2 
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n =

Approximate 396.80 to the nearest hundred = 400

Techniques of Data Analysis

The study involves the use of quantitative and qualitative instruments as such both quantitative and qualitative techniques of data analysis were used. Data collected through quantitative instrument (questionnaires) was subjected to simple statistical analysis and interpretation. A code book was manually prepared to organize the data collected and the information was transferred to a code sheet. It was then analyzed with the aid of a computer using the Statistical Package for Social Sciences (SPSS version 17.0). The SPSS was used to generate frequencies and percentages.

While data collected through the qualitative instrument (in-depth interview) was transcribed from field notes and tapes. All categories of responses were merged and compared in order to bring  out emerging themes. The entire process was guided by the objectives of the study.

CHAPTER FOUR

FINDINGS ON CYBER CRIME IN ENUGU STATE UNIVERSITY OF SCIENCE AND TECHNOLOGY

INTRODUCTION

The contents of this chapter are the analyses and interpretation of the quantitative and qualitative data collected from the field. This was done thematically using the objectives of the study in order to present the data adequately. This chapter comprises of seven sections which are; the socio-demographic characteristics of the respondents, the pattern of rising case of social network crime, the types of social network crime common in ESUT, the attributes of individuals involved in social network crime, factors responsible for individual involvement in social network crime, implications on the society and finally, solutions to the menace.

SOCIO-DEMOGRAPHIC CHARACTERISTICS OF RESPONDENTS

This section presents the socio-demographic characteristics of the respondents. The socio demographic characteristics of respondents analyzed are sex, age, religion and marital status and they were presented in prose form.

Socio-demographic Attributes of Respondents. Findings from the quantitative data showed that 75% of the respondents are males while 25% are females. The age distribution of respondents was also obtained. From the data, the respondents within the ages of 18 – 24years were of the highest number representing 58%. This is followed by respondents who are of the ages of 25 – 30years representing 32%. While the ages 31 – 35years and 36years and above were 5% each representing the lowest age of respondents. This indicates that most of the respondents who took part in this study were young adults.

The data obtained also disclosed the religion background of the respondents. It was found that 56% of the respondents are Christians while 41% are Muslim. Only 3% are practicing traditional religion. Finally, on the marital status of the respondents, 82% of the respondents were single while 17% are married. Only 1% of the respondents were divorced and none were widow.

PATTERN OF RISING CASE OF SOCIAL NETWORK CRIME IN ENUGU STATE UNIVERSITY OF SCIENCE AND TECHNOLOGY

This section found out the pattern of rising case of social network crime in Enugu state University of Science and Technology. Pattern identified are; individuals involved in the crime, time of perpetration, perpetration point, frequency of occurrence and techniques used to perpetrate the act.

Table 4.3.1: Access to Internet

	Access to internet
	Frequency
	Percentage

	Yes

No
	396

4
	99.0

1.0

	Total
	400
	100.0


Table 4.3.1 shows the respondents views if they access the internet. The finding reveals that majority of the respondents access the internet. This implies that the respondents use the  internet for one activity or the other.

Figure 1:
Respondents’ use of Internet

 SHAPE  \* MERGEFORMAT 



[image: image7.png]Sport




The Bar Chart above assessed views of respondents on the site they access when on the internet. The data obtained show that majority of the respondents’ access google search, social media and use the internet for academic research. While only few respondents use the internet for pornography, spamming and piracy. The low responses of respondents on whether they access pornography, are involved in piracy and spamming while on the internet is due to the sensitivity of the topic under study, however, they could be viewing pornography or involved in piracy secretly. From the chart, it can be inferred that respondents use the internet for either pleasure or academic research.

From the in-depth interview (IDI) conducted, a cyber-criminal stated that:

Basically there are many things I do on the internet but what I spend most of my time doing is on facebook, yahoo mail, chat room and piracy. I get cool money from downloading software and selling it.

In a bid to know what he uses the social network for, he stated that; I use it to send fraudulent mail to my target.

Table 4.3.2: Awareness of the Term Social network crime

	Awareness of Social network crime
	Frequency
	Percentage

	Yes

No
	375

25
	93.75

6.25

	Total
	400
	100.0


The Table above assessed the views of respondent’s awareness of the term social network crime. The  Table shows that majority of the respondents are aware of the term social network crime. This implies that respondents will be capable of filling and providing adequate and useful answers/information to the questions in the questionnaire.

Also, the results from the IDI conducted shows that all the respondents interviewed are aware of the term social network crime as they were able to define the term. For instance one of the lecturers interviewed when asked about the definition said that:

Social network crime is derived from two words “cyber” and “crime”. Cyber refer to any activities either sales or transaction of services in the cyber space while crime are unacceptable activities. When join together, it means all fraudulent, illicit, and unacceptable activities related to cyber.

Similarly, another lecturer aired his views as follows:

Social network crime is derived from 2 words cyber and crime. Cyber has to do with the World Wide Web or interconnection of computer while crimes are all illegal activities. When join together it is define as crime committed via the cyber-space.

Furthermore, another lecturer added that; its awareness is high, as most enforcing agencies and legal agencies are now aware of the issues and the tools to fight the crime. An operator of cyber-café also agreed with the above definition and gave the definition of cyber- crime as thus:

Social network crime is committing crime through the internet, it does not necessarily mean it has to happen inside the cyber-café, you can have your laptop, you have your modern in your house and you commit crime; hack people’s mail. That is social network crime.

In addition, a cyber-criminal when asked during the IDI how long he have been involved in cyber- crime stated that; I have be doing it for while, let say 4 to 5 years now. From the findings, it can be deduced that virtually all the respondents are aware of the term social network crime.

Table 4.3.3: Frequency of Social network crime in Enugu state University of Science and Technology

	Frequency of Occurrence
	Frequency
	Percentage

	Frequent

Not frequent Undecided
	197

173

30
	49.25

43.25

7.5

	Total
	400
	100.0


Table 4.3.3 indicates that majority of the respondents agreed that social network crime is frequent in Enugu state University of Science and Technology.

The ID
Similarly another cyber-criminal gave his own view on the techniques used by cyber-criminals:

In credit card or ATM fraud, I know some of us have powerful software which could assist to access all the account numbers of people that have come to a particular ATM to withdraw. Once they scrutinize the account number and see the one that has big money in it, they then use another type of software to transferring the money into their own

account instantly. Sometimes, we use social network such as facebook and other chatting network to deceive people to give out their personal data or information.

When further probe on the type of technique he use for software piracy, he stated as follows:

I use SQL injection to download software. Since most of the license keys to the software are usually kept in a data base, I usually write series of code that usually go to the data base to fetch the keys and I download it to my system and I use the key instantly on the software. I also use key recorder and password reviler to get the key to software too.

Concerning how they get their proceeds from their illicit act, a lecturer stated that cyber-criminals get their proceeds from any of the followings means; domiciliary account, money gram or western union. From the above, it implies that cyber-criminals use the following techniques; password crackers, key loggers, mathematical model, SQL injection, man in the middle, creating of illegal web sites, honey pot and kernel level rootkits to get their victims and they usually get their proceeds from the above mentioned means.

TYPES OF SOCIAL NETWORK CRIME

This section identified the types of social network crime that is perpetrated in Enugu state University of Science and Technology. This is represented in the Bar Chart below.

Figure 3: Types of Social network crime
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The Bar Chart above reveals that majority of the respondents are of the view that hacking, credit card frauds and software piracy are the most common type of social network crime perpetrated in Enugu state University of Science and Technology. In addition to the above, respondents from the quantitative data identified other types of social network crimes aside the listed once that are perpetrated in the study area such as alteration or disclosure of data, trafficking of passwords and credit card number, lottery, educational scam where students only pay half of their tuition fees and stealing of direct TV signals by modifying the card that goes into the satellite receivers.

Findings from the IDI also identified other types of social network crime common in the study area. For instance, a lecturer states that; the common types of social network crime in Enugu state University of Science and Technology are pin fraud, cheque fraud, theft of identity, phishing and economic fraud.

Similarly a cyber-criminal when asked during the IDI to identify the type of social network crime he indulges in submits that:

I am into phishing and the use of social network to get my maga. What I do mainly is to pretend as an imposter via online dating. I looked for the profile of people that is male and female that lives outside the countries. I always posed to them as a single female looking for a male partner or as big man who needed a wife or tell them stories on how my wife disappointed me and took away my property and children or as a window. All this is polished in a pitiable way with some pictures to even convince them whenever I’m chatting with them. From there I begin to play my pranks.

Another cyber-criminal when asked on the type of social network crime he indulges in states that; basically am into software piracy and hacking.

The findings therefore, shows that credit card fraud, hacking, software piracy, phishing and the use of social network are the major types of social network crime that are common and being perpetrated in ESUT.

SOCIAL ATTRIBUTES OF CYBER-CRIMINALS

In this section, an attempt was made to discuss the social attributes of cyber-criminals. It covers areas such as the age, sex, religion, educational background amongst others of cyber-criminals.

Table 4.5.1: Sighting of Cyber-Criminals

	Sighting of Cyber-Criminal
	Frequency
	Percentage

	Yes

No
	240

160
	60.0

40.0

	Total
	400
	100.0


Table 4.5.1 is on respondents views if they have seen cyber-criminals. Findings showed that (60%) of respondents stated that they have seen cyber-criminals. Similarly, from the IDI conducted all the key informants interviewed submitted to have seen cyber-criminals and few of the key informants admitted to have interacted with cyber-criminals. For instance, a lecturer when asked if he has seen cyber-criminals stated that:

I did my Industrial Training (IT) with a cyber café in Bauchi in 2006. During my stay there, cyber-criminals used to come for overnight browsing which I was in charge of night browsing section then. When they come, because they are aware that I know what they are doing, they used to ask me for one assistance or the other and sometimes find me some stipends. They even asked me sometimes to get them some customer’s ATM Pin, account numbers and banks which I declined because then customers use to come to our cyber-café to give their banks detail when doing some certain transactions.

Another lecturer stated that; I have come across three cyber-criminals in the line of my duty and due to the nature of my profession, I even interacted with them.

An operator of cyber-café aired his views as to whether he has sighted cyber-criminals as follows:

Some individual (cyber-criminals) do come to our café to tamper/disable our café timer which will give them unlimited access to the internet. Once we discover this, we warn them and if they repeat such, we don’t allow them come into our café again.

To corroborate the above statement made by an operator of cyber-cafe, another operator of cyber-café stated that:

Those cyber-criminals that come to our café trying to bypass our café timer, when caught, they were only warned but not handed over to the police for prosecution.

From the above, it implies that cyber-criminals have been seen by a significant number of people. With this, respondents were able to give detailed description on the social attributes of cyber- criminals.

Table 4.5.2: Friends who engage in Social network crime

	Friends who engage in Cyber- Criminal
	Frequency
	Percentage

	Yes

No
	50

350
	12.5

87.5

	Total
	400
	100.0


Table 4.5.2 shows the views of respondents if they have cyber-criminals as friends. Finding shows that majority of respondents said they don’t have cyber-criminals as friends.

From the IDI conducted, a lecturer when asked whether he has friends who engage in social network crime states that:

When I was a student in the University, I use to have friends who indulge in social network crime but it have been long I heard from them. So I can’t tell if they still do it or not. But like I said earlier, in the course of my duty, I have interacted with them and they are very intelligent and smart people.

Another lecturer also aired his view as to whether he has friends who indulged in social network crime as follows:

Like I said earlier, I did my IT in a cyber-café, then I have quite a number of guys who do this stuff. But you know it’s being long so I don’t even know if they still do it or not. I can’t even say where they reside now. Why they were my friends then was because I was the one in charge of the night browsing and they always come at night then.

Table 4.5.3:
Social Attributes of Cyber-Criminals

	Views
	Frequency
	Percentage

	Age

18-30

31-40

41 above Undecided
Total
	351

44

5
0
400
	87.7

11

1.3

0.0

100.0

	Sex

Male

Female Both

Total
	355

19

26

400
	88.75

4.75

6.5

100.0

	Religion Islam Christianity

Traditional
	65

117

40
	16.3

29.3

10.0

	Any Religion

Total
	178

400
	44.4

100.0

	Individual Qualification

Primary Education NCE

Polytechnic University

Others
(computer
education, master degree )

Total
	13

17

49

239

82

400
	3.25

4.25

12.25

59.75

20.5

100.0

	Marital status of parent

Married Divorced Widow

Undecided

Total
	242

79

22

57

400
	60.5

19.7

5.5

14.3

100.0


The data in Table 4.5.3 show respondents perception on the socio attributes of cyber-criminals. The data reveal that majority (88%) of the respondents were of the view that those individuals who are involved in social network crime are within the ages of 18-30years.

Findings from the qualitative data corroborated with the above result on the age of cyber- criminals as all key informants interviewed agreed that cyber-criminals are mostly teenagers. For example, a lecturer said that:

Cyber criminal are mostly between the ages of 20yrs and above. You can only cut the age lower but not upper because you can see a good cyber-criminal at the age of 60yrs who will claim to have been doing it right from his youth age but most of the people I met are in their late 20’s.

Another lecturer also argued in the same vein that:

Cyber-criminals are mostly youths between the ages of 20-35yrs. This may be due to the early exposure of the young ones to the activities on the internet without proper guidance. I think that is the reason why social network crime is more common among that age bracket.

The above statement was also supported by an operator of cyber-cafe who said that:

In general I would say that those involved in social network crime are much more inclined to be younger than older. Though, we have seen people in their 30’s and 40’s indulging in the act. But all in all I would say that younger people are more adapt at this simply from the nature of their growing up with it.

From the above statement, it can be deduced that cyber criminals are individuals who are mostly within the age bracket of 18-30years.

The Table also discloses the sex of cyber-criminals. It was discovered that the male youths (89%) involved more in social network crimes. Findings from IDI also agreed to the data obtained from the table. For instance, a lecturer states that:

Those involved in social network crime are mostly male. And based on citation from books, journals as well as film, they are mostly male, may be the female folks are not interested in such act. I can say the ratio of male to female in social network crime is 75:25.

Another lecturer corroborated the above statement that; most of the cyber-criminals are male. Basically, it is a male issue because they do it in order to get wealth, build houses, buy cars and get beautiful ladies.

However, the key informants were further probe in order to find out if they have seen some female(s) do perpetrating the act too. In line with this, most key informants submitted that it is basically a male issue with only a little percentage of female involve in the crime. For instance, an operator of cyber-café had this to say:

I will say 99% of cyber-criminal are guys. A lot of guys are involved in this act. Though I once came across a very powerful computer programmer and she was a lady. If she decides to use her knowledge negatively, she will be a good cyber-criminal.

Similarly, a lecturer also stated that: females too are involved in social network crime but the ratio is very small when compared to the male. You can hardly see a female cyber-criminal in Nigeria.

Table 4.5.3 also shows the religion background of cyber-criminals. The study reveals that cyber- criminals could be from any religion which represents (45%) of the total views of respondents. The qualitative data also agreed with the data obtained from the table. For instance, a lecturer stated that:

You cannot easy identify them by religion. And religion does not come to play in one been a cyber-criminal because no religion preaches criminality. It all depends on the individual and the company in which he follows.

Also an operator of cyber-café corroborates the above statement that a cyber-criminal could be from any religion.

Finally, a cyber-criminal when asked of his religion, he stated that he has a Christian. When he was further asked about the religion background of other cyber-criminals, he stated that; cyber- criminals could be from any religion, social network crime is not limited or restricted to one religion. From the above data, it can therefore be deduced that religion is not a barrier to social network crime.

The Table also revealed the educational background of cyber-criminals. Findings show that majority (60%) of the youths who engage in social network crime are university students. However, key informants in the IDI did not agreed to the statistics obtained in table 4.5.3 on the educational qualification of cyber-criminals. They are of the views that cyber-criminals must have possessed one form of educational qualification or the other. For instance an operator of cyber-café states that:

You don’t need to have a university degree before you can commit social network crime. In fact social network crime is not committed by dull people. You must be intelligent and smart and most youths that are involve in this crime are found in any kind of tertiary institution we have in Nigeria.

Similarly, a lecturer also corroborated the above statement that:

Cyber-criminals can be in any tertiary institution, they could as well be in secondary school depending on the individual exposure to the technology. What I believe is that cyber- criminals are not only smart people who have the skill to manipulate and alter technology to fit their needs, they are also smart enough to understand the human element and manipulate human nature to fit their needs.

From both qualitative and quantitative data, it can be deduced that cyber-criminals can be in any of the tertiary institutions listed above and must posses additional attributes such as smartness and intelligence in order to cheat and defraud innocent individuals. It can also be deduced that it is not easy for low level young individuals with low intelligence quotient to be involved in cyber crimes.

In addition, the Table also reveals that a significant number of the respondents (61%) were of the views that most cyber-criminals are from married home. Similarly, the data obtained from the quantitative data was supported by the statement made by a cyber-criminal when asked about the marital status of his parent, he said that; my parents are still married and they live together.

However, some of the respondents in IDI have a contrary view on the parent marital status of cyber-criminals. For instance, a lecturer stated that:

The involvement of individuals in social network crime is not a function of the marital or socio- economic status of their parents. Individuals from both rich and poor homes or monogamy and polygamy or broken and not broken homes all engage in the crime.

Another lecturer says that:

In Nigeria, youths who are involved in social network crime does not need to come from a broken or unbroken home. Reports from EFCC on those cyber-criminals caught and sanctioned indicates that they are either from broken or unbroken home and also findings from previous research on this topic indicates that parents have abdicated their parental roles in pursuit for money leaving them to develop anti-social attitude.

Figure 4:
Life Style of Cyber-Criminals
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Data in the Bar Chart presented respondents views on the life styles cyber-criminals possess. The result shows that majority of the respondents are of the view that cyber-criminals are always on the internet and spend money lavishly amongst others listed above.

In support of the above life style of cyber-criminals, a lecturer in the IDI conducted stated that:

Some of them when they hit it big, they do good thing for themselves and their parent. They ride good cars, dress flashy, always attending clubs. Those I knew then in the

university were using good cars. Then Toyota camry and this baby boy were expensive not now that it is pure water.

In addition, a cyber-criminal when asked what he does with the proceeds of the money he receives from the criminal act stated that:

What I do mainly with the money I get from the sales of the software I get from the internet is to assist myself in school, have more money to subscribe for airtime and I also spend for my siblings and girlfriends.

When further asked if he indulge in ritual activities states that:

I don’t do such, however I know that some of us do such by consulting spiritualists and herbalist in order to continue to be successful and also to assist them charm their victims  in order to dance to their tune.

From the above, it can be inferred that cyber-criminals have a flamboyant lifestyle that is quite different from others individuals in the society.

CAUSES OF SOCIAL NETWORK CRIME

In this section, an attempt was made to identify the causes and motivating factors that are responsible for the involvement of individuals in social network crime. Respondents were asked to state the motivating factors while the causes of social network crime was broadly given and respondents were asked to rate them based on a scale given.

The motivating factors that encourage or drive individuals into social network crime according to respondents vary and the different factors are money/financial gain, recognition/fame, low rate of conviction or even being caught, easy to perpetrate, intellectual pursuit, frustration, revenge, display of wealth by corrupt politicians and yahoo yahoo boys, laziness, un-satisfaction from what they earn, lack of good moral upbringing from parents and guardians. enforcement agencies, vengeance, sabotage, reinforcement of criminal behavior by family members, lack of resources to purchase original software, gain reputation among peer groups, pleasure and inadequate legislation are the motivating factors for the engagement of individuals in social network crime.

	Views
	Agreed
	Undecided
	Disagreed
	Total
	

	
	N
	%
	N
	%
	N
	%
	N
	%
	

	Unemployment
	375
	93.75
	15
	3.75
	10
	2.5
	400
	100
	

	Poverty
	346
	86.5
	20
	5.0
	34
	8.5
	400
	100
	

	Peer group influence
	345
	86.25
	41
	10.25
	14
	3.5
	400
	100
	

	Defective socialization
	265
	66.25
	89
	22.25
	46
	11.5
	400
	100
	

	Weak laws
	297
	74.25
	38
	9.5
	65
	16.25
	400
	100
	

	Corruption
	364
	91
	23
	5.75
	13
	3.25
	400
	100
	

	Easy accessibility to internet
	302
	75.5
	30
	7.5
	68
	17
	400
	100
	

	Table 4.6.1 measures respondent’s vie
	ws on the cause
	s of cyber-crime
	in the study ar
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Table 4.6.1: Causes of Social network crime

The Table showed that virtually all the respondents agreed that unemployment is a causal factor of social network crime in the study area. This view is in agreement with the responses from the IDI conducted. For instance, a lecturer in the IDI aired his view as follows:

I will say lack of job/employment is causing a lot of problem in the society. The employment rate in the country is degenerating on daily basis and many institutions are turning out large number of graduates yearly. Take for example someone who is a graduate, who is seeking for job and it is not forth coming, so he is encourage/influence by either his peers or the economic hardship to engage in it in order to survive.

Another lecturer states that; with the increase in the rate of unemployment in the country, cyber- crime serves as a major source of employment and survival especially among the youths that have the computer skills. In addition, a cyber-criminal when asked about the causes of social network crime in the study area stated that; poverty and unemployment are the major causes of social network crime in the society and the only means of surviving is through been creative. Therefore, from the above, it can be inferred that unemployment is a cause of social network crime in the ESUT.

Also from the Table, 87% of respondents agreed that poverty is a major cause of social network crime in ESUT. , the view of a key informant in the IDI supported the quantitative data that poverty is a major cause of social network crime. For instance, an operator of cyber-café stated that:

Poverty is the main cause of social network crime in the society. Poverty is on the increase daily and there are many individuals on the street who can not afford three square meal in a day or let me say living below economy standard. So there involvement in social network crime may, therefore, be linked to survival and to cope with the economic hardship which is as a result of poverty.

The Table further shows that the respondents were of the view that peer group influence is a contributing factor to the causes of social network crime in ESUT. The IDI conducted gave a better explanation on peer group influence as a causal factor of social network crime. For instance, a lecturer stated that:

Many youths will continue to be involved in social network crime or yahoo yahoo due to the fact that many of their friends are involved in the crime too. The crime has eaten so deep into the social life of our youths especially students that most students now concentrate more on how to make money through the net than focusing on their academic work.

A cyber-criminal when asked how he was initiated into the crime stated that; I was introduced to the crime before I entered the university by my friends who are expert in the crime. From the above, it can be deduced that peer group influence is a cause of social network crime in the study area.

The Table also revealed that the respondents were of the views that defective socialization and weak laws/absence of existing social network crime law are the causes of social network crime in Enugu state University of Science and Technology.

The IDI conducted also supported the data in the table on weak laws as a causal factor of cyber- crime. For instance, a lecturer stated that:

Yes it is a factor because the bill that will specify punishments for all types of social network crimes has not been enacted into law by the National Assembly. The absence automatically serves as an opportunity for cyber-criminals to perpetrate their criminal act.

The findings also shows that majority of the respondents (91%) agreed that corruption is another factor causing social network crime. The Table finally showed that 75% of the respondents were of the view that easy accessibility to the internet is a causal factor of social network crime. It is therefore deduced from the above; that poverty, unemployment, peer group influence, defective socialization, weak laws/absence of existing law, corruption and easy accessibility to the internet are the causes of social network crime in Enugu state University of Science and Technology.

CONSEQUENCES OF SOCIAL NETWORK CRIME

This section delved into the consequences of social network crime. The consequences discussed are loss of life, tarnishing the country’s image internationally, loss of revenue amongst others.

Respondents views on the Consequences of Social network crime

Respondents were asked if social network crime has negative consequences in the study area. The result obtained from both qualitative and quantitative data showed that virtually all the respondents agreed that social network crime has negative consequences.

Figure 5:
Consequences of Social network crime
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The Bar Chart above shows the negative consequences social network crime has in the study area. The findings revealed that majority of the respondents are of the view that social network crime will tarnish the

country’s reputation internationally. Lack of trust and confidence which is currently hindering profitable transaction was also examined as a consequence of social network crime and the findings showed that most of the respondents agreed that it will hinder profitable transaction. The Table further reveals that the respondents were of the view that social network crime will lead to loss of life and revenue.

The IDI conducted reveals other negative consequences of social network crime as follows. A lecturer stated that:

Social network crime creates a bad image for Nigeria and this have earned Nigeria is present ranking/rating in Transparency International where Nigeria is been listed as one of the most corrupt nation in the world. Another consequence of social network crime is that it will drive away investors because due to the fact that most things are done electronically and if someone can attack your data base, then he have everything about you at his disposal.

Another lecturer aired his view on the consequences of social network crime as follows:

Social network crime will bring about bad international reputation and will lead to rejection and ostracization by developed countries. It will also drive away investors. For example if an investor knows that higher percentages of the workforce are criminals, it will scare him away. Another consequence is that if most youths are involved in this type of crime, there is no future for this country and finally it will lead to distrust from developed country.

One of the operators of cyber-café interviewed also states that:

Yes it has negative consequences, plenty negative consequences. Take for instance, if a white man comes to Nigeria to survey in order to invest and he discovered or he is receiving fraudulent mail from different people, he won’t invest in the country again.

Nevertheless, a cyber-criminal interviewed had this to say on the consequences of social network crime:

For sure social network crime has negative consequence. Or what bad thing that does not have negative effect on the country. Social network crime threatens foreign investment as well as misrepresents the country among other nations as corrupt. It will also lead to stigmatization of business men and women and they will face certain barriers when carrying out legitimate businesses.

However, a cyber-criminal was of the view that social network crime plays a dual role in the society when asked about the consequences of the crime. He states as follows:

Yes it has negative consequences and among it is that it drive away investors. But not minding the negative consequences it has on the country, it is a way of getting connected and being rated well in the family, school and society, that is if you succeed. It is also a way for survival due to the high rate of youth unemployment and high poverty rate in the country. Take for example now, the money I get from the sales of software I download free from the net, I use it to take care of my needs. These days, when you graduate, you will not find a job even after you has spent so much to obtain a good certificate.

From the above, it can be deduced that social network crime has negative consequences on the economy, however, it also serves as a means of survival for those who individual who indulged in it.

SOLUTION TO SOCIAL NETWORK CRIME

This part of the chapter is on solution to social network crime. Various options were given and respondents were asked to tick the most appropriate solution to the menace.

Table 4.8.1:
Respondents View whether Social network crime can be Controlled

	Views
	Frequency
	Percentage

	Yes

No
	375

25
	93.75

6.25

	Total
	400
	100.0


Table 4.8.1 shows the respondents views as to whether social network crime could be control or minimized in the society. The findings show that an overwhelming number of the respondents are of the views that social network crime can be controlled or minimized in the society. In support of the above view, all the key informants in the IDI agreed that social network crime can be controlled and minimized to the barest minimum. For instance, a lecturer says that; it is not possible to eliminate social network crime totally from the cyber space but it is quite possible to check them

Table 4.8.2: Solutions to Social network crime

	Solution to Social network crime
	Frequency
	Percent

	Empowerment of youth
	355
	88.7

	Enlighten young ones about the consequences of such act under the law
	333
	83.3

	Government regular engagement with IT industries to develop strategies that can

prevent and curtail social network crime
	319
	79.7

	Zero tolerance to corruption
	315
	78.7

	Arrest and immediate prosecution of cyber-criminals
	294
	73.5

	Report to the police or other concerned authorities anyone we might suspect of

engaging in social network crime
	293
	73.3

	Redefine our ethical standards
	281
	70.3

	Introduce social network crime as a course in the curriculum of secondary school students
	260
	65.0


Table 4.8.2 shows the respondents views on the possible solution to curtail the menace. The finding shows that majority of respondents were of the view that the empowerment of the youths will go a long way in providing a lasting solution to social network crime in the society. This view was also supported in the IDI conducted. For instance, a cyber-criminal states that; government should create jobs so that youths will gain employment and use their knowledge to do good instead of bad. In addition, a lecturer stated that:

Throwing money on measures to curb social network crime is not addressing the issues of cyber- crime, the best solution is for government and foreign investors to invest in the economy. Adequate investment will lead to creation of jobs and basic amenities which will in turn make everybody engaged and this will serve as a solution to the crime.

Finally, an operator of cyber-cafe also aired his view on the empowerment of youths as follows:

Government and multinational companies need to create more jobs for the masses. This job creation will redirect the energy and time Nigerians used to commit all form of crime towards productivity.

The Table also shows that (83%) of the respondents were of the view that youths should be enlighten about the consequences of social network crime under the law. This can be achieved through massive publication on posters, placards, television and other mass media means. The qualitative data also agreed with the quantitative data. For instance, an operator of cyber-café states that:

Many of the problems caused by cyber criminals can be avoided by creating a forum to educate people on the danger and effects of this kind of crime on the economy. It is also important that individual users of the internet are educated too on the risk of disclosing their personnel information on the net and how to be secured otherwise they are going to do stupid things, things that will deliberately put them in a mess.

Another operator of cyber-café stated that:

The first thing to solve the problem of social network crime is orientation. There is need to orientate the public on the usage of the computer and internet before they jump up, buy modem  and start browsing.

Finally, a lecturer says that; the public must be educated about the problems, risks and solutions of social network crime.

Furthermore, the Table shows that 80% of respondents were of the view that government regular engagement with IT industry to develop strategies that can help prevent and curtail social network crime would assist in curbing the menace. This view was in agreement with the responses from the IDI conducted. For instance, a lecturer stated that:

Cyber crime perpetrators will continue developing and upgrading their skills and techniques on daily basis in order to stay ahead of the law enforcement agencies. Therefore, security measures such as the introduction of biometrics using the faces, eyes, finger print in all sector of the economy will mitigate social network crime in the society.

The Table also revealed that 79% of the respondents were of the view that zero tolerance to corruption by all will mitigate social network crime in the society. This view was supported in the IDI, for instance, a lecturer stated that:

In Nigeria,  integrity and honesty are despised and everybody have embrace corruption,  the best way forward for our country is for corruption to be shun at all level and all should uphold honesty and truthfulness.

In addition, a cyber-criminal was of the view that:

Government officials especially those holding key post should live by example. They should stop stealing public funds because the money they steal they use it to oppress the masses. Those government officials who embezzle public funds should be severally sanctioned. By so doing, everybody will know that nobody is above the law.

Nevertheless, the findings also showed that 74% of the respondents were of the view that the arrest and immediate prosecution of cyber-criminals will checkmate social network crime in the society. This solution to social network crime was supported in the IDI conducted. For instance, a cyber-criminal stated that:

I think the punishment and number of arrests should certainly be increased. There are many people outside there doing it and there is need to put a higher level of fear to them over what will happen if and when they get caught. Also their assets should also be confiscated by government.

The Table reveals that 73% of respondents supported the view of reporting to the police or other law enforcement agencies anyone they might suspect being a cyber-criminal as a possible solution to social network crime. Findings from the IDI also supported the view. For instance, a lecturer had this to say:

Cyber-criminals hide behind the fact that when they commit such act, it leaves no traces as to the actual identity of the perpetrators, but we know when someone around us is involved in social network crime because of the lifestyle and background of such person. If we can build the courage and disregards sentiment by reporting to the police then cyber-criminals and even all criminals won’t have a hiding place in the society.

Another lecturer supported the above view, he stated that;

If everybody is ready to report to the police or other concerned authorities anyone we might suspect of engaging in social network crime, then we have won the battle because those criminals living in our neighbourhood will be picked one by one by law enforcement agent and they will be prosecuted as such. Take for example, the banks report any suspicious deposit, neighbour report unexplained wealth, family bring out their wards who are engaged in any criminal activities like that like that, tell me where will they hide.

Similarly, an operator of cyber-cafe when asked if reporting to law enforcement agencies will serve as a solution to the menace states that:

Yes it will and to add to it, there is need for everybody has to come together in order to provide a lasting solution to the crime. Parents should monitor what there children do on the internet since those involved in this crime are still be under the guide of their parents. Then religious groups/organizations also have their roles to play. They should preach that there is no way crime will help them become great in life. Then as individual, my advice for them is that they should have conscience.

One can therefore, deduced that reporting to law enforcement agencies any one we might suspect to be involved in social network crime will reduce the crime in the society because once the neighbors and everyone within the neighborhood are watching what is going on; it will send warning messages to cyber-criminals that the neighbourhood will report to law enforcement agencies any dubious act.

The result in the Table also revealed that 73% of respondents were of the view that the redefinition of our ethical standard from wealth at all cost to other cherished values will assist to control the menace. In the IDI conducted, a lecturer who is in support of the above viewed stated that:

There is total disregard for rules and a non conformist is more valued in Nigeria than a conformist who has not achieved much in life. We always want to achieve success at all cost not minding the means in which it is achieved. There is need for a redefinition of our value system.

Another lecturer was of the view that:

The society encourages people to get rich quick by any means and it accommodates them without asking questions. This is one reason why individuals take into crime because nobody will question the source of their wealth. Until we start asking and challenging the source of individual wealth before we can get a way forward in Nigeria.

A cyber-café operator was of the view on the redefinition of our ethical standard as follows:

Leadership at all levels in Nigeria has failed the masses by their corrupt practices and this act will not promote any positive values for youths coming behind instead it will translate into social vices. There is real need to shift or redirect our value system.

Finally, a cyber-criminal aired his view on the redefinition of ethical standard as follows:

Yes there is need to redefine our value system because if you are not successful, the society look down on you even if you have a degree and the parents are also to be blame too. Some of them compare their children with other successful ones even when they know the sources of such wealth. And the parent of those one too will refuse to confront their children who come home with expensive cars and other expensive materials, even when they know such children are unemployed.

When further probed whether his parent are aware of his involvement in social network crime, stated as follows; no they are not aware but they know that am living above what they give me monthly and I hardly trouble them for my needs. I never hit am big that is why they never suspect me.

Finally findings from the Table also shows that 65% of respondents were of the view that cyber- crime should be introduced as a course in the curriculum of secondary school students. The IDI conducted also supported the data in the table. For instance a lecturer stated that:

Yes I support the idea of introducing it as a course in secondary school. This will catch them young and it will also be use as a means to enlighten the young ones on how social network crimes are committed, the consequences of such actions under law and the pain they cause others by committing social network crimes amongst other.

An operator of cyber-cafe also supported the view, he states that; this will assist them know the consequences of being a cyber-criminal and also teach them the ethical conduct of using the internet. However, a lecturer did not support the idea of introducing social network crime as a course. He aired his view as follows:

Introducing the course has little or no effect on the solution to social network crime at the moment. Corruption has eaten so deep into the minds of all Nigerians and it is only when corruption is addressed that the system will work well. Everybody is looking for what he/she will gain and not how to make the system work.

From both qualitative and quantitative data, it can be deduced that social network crime can be reduced to its barest minimum if the government empower the youths by creating jobs, everybody shun corruption, redefinition of our ethical values, report cyber-criminals within our neighbourhood to the police, parents should train their children with good morals and value and confront their children who come home with expensive cars and other materials, introducing social network crime as a course in secondary school and increase in the arrest and prosecution of cyber-criminals.

CHAPTER FIVE

SUMMARY, DISCUSSION, CONCLUSION AND RECOMMENDATIONS

INTRODUCTION

This chapter presents the summary, discussion, conclusion and recommendations based on the findings in the study. The research was set out to study the rising case of cyber- crime in Enugu state University of Science and Technology. In order to achieve this, the study was guided by the following objectives; to find out the pattern of rising case of social network crime, explore the social-attributes of individuals involved in social network crime, identify the causes, identify the types of social network crime common in ESUT, document the consequences and finally, suggest solution to mitigate against the menace.

CONCLUSION

The remarkable development in human history through computer technology has no doubt brought about transformation in all aspects of life, especially in communication and information technology. Nevertheless, the embracement of the internet has come with a lot of mixed feelings despite its numerous advantages to the people. Social network crime is the use of computer/internet as an instrument to further illegal ends such as committing hacking, credit card fraud, phishing, pornography, software piracy and theft of intellectual property, stealing identities, unauthorized access, cloning of website amongst others.It can be inferred from the findings that in Nigeria, people are valued in terms of what they possess and command economically. Conversely, those without economic success are undervalued and the pressure to achieve success is intensified despite the harsh economic condition such as unemployment amongst others. This necessitated the ability of individuals to devise survival strategies and attain economic success by indulging in social network crime. However, the increasing rates of social network crime in the society has become a strong threat to Nigeria’s e-commerce growth and has led to ill-reputation internationally and consequently denied some innocent Nigerians certain opportunities abroad. The perpetrators of social network crime are not far-fetched; they are our brothers, friends, colleague, distant relatives and neighbours who can be tamed under appropriate circumstances with the right and positive communication, orientation, education and empowerment.

RECOMMENDATIONS

The recommendations for this research are proffered based on the major findings on the study. The recommendations are as follows:

Youths should be empowered through the creation of jobs.

The study has indentified youths within the ages of 18-30years to be the most frequent perpetrators of social network crime and in addition, the study has also discovered that these youths are either misguided or misdirected by peers, celebration of unknown wealth amongst others. The study therefore recommends that the young ones should be enlightenment on the consequences of social network crime.

Government should continue to cooperate with IT industries to develop adequate  strategy to fight social network crime.

There should be zero tolerance to corruption at all levels.

5
Cyber-criminals arrested should be prosecuted immediately to deter a would-be-offender.

The findings showed that cyber-criminals live in the society, as such; prevention of cyber- crime requires the co-operation of all the citizens and not just the law enforcement agencies. It is therefore, recommended that everyone should watch and report to law enforcement agencies anyone who indulges in social network crime.

Our ethical values should be redefined. Vague!!!

Finally, the study shows that youths involved in social network crime are either in tertiary institutions or have graduated from tertiary institutions; the study therefore, recommends that curriculum which will include courses on social network crime, cyber-management and its prevention should be introduced at both tertiary and secondary schools to take care of the present social changes.
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QUESTIONNAIRE

PLEASE TICK APPROPRIATELY
 Access to Internet

	Access to internet
	Please tick

	Yes

No
	396

4


Awareness of the Term Social network crime

	Awareness of Social network crime
	please

	Yes

No
	


Frequency of Social network crime in Enugu state University of Science and Technology

	Frequency of Occurrence
	Please tick

	Frequent

Not frequent Undecided
	


SOCIAL ATTRIBUTES OF CYBER-CRIMINALS

 Sighting of Cyber-Criminals

	Sighting of Cyber-Criminal
	Please tick

	Yes

No
	


Friends who engage in Social network crime

	Friends who engage in Cyber- Criminal
	Please tick

	Yes

No
	


Social Attributes of Cyber-Criminals

	Views
	Please tick

	Age

18-30

31-40

41 above Undecided

	

	Sex

Male

Female Both


	

	Religion Islam Christianity

Traditional
	

	Any Religion


	

	Individual Qualification

Primary Education NCE

Polytechnic University

Others
(computer
education, master degree )

Total
	

	Marital status of parent

Married Divorced Widow

Undecided


	


CAUSES OF SOCIAL NETWORK CRIME

	Views
	Agreed
	Undecided
	Disagreed
	

	
	
	
	
	
	
	
	

	Unemployment
	
	
	
	
	
	
	

	Poverty
	
	
	
	
	
	
	

	Peer group influence
	
	
	
	
	
	
	

	Defective socialization
	
	
	
	
	
	
	

	Weak laws
	
	
	
	
	
	
	

	Corruption
	
	
	
	
	
	
	

	Easy accessibility to internet
	
	
	
	
	
	
	


CONSEQUENCES OF SOCIAL NETWORK CRIME

loss of life [     ]

tarnishing the country’s image internationally [     ], 

loss of revenue [     ].

Social network crime can be Controlled

	Views
	Please tick

	Yes

No
	


Solutions to Social network crime

	Solution to Social network crime
	Please tick

	Empowerment of youth
	

	Enlighten young ones about the consequences of such act under the law
	

	Government regular engagement with IT industries to develop strategies that can

prevent and curtail social network crime
	

	Zero tolerance to corruption
	

	Arrest and immediate prosecution of cyber-criminals
	

	Report to the police or other concerned authorities anyone we might suspect of

engaging in social network crime
	

	Redefine our ethical standards
	

	Introduce social network crime as a course in the curriculum of secondary school students
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