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ABSTRACT


Over the years, the issue of banking fraud has become a very huge problem in the banking system of today. The percentage of banking fraud has risen greatly day-by-day by the cyber criminals coming up with different strategies such as cloning SMS and hacking into the database of unencrypted banking system. The major aim of the project is to great a more secured banking system for username to use flexibly without an thought of been hacked at an point. In this case AES(Advanced Encrypted Standard) would be deployed in the aspect of encryption of the OTP in the banking web app. The OTP would be involve in login feature and all other transaction that would take place.
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[bookmark: CHAPTER 1: INTRODUCTION][bookmark: _bookmark0]CHAPTER 1: INTRODUCTION

1.1 [bookmark: 1.1 Overview][bookmark: _bookmark1][bookmark: _bookmark1]Overview

Banking application as we all know has become a major impact in our society today. Users of most banking application have come to notice the problem of remote authentication fraud.
Basically when we talk about remote authentication fraud, we are referring to having access to a person financial account without the proper permission and carrying out illegal activities with might include stealing from the victims account due to access of information of the owner being intercepted, Christopher et al (2006).
Remote authentication comes in various ways which most us are familiar with, such as receiving calls from people pretending to be your bank customer-care and requesting for information regarding your customer account. another way authentication fraud takes place is interception of individual OTP which is sent from their various bank to grant some transaction being carried out on various accounts which might be login code to their mobile bank application or code to perform a transaction. Remote authentication fraud has been an ignored issue over the years and due to that, it has brought about so much insecure in the banking system application with a rapid rate of authentication fraud on a daily basis. The sole purpose of this project is to provide a more secured authentication system against any type or form of authentication fraud. As we all know, security cannot never be 100% in any system. This project seeks to reduce the level of remote authentication fraud, (Mahdi, A. and Zhila A., 2008). Nevertheless, we will work hand in hand with other related researches relating to remote authentication fraud and make use of some concept if needed.
1.2 [bookmark: 1.2 Background and Motivation][bookmark: _bookmark2][bookmark: _bookmark2]Background and Motivation

Following the COVID-19 pandemic, an increase in remote authentication fraud has been notice according to new research reveals that 2020 was a time for significant increases to fraud with a number of types of credit. Between 2019 and 2020, there were notable increases in fraud in the areas of car

loans, mortgage lending, personal loans and lines of credit, according to a 2021 report from Javelin Strategy & Research.
Heightening the need for greater attention to authentication fraud, the COVID-pandemic increased demand for more consumers to enroll in online or mobile (digital) accounts to make remote payments. In fact, average U.S. consumer e-commerce spending was 36% of total spending in December 2020, up from just 26% in March 2020.As we can see so many people have an enroll into mobile or online banking which means that new ways to intercept the system are coming up so this really motivated me to look into it and to put my idea into use it might not solve the whole problem of authentication but my main goal is to provide a platform for consumer or user to be able to carry out transaction with a rest of mine without any thought of theft due to how the system is going to be very secured and only the customer would have access through the use of hybrid cryptography and under that, we will be use the asymmetric encryption which consist of public and private key to encrypt details of the user in other words, only the user using his private key can decrypt a message sent to him


1.3 [bookmark: 1.3 Statement of the Problem][bookmark: _bookmark3][bookmark: _bookmark3]Statement of the Problem

While there are many authentication methods to prevent remote fraud, these methods provide different levels of protection and may function independently of each other. Because of the changing nature of fraud, the effectiveness of some methods is declining. These methods are being replaced with stronger, but not widely adopted, alternatives across the payments industry. The sophisticated attacks to the payment system expose flaws in current authentication practices and create a need to develop more complex defense strategies. Remote authentication fraud already has some any method put in place to tackle different aspect of fraud. As this program is concern, we are looking into aspect of securing the already secured authentication system in place such as the multi-layered and multi-factor authentication system. This above concept are really strong when it comes to securing authentication system. Nevertheless, the problem in hand is, to find a way to restrict fraudster from intercepting any information of a user that is been sent either from his financial industry or payment system redirecting him to his bank. For more clarity, we are trying to find a way of stopping fraud relating to one-time password or OTP. Basically the problem we have in hand to give a solution is remote authentication fraud all of kind and with the help of the hybrid cryptography we tend to make this goal of ours going through. Under the study of security we are familiar with the major goal of security which are confidentiality, integrity and available. From research and some case studies, it has been conclude that security cannot be balance, in the sense that increasing one lowers the other but in this case, we

are adopting a system that security would be at it full capacity and only an authorized user can gain access after providing the valid information and then being able to decrypt the encrypted information sent so authorization can take place
1.4 [bookmark: 1.4 Aim and Objectives][bookmark: _bookmark4][bookmark: _bookmark4]Aim and Objectives

This study is focusing on basically on a more secured authorization fraud and in other to do so, we are going to implement the following strategies in achieving in the goal which is creating a more secured platform for the daily transaction of user without any act of interception from an unauthorized user. In every system a method is stated and research to make sure it fit the problem that is meant to be solved. In this study we have decided to use the hybrid cryptography due its various strategic algorithm which are very hard to intercept because of the level of complex it comes with. Under the hybrid cryptography we are selecting the concept of symmetric encryption to toughen up the system that is already in place. The aim as I mentioned earlier is to develop a most authentic and secured,

Platform for day-to-day transaction. After we get to implement this algorithm by the end this program, we should be able to get achieve our goal with the AES(Advance Encryption Standard) algorithm, documentation and implementation from the research made and tools of design, requirement and implement.


1.5 [bookmark: 1.5 Significance of the Project][bookmark: _bookmark5][bookmark: _bookmark5]Significance of the Project

First of all, every project/project has a significance which is the reason why that project can to be and the problem for it to tackle. In case of this study, the significance of this project is generally based on security of daily transaction made on either bank platform or any payment system platform Gupta, P.
K. (2008). Security is a very broad study on its own but for the scope of this project, we are dealing with the securing of authentication system of financial industry in general. This is not only secure but also enhancing some features already in place to protect the current system from an act of remote authentication. After some time of study and research it was noticed that the security system of financial industry is a bit behind from another sections. It has come to public awareness that financial industry can’t protect the information of their various customer due the lack of solid secure authentication system in place. Nevertheless the system currently in use are not bad themselves. As nice system are been launched to use all this criminal are also discovery new ways to catch with the new system in place.

1.6 [bookmark: 1.6 Project Risks Assessment][bookmark: _bookmark6][bookmark: _bookmark6] (
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Table 1: Risk Assessment

1.7 [bookmark: 1.7 Scope/Project Organization][bookmark: _bookmark7][bookmark: _bookmark7]Scope/Project Organization

The scope of this project is to develop a more secured authentication platform/application which has enhance features of the component of a more secured system. During this scope it is also necessary to have a good tool to carry the design, functional requirement and implementation Gupta, P. K. (2008). Furthermore, this project has other minor goal to be achieved before remote authentication fraud can take place. Some of these goals are to research previous related studies under concept of authentication fraud and make use of some of the technique and methods they implemented and also to notice areas that needs adjustment to improve the current system in place. As I mention early, the scope of this project is to develop a well secured system with a strong authentication platform against authentication fraud.
The remaining parts of this project which is chapter 2 consist of review of related literature for the techniques and technology used in the implementation and development of a more secured banking transaction authentication application using hybrid cryptograph, the historical overview, related work and summary. Chapter 3 describes the methodology applied during implementation and development of a more secured banking transaction authentication application using hybrid cryptography. Chapter

4 describes the design and testing of the implemented application while. Chapter 5 describes the concluding part of the project, discussion and recommendations for the implemented project.

[bookmark: CHAPTER 2:  LITERATURE REVIEW][bookmark: _bookmark8]CHAPTER 2: LITERATURE REVIEW

2.1 [bookmark: 2.1 Introduction][bookmark: _bookmark9][bookmark: _bookmark9]Introduction

Authentication is basically a method of identify a user or an individual in the sense that it identify the user as who they said they are and that the account holder of a particular account is the user as he said he. Authentication has been a major aspect in every concept of security system Kannabira & Narayan (2005). When we talk of banking authentication it simply means the method use in banking system to protect prevent and preserve data of customer from been tampered with and use to carry out various transaction without the acknowledgement of the holder of that particular account. In the process of every authentication system they are built on very strong algorithm which prevent various types of attack. For the sake of this project which has an aim of enhancing the current online banking system to solve the problem of authentication fraud we are going to be using the hybrid cryptography and under that we will apply the RSA and MD5 algorithm simultaneously as we move on ahead. In every system we cannot fully have a protected system because all the goal of security system cannot be achieved at once as one is progress another must be decreasing but are major aim and object is to add more encryption to the system already in place to make it less volatile and harder for hackers and scammers to gain access.
2.2 [bookmark: 2.2 Historical Overview][bookmark: _bookmark10][bookmark: _bookmark10]Historical Overview

Over the years and due to previous incidence of Covid pandemic, a large amount of customers moved online and as a result that fraudsters have been taking advantage of the high population of the online banking system to commit remote authentication fraud. As a result that, banking community have come to a conclusion of advancing the authentication system already in place to makes sure that system is encrypted in both database of the banking system and mobile account of different holders. Furthermore, different programmer around the world have been able to come up with various method of authentication to prevent and act of fraud on the banking. From the various research I have made and gone through such as the article like “strategies for fighting remote authentication fraud” by the author Elizabeth.J, (2021)and some many more who have given their thought and ideas out to the general public on method they have examine, tested and used to enhanced the banking system already in place. This project is main focusing on majorly two aspect of the authentication system to apply on the banking system currently function. As we all bank user know, the current system uses either your SMS or EMAIL to send a code of numeric value known as the OTP of any act of authentication to allow authorization access. Multiple cases have been report of a case whereby a customer either lose his Sim card attach to his bank and his OTP get compromised and fraudster take advantage an carry

out fraud on that account. All this possible to the absence of a good encryption system put in place to encrypt every stages involve in the banking system, Kannabira and Narayan (2007).
2.3 [bookmark: 2.3 Related Work][bookmark: _bookmark11][bookmark: _bookmark11]Related Work

2.3.1 Enhancing online banking authentication using hybrid cryptographic method
Security of Electronic payment is a crucial factor today, as many clients choose to do transactions online instead of going to banks in person. Electronic transactions over an insecure Internet communication channel get harder to secure as Internet traffic increases. Here, well designed data encoding methods, secure transactional methods, and a dependable third party that maintains the database electronically are the key security components. Only employing conventional encryption techniques in a reliable and secure route of communication can data security be kept up to date? The most dangerous hazard in this situation, though, is the theft of client data for any nefarious reason, such serious internet attacks. For electronic transactions via wireless networks, the suggested encryption approach ensures adequate security. This report clearly illustrates the requirement for stronger verification in online banking. It highlights the significant safety concerns, unlawful activity, and expansion of online channels led by customers and financial institutions that are driving the demand for well-built verification. This study offers a comprehensive analysis of the different authentication options available on the market, as well as a set of guidelines for picking and implementing superior authentication that are based on the knowledge and comprehension of industry professionals and customers.

2.3.2 A Review of SMS Security Using Hybrid Cryptography and Use in Mobile Money System Mobile technology has spread faster throughout the developing world in the last dozen years than any other technology in history. Mobile money is the most recent phenomenon spawned by mobile technology. SMS (short message service) is a popular and simple communication technology for mobile phone devices. Because this service was not originally intended to transmit encrypted data, security was not a priority during its development. Nonetheless, it is still used today to exchange sensitive information between communicating parties, such as Mobile Money. Confidentiality, integrity, authentication, and non-repudiation are the most important security services provided to secure SMS .In this review, a secured short message service (SMS) is analyzed, which is a peer-to- peer hybrid cryptography that provides security services. Mobile technology has spread faster throughout the developing world in the last dozen years than any other technology in history. Mobile money is the most recent phenomenon spawned by mobile technology. SMS (short message service) is a popular and simple communication technology for mobile phone devices. Because this service

was not originally intended to transmit encrypted data, security was not a priority during its development. Nonetheless, it is still used today to exchange sensitive information between communicating parties, such as Mobile Money. Confidentiality, integrity, authentication, and non- repudiation are the most important security services provided to secure SMS .In this review, a secured short message service (SMS) is analyzed, which is a peer-to-peer hybrid cryptography that provides security services. It employs symmetric (AESRijndael) and asymmetric (NTRU) techniques to create more resilient functionality, and because of its vulnerability, it is advised that the usage of the hashing algorithm SHA-1 be replaced with HMAC-SHA256. The protocol is designed to be used in the short messaging service for mobile money communication channels.A Review of SMS Security Using Hybrid
Cryptography and Use in Mobile Money System. American Journal of Computer Science and Engineering. Vol. 2, No. 6, 2015, pp. 53-62.

2.3.3 Geofencing based Banking Authentication System: A Fraud Mitigation Technique
In the current digital era, banking authentication and online electronic payment systems are crucial to everyone's daily lives. To maintain the security of their clients' money, banks employ multiple layers of verification. Fraud is caused by security weaknesses in electronic payment systems, ATMs, and websites that save cardholder data or information. Other than a card and PIN, there is no other authentication option available for POS and ATM transactions. Researchers pursued a variety of approaches, including biometric techniques that are currently challenging to execute. The user cannot be authorized in an ATM or POS machine in any other way. The user will utilize his phone as an authentication tool in our proposed system, and we will regularly log his location. Due to geofencing, he will only be able to conduct transactions while his phone and ATM/POS are in the same place. This will make it easier to track illegal access and create an alert event anytime someone tries to log in. If there is fraud, it will help the investigative team.
Research Briefs on Information & Communication Technology Evolution (ReBICTE), Vol. 6, Article No. 3 (October 1, 2020)

2.3.4 E-Banking Fraud Detection: A Short Review
Customers are more satisfied with the quality of the services they receive when they use e-banking, and banks benefit from a competitive edge over other market participants. However, due to the fraudulent activity of fraudsters, e-banking security has drawn attention; up to this point, a lack of appropriate e-banking security has discouraged many consumers from using the service. An overview of the security concerns relating to online banking is given in this article. The challenges

and traits of e-banking fraud have also been duplicated. This study also looked at several fraud and attack detection techniques, as well as certain security precautions for e-banking services. Based on the opinions of experts, this study ranked the different e-banking security strategies and models. The research revealed that "Transaction Monitoring" was the model that worked the best, while "Virtual Keyboards," "Browser Protection," and "Device Identification" were the models that performed the worst. The first portion of this essay addressed the subject of interest, while the second section included background knowledge on e-banking. The third portion of the article contained the literature review, and the last section contained the study's conclusion.
International Journal of Innovation, Creativity and Change. www.ijicc.net Volume 6, Issue 8, 2019


2.3.5 Enhanced Authentication in Online Banking
This research ranked the major e-banking security strategies and models based on professional judgment. The results showed that "Transaction Monitoring" was the model that worked the best, while "Virtual Keyboards," "Browser Protection," and "Device Identification" were the models that performed the worst. The first portion of this essay explained the subject at hand, while the second section gave an overview of e-banking. The literature review was located in the third portion of the essay, while the conclusion was located in the last section. This report clearly illustrates the requirement for stronger verification in online banking. It describes the primary security issues and criminal activity driving the demand for enhanced authentication, as well as the expansion of the internet channel pushed by customers and financial institutions. This research makes complicated alternatives easier to understand when adopting improved authentication in the online banking environment and acts as a reference for doing so. Based on the expertise and experience of customers and industry professionals, it offers a thorough analysis of the many authentication options available as well as a set of recommendations for choosing and implementing advanced authentication.
2.4 [bookmark: 2.4  Summary][bookmark: _bookmark12]Summary

Internet banking has become more widely used in recent decades to maintain and improve the equipped and administrative performance of the banking industry. Banks should have the best backup and emergency plans in place, as well as the best safety measures and practices. Customers of an online bank can manage their accounts using their own electronic devices as long as they have access to the Internet. Internet banking has caused a complete revolution in the banking industry. Improving security is not something that should be done only once. A frequent and continuing procedure is

needed that overlooks the entire working and classified threats and opening. Modern implementations of providing security using techniques such as authentication and cryptography tend to use a combination of cryptographic algorithms to confirm the identity of the user and secure data communication over the network.
In conclusion study is majorly focusing on enhancement of the banking system authentication to advanced one with the use of hybrid cryptography algorithm/method.

[bookmark: CHAPTER 3: REQUIREMENTS, ANALYSIS, AND D][bookmark: _bookmark13]CHAPTER 3: REQUIREMENTS, ANALYSIS, AND DESIGN

3.1 [bookmark: 3.1 Overview][bookmark: _bookmark14][bookmark: _bookmark14]Overview

In this chapter, the architecture of the whole project is analyzed. System analysis is the process of collecting and interpreting facts, identifying the problems and decomposition of a system into its component. System analysis is conducted for the purpose of studying a system or its parts in order to identify its objectives. It is a problem-solving technique that improves the system and ensures that all the components of the system work efficiently to accomplish their purpose. Design is a method of studying a system by examining its component parts and their interactions. Before implementation began, the system was analyzed and designed.

3.2 Proposed Model
In this section, we will discuss proposed method which combines two different hiding techniques, which are Cryptography. In this proposed method first, the message is encrypted by use AES algorithm. After that, we use the modified LSB technique to embed the encrypted information in image. So, this technique combines the features of cryptography and provides a high level of security. It is better than either of the technique used separately. There will be an agreement between the sender and the receiver about the key for the concealment algorithm as well as the key for the encryption algorithm or these keys may be exchanged by a secure communication method. Our method starts by encryption first then hide encrypted data.
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Figure 1: Proposed Model

Before applying the cryptography, initially we convert our input to Base-64. And we save the obtained text in a text file. Then we proceed to cryptography.

3.2.1 Sender Side
The Sender side consists of cryptographic and steganography stages. This method starts with cryptographic then steganography.
Cryptography Stage:
In encryption stage, we use AES (Advanced Encrypted Standard) algorithm. This technique takes two prime numbers. The Encryption can be done using the Plain Text and with “e” values which was generated using the two prime numbers. Then we will get a cipher text, which is communicated to the receiving end for decryption. This encrypted data will be used in steganography stage.
Input= Message + Two Prime Numbers. Output= Encrypted Message.
3.2.2 Receiver side
Receiver side consists of steganography and cryptography stages. In receiver side we will first extract embedded data then decrypt it.
Steganography Stage:
In the receiver side, we start with steganography then cryptography. We will use the same steps which are used in sender side.
Input= Stego-Image+ Secret Key. Output= Encrypted Message. (OTP)
Cryptography Stage:
In cryptography stage, we use the data which is extracted from stego file and use RSA. We will use the same steps which are used in sender side. The Decryption can be done using the Encrypted message, receiver’s private key and sender’s public key.
Input= Encrypted Message + 2 Prime Numbers. Output= Plain Text.
Now the Plain Text is in the form of Base-64. After getting the plain text apply Base-64 conversion to change the Plain-text to given input, which can be Text, Image, Video, and Audio.

3.3 Methodology
This section describes the methodology applied during the development of more secured banking transaction authentication application using hybrid cryptography. Methodology is a model which projects managers employ for their design, planning, implementation and achievement of their [project objectives.

The methodology used for this project is the time-based one-time password (TOTP) secret key/seed is static just like the HOTP, but the moving factor in TOTP is time-based (hence the name). The TOTP algorithm populates an OTP using a time counter – instead of a running counter – as the second input. The time counter is calculated by dividing the current UNIX time by the time step value. A time step is a pre-set lifetime of an OTP, and in this case, is the amount of time that each password remains valid (typically for 30 or 60 seconds, but can be up to 120 seconds). The secret key/seed and the time step are fed into a cryptographic hash function that outputs an OTP. If the password isn’t used within that allotted time step, it becomes invalid, and a new OTP request must be made.
[image: ]


[bookmark: Figure 2: Methodology Used]Figure 2: Methodology Used










[bookmark: Advantages]Advantages

1. TOTP is more secure
TOTP tend to be more secure because they are only valid for a specific period. The extra criteria required to be met greatly increase the security.

2. TOTP Offers Flexibility with Various Token Options
A TOTP authenticator can be embedded in both dedicated hardware tokens as well as implemented in software, typically as a mobile application such as Google Authenticator. By implementing it in software (also known as a software token) you avoid the costs associated with hardware manufacturing, distribution, inventory, and maintenance.

3. Internet Connection is not necessary
TOTP codes can be generated and accepted offline if the devices have the same secret key/seed and are in sync. This allows them to individually create TOTP codes and compare them against each other.

Some models was adopted in regards to the development of the banking app after which the integration of the security feature was later added in line with the objectives of the project. The Model adopted includes:
(1) Waterfall model
(2) Spiral model
(3) V model
(4) Agile model
WATERFALL MODEL
The waterfall model is utilized for projects with clearly defined objectives to be reached because it is designed or set up in a way that stresses sequential operation. The paradigm moves progressively downward through the stages of software implementation, as its name suggests. The steps in this paradigm must be performed one after the other before moving on to the next. The waterfall approach is best suited for projects that do not anticipate unanticipated changes mid-development since it prohibits going back to previously accomplished phases. The fact that the software cannot be seen or tested until the very end of development also increases the risk and unpredictability of the project. Testing is frequently hurried, and fixing errors can be expensive.

[image: ]

Figure 3: Water Fall Waterfall Model Phases Activities during phase
	Requirement
	Understanding what needs to be designed, as well as its goal, function, and other details, comes first. The specifications for the input, output, or finished product are examined and noted
here.

	System Design
	This phase studies the need specifications from the first phase and prepares the system design. System design aids in determining the overall system architecture as well as the hardware and system requirements. In the current phase, the
software code is being created.

	Implementation
	The system is initially built in little programs known as units that are integrated into the following phase with feedback from the system design. Unit testing is the process of developing and
evaluating each unit for functionality.

	Integration and Testing
	Following the testing of each unit created during the implementation phase, the entire system is merged. Constant software testing is required to check for bugs and mistakes in the developed program. Testing is carried out to ensure that the
client has no issues installing the software.



	Deployment System
	Once the product has undergone functional and non-functional
testing, it is either installed in the customer environment or made available for purchase.

	Maintenance
	After installation, this step entails modifying the system or a specific component to change characteristics or boost performance. These changes result from either customer- initiated change requests or flaws found when the system is being used in real life. The developed software is regularly
maintained and supported for the client.


Table 2: Water Fall Model Phases
In the following situations, waterfall is advised:
· projects with tightly defined specifications that don't allow for alterations during the development process;
· The primary obstacle is not financial but rather development-related;
· when the consumer has no intention of actively contributing to the development process but will instead judge the final product;
· There are no confusing requirements and the technology is clear;
· An exact vision of the finished result exists.


ADVANTAGES OF WATERFALL MODEL
· The Waterfall Model is a controllable approach that is excellent for the lifecycle management of smaller projects where the needs are understood and decided upon up front. It is clear and simple

· suitable for smaller projects with clearly specified needs
· Before finishing each stage, they should conduct quality assurance tests (Verification and Validation).
· With minimal client involvement, the project is entirely dependent on the project team.
· Any modifications to software are made while it is being developed.


DISADVANTAGES OF WATERFALL MODEL
· Error can only be corrected during this phase.
· For complicated projects where requirements change frequently, it is not ideal.
· The testing phase begins quite late in the development process.
· It is not possible to incorporate client comments into the ongoing development phase.



SPIRAL MODEL
A risk-driven model of the software development process is the spiral model. It combines an iterative model with a waterfall paradigm. The Spiral Model aids in the adoption of software development components from several process models for the software project based on distinctive risk patterns, enabling an effective development process.
In software engineering, each spiral-shaped phase starts with a design goal and concludes with the client reviewing the progress. Barry Boehm initially mentioned the spiral model for software engineering in his work from 1986. (According to Matthew martin, July 9, 2022).



SPIRAL MODEL PHASES
[image: ]
Figure 4: Spiral Model	By Mattew Martin (2022)


WHEN TO USE SPIRAL MODEL
· When a project is vast in software engineering, a spiral model is utilized
· spiral technique is employed when frequent releases are necessary
· when building a prototype is appropriate
· When evaluating costs and risks is crucial; Spiral approach is beneficial for projects with moderate to high risk

· when committing to a long-term project is impractical due to shifting economic considerations;
ADVANTAGES OF SPIRAL MODEL
· Later on, further features or modifications can be made.
· The small-scale construction of the prototype makes cost assessment simple.
· Regular or ongoing development aids in risk management.
· With spiral development, features are developed quickly and methodically.
· There is always room for client comments.


DISADVANTAGES OF SPIRAL MODEL
· Risk of failing to adhere to the plan or budget
· Only large projects benefit from spiral development, which also necessitates proficiency in risk assessment.
· The spiral model protocol must be closely adhered to for it to operate smoothly.
· Because there are intermediary steps, documentation is more.
· For smaller projects, spiral software development is not recommended because it could be very expensive.

V- MODEL
The abbreviation for the software development lifecycle is SDLC. The pros and disadvantages of the V model are as follows. Organizations use this framework to produce high-quality software in a methodical and economical manner.
The SDLC methodology is used by software development teams of all sizes to create dependable and efficient software. These companies adhere to development standards that include waterfall, fast, lean, and other comparable techniques.
One of the most widely utilized software development methodologies nowadays is the V model. The V model's theoretical underpinnings have validated the use of testing from the very beginning of software development. A verification and validation model is another name for the V model.
Users must first comprehend the function of verification and validation in software development in order to adhere to the V model.
· Verification: Verification is a technique for passive analysis. Without running the code, testing is done using techniques like inspection, reviews, and walk-throughs.

· Validation: Testing is done using the code as part of the validation process, which can include both functional and non-functional testing systems. Validation is a dynamic analysis technique.
ADVANTAGES OF V-MODEL
· Simple Application: The V model's framework is quite simple. The setting is very user- friendly and offers small-scale developers a strong foundation for software development. The software development industry uses the design environment because it is rather simple.
· Time saver: The V model is straightforward to use, and because trial tasks like designing, planning, and development happen before coding the program, it eliminates the need for engineers to take a break during their busy days. As a trade-off for better success rates, swift designing and a well-integrated system increase the likelihood of success.
· Proactive error-tracking: The V Model environment includes a proactive error tracking technique that enables engineers to quickly and effectively address bugs and other system issues so that software can be developed within the allotted time limit.
· No downward data flow: The V Model design framework is extremely complex, thus there are no gaps in it. It prohibits downhill or unidirectional data transfer while the aforementioned software is being developed.
· Simple design: The V Model has a very straightforward design. The architecture of the V model is simplistic but incredibly effective since its creators want it to be easy to understand.
DISADVANTAGES OF V-MODEL
· Very rigid: The V Model exhibits great rigidity. It was created to make the construction of extremely complex applications simpler. When it comes to utilization, the V Model is comparatively rigid. Although the execution and methods are rather complex when compared to other design environments or models, the structure may appear straightforward.
· The V model has a limited range of flexibility. It isn't simple, and it takes new coders some time to get used to it. Although the architecture is simple to understand, there is not much design flexibility. Overall, it is unsuitable for usage during the creation of object-oriented programs. Because the model's design does not permit extremely complex calculations, it is utterly unsuitable for application.
· There is no initial software prototype made because the V Model software is developed during the implementation phase. It is inappropriate for usage to construct complex or professional software that needs a precise, robust, and sound execution design due to the lack of prototype direction.

3.4 TOOLS AND TECHNIQUES:


TOOLS


Drawio: Is a free and open source cross-platform graph drawing software. Its interface can be used to create diagrams such as flowcharts, wireframes, UML diagram, organizational charts and network diagrams.
Figma: is a prototyping tools which is primarily web based, with additional office features enabled by desktop applications for windows. The mobile app allow viewing and interacting with Figma prototypes in real time mobile devices. The feature set of Figma focuses on use in user interface and user experience design with emphasis on real time collaboration.
Visual studio: Visual Studio is an IDE made by Microsoft and used for different types of software development such as computer programs, websites, web apps, web services, and mobile apps. It contains completion tools, compilers, and other features to facilitate the software development process. The Visual Studio IDE (integrated development environment) is a software program for developers to write and edit their code. Its user interface is used for software development to edit, debug and build code. Visual Studio includes a code editor supporting IntelliSense (the code completion component) as well as code refactoring. The integrated debugger works both as a source- level debugger and a machine-level debugger.



The technique used to achieve the statement of problem above is discussed in this section.


The password generated is created using the current time and it also factors in a secret key. An example of this OTP generation is the Time Based OTP Algorithm (TOTP) described as follows:
1. Backend server generates the secret key
2. The server shares secret key with the service generating the OTP
3. A hash based message authentication code (HMAC) is generated using the obtained secret key and time. This is done using the cryptographic SHA-1 algorithm.
Since both the server and the device requesting the OTP, have access to time, which is obviously dynamic, it is taken as a parameter in the algorithm. Here, the UNIX timestamp is considered which is independent of time zone i.e. time is calculated in seconds starting from January First

1970. Let us consider “0215a7d8c15b492e21116482b6d34fc4e1a9f6ba” as the generated string from the HMAC-SHA1 algorithm.
The code generated is 20 bytes long and is thus truncated to the desired length suitable for the user to enter. Here dynamic truncation is used. For the 20-byte code “0215a7d8c15b492e21116482b6d34fc4e1a9f6ba”, each character occupies 4 bits. The entire string is taken as 20 individual one byte sting.


	0
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	17
	18
	19

	02
	15
	A7
	D8
	C1
	5B
	49
	2E
	21
	11
	64
	82
	B6
	D3
	4F
	C4
	E1
	A9
	F6
	BA


Table 4: OTP Code Generator technique


1. We look at the last character, here a. The decimal value of which is taken to determine the offset from which to begin truncation. Starting from the offset value, 10 the next 31 bits are read to obtain the string “6482b6d3″. The last thing left to do, is to take our hexadecimal numerical value, and convert it to decimal, which gives 1686288083.
All we need now are the last desired length of OTP digits of the obtained decimal string, zero- padded if necessary. This is easily accomplished by taking the decimal string, modulo 10 ^ number of digits required in OTP. We end up with “288083” as our TOTP code.
2. A counter is used to keep track of the time elapsed and generate a new code after a set interval of time
OTP generated is delivered to user by the methods described above.

3.5 [bookmark: 3.5 Ethical Consideration][bookmark: _bookmark15][bookmark: _bookmark15]Ethical Consideration

No profession or industry has maintained higher standards of conduct nor provided greater public service than the banking industry. Banks have traditionally recognized their duty to act in a manner of public trust and confidence which is one of their utmost priority. The relational context between the bank and customer during transfer or receiving of fund via digital means remained relatively problematized. Rather than assuming an anonymous interface between the banking industry and the customer or client, with specific ethical issues related to it. These consideration work to maintain scientific integrity, enhance the project validity and to protect the rights of the party involved in the

development. Some of the ethical consideration that were considered during the development of this project are:
· Confidentiality
· Result communication
· Anonymity



3.6 [bookmark: 3.6 Requirement Analysis][bookmark: _bookmark16][bookmark: _bookmark16]Requirement Analysis

Requirement specification is a collection of requirement that are to be imposed on the design and verification of the product. The specification also contains other related information necessary for the design, OTP verification and maintenance of the banking App.
System specification of the banking are sub divided into two: the hard ware specification and the software specification. Below gives a tabular breakdown of the two system specification.
Table 5: Hardware requirement

	S/N
	Hardware
	Minimum	System
Requirement

	1
	Processor
	2.4GHz processor speed

	2
	Memory
	2GB RAM

	3
	Disk space
	500 GB


This are   requirements   specification for   a software   system, is   a   description   of the behavior of a system to be developed and may include a set of use cases that describe interactions the users will have with the software.
This   are requirements   specification for   a software   system, is   a   description   of the behavior of a system to be developed and may include a set of use cases that describe interactions the users will have with the software. The software requirements specification document enlists enough and necessary requirements that are required for the project development. To derive the requirements, we need to have clear and thorough understanding of the products to be developed or being developed. The software specification used for this project are listed in the table below.

Table 6: Software Requirement

	S/N
	Software
	Minimum	System
Requirement



	1
	Operating system
	Windows	7,Windows	8,
windows 10, MAC OS and Linux

	2
	Database management
	SQL Database

	3
	Runtime environment
	Visual Studio Code


Below is the detailed explanation of the functional requirement specification and the nonfunctional requirement.
3.7.1 Functional Requirement Specification:
The functional requirements specification describes what the banking app must be able to do. It describes a software system or its component. Below is the functional requirement table
Table 7: Functional Requirement Specification

	Req No.
	Description
	Type

	R-101
	The website shall be Mobile friendly. Easy navigation
using mobile phones is guaranteed
	Functional

	R-102
	Standardize OTP (One Time Password) generation is
embedded in the system.
	Functional

	R-103
	Automated transfer of the OTP to the registered Email
address.
	Functional

	R-104
	Minimum steps to access the OTP
	Functional


3.7.2 Non Functional Requirement Specification: Table 8: Nonfunctional Requirement Specification
	Req No.
	Description
	Type

	R-101
	System should provide a user friendly user interface and   tooltips   to	enhance	itself and be effective
responsive.
	Performance

	R-102
	The system is equipped with Security features to avoid
external injections or hacking.
	Performance

	R-103
	In the case of maintenance, the system will be maintained in order to derive the maximum satisfaction
of the system
	Performance

	R-104
	Ability to handle increase loads efficiently without a
break in the system efficiency.
	Performance



	R-105
	The system will be highly reliable and it generates all the updates information in correct order. Data validation and verification is done at every stage of
activity.
	Performance






3.7 [bookmark: 3.7 System Design][bookmark: _bookmark17][bookmark: _bookmark17]System Design

Every system or website development must include a good system design. The system design involves the process of designing the element of a system such as the architecture, modules and components. The different interfaces of the component and the data that flows through that system are also part of the system design.
The diagram basically shows how the actors (Customer, Cashier and Admin) interact with the main system and between each other based on their roles. User stories are defined for each actor, which lists the exact activity done with the system. Finally, there is Use cases which are defined processes/functions for actors. Combining actors, user stories and use cases gives us a Use case diagram. The following are the listings of user stories and use cases for each actor.
User stories
a. Customer:
· Customer will get information about various account types with details.
· Customers will be able to have options for different electronic cards and choose it
· Customers should be able to do daily transactions like paying bills and getting OTP for every transactions made.
· Customers will be able to view OTP in his or registered Email address
b. Staff:
· Staff will be able to verify and authenticate different date of customers and integrate it to the system which initially passed on by user.
· Generate customers registrations
· Authenticating and allowing each transaction done by customers with accountability
· Tracking all the general activities of each end users with update alert and any required changes
3.7.1 [bookmark: 3.7.1  Application Architecture][bookmark: _bookmark18][bookmark: _bookmark18]Application Architecture

1. Account opening sequence diagram

This shows how a general user gets his account opened, while it provides the details and further it is verified by the bank servers.



[image: ]
Figure 5: Account opening Diagram

2. Payment Process sequence Diagram

It shows how a user can do his daily life payments with the available balanceunder the authentication process of the bank.

[image: ]



Figure 6: Payment Process Diagram

. [image: ]
3. Transfer Funds Sequence Diagram Figure 7: Transfer Process Diagram
3.7.2 [bookmark: 3.7.2 Use Case][bookmark: _bookmark19][bookmark: _bookmark19]Use Case

A Use Case diagram depicts the interaction of users and systems. It depicts the system's functions from the user's point of view, as well as the various actions performed by the user as the actor.

1. Registration, authentication and verification
Each data of customers should be registered to generate a login system for each defined role with proper documentation. The data should be authenticated and certified by the admin for final integration to the system.


2. General and specific function associated with roles of each users:
Customers should be able to register itself and get login info for doing monetary transactions. A proper track of these transactions should be done by admin with its accountability.
3. Data storage and information processing:
All the interaction between admin, customers and cashier should be structurally stored by each of them based on the roles like online transactions of each customer. All the information should be processed with its authentication, accountability and final verification by admin before the storage process


Figure 8:	Use case diagram.
[image: ]
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3.7.3 [bookmark: 3.7.3 Data Design][bookmark: _bookmark20][bookmark: _bookmark20]Data Design
[image: ]
Figure 9:	Data Design

3.7.4 [bookmark: 3.7.4 Activity Diagrams][bookmark: _bookmark21][bookmark: _bookmark21]Activity Diagrams

An activity diagram is a model that depicts the steps in the execution of a task or activity from a use case.
































[image: ]Figure
10: Activity diagram for System users.










3.7.5 [bookmark: 3.7.5 Dataflow Diagram][bookmark: _bookmark22][bookmark: _bookmark22]Dataflow Diagram

[image: ]

Figure 11: Data flow diagram.
In the above Data Flow Diagram, there is a Login Screen and this include username and password, users will supply this information for authentication on the server. If the authentication fails the user will see invalid username or password and be ask to try again (see Figure 3.6 below for more details about the authentication process).


3.7.6 [bookmark: 3.7.6 Control Flow Diagram][bookmark: _bookmark23][bookmark: _bookmark23]Control Flow Diagram
Control flow diagram for this implementation describes the flow of the process or review of the website. This control flow is design for each critical activity.

[image: ]


Figure 12: Control Flow Diagram


3.7.7 Entity-Relationship Diagram (ERD)

It is a model that establishes relationships between people, objects, places,concepts or events within a system. It is very vital to project data modellingfor the database. It also helps in defining processes and develop relationaldatabase. Basically, it helps us to create a database model for our system including different entities revolving in our system.
There are five basic components for this diagram. They are listed below:

· Entities, these are concepts or objects that can have data stored about them. They are referred as tables used in database.
· Attributes, these are properties or characteristics of entities

· The relationships among and between those entities.

· Actions, that describes how entities share information in the database

· Connecting lines.

[image: ]The following diagram represents the ER model of the banking system thatwe are developing.

Figure 13:     Entity Relationship Diagram

3.7.8 [bookmark: 3.7.8 User Interface Design][bookmark: _bookmark24][bookmark: _bookmark24]User Interface Design

It is a type of user interface by which any user interacts with the system via visual indicator presentation. It is considered as use cantered design in softwareprogramming which basically means that it is an interface for a system graphicallydesign so that a user can access the services as accurately as possible. The users should understand what they are doing and what they are getting from thesystem as different type of user-friendly responses graphically.
Considering the level of technological knowledge of the stakeholders of the company and the requirements a simple and easily accessible GUI is developedfor this system. The GUI is developed using various tools and features available in windows form platform. There are different sections of GUI which are defined and graphically represented below.

[bookmark: _bookmark26][image: ]


Figure 14:     GUI.



3.8 [bookmark: 3.8 Summary][bookmark: _bookmark25][bookmark: _bookmark25]Summary
This chapter has discussed the methodology that will be used in the design and implementation of this study. It also examines the functional requirements of the application as well as system design. The next chapter which is chapter four (4) will talk about Implementation and Testing.



























[bookmark: CHAPTER 4:  IMPLEMENTATION AND TESTING]CHAPTER 4: IMPLEMENTATION AND TESTING

4.1 [bookmark: 4.1 Overview][bookmark: _bookmark27][bookmark: _bookmark27]Overview

This chapter is the part that puts a planned system into action and examine in details the analysis and design of the implemented project.   The present   chapter discusses the   implementation of the system, highlighting the testing exercise and describing some of the main components of the system's Graphical User Interface. It will give an output from programming language and other tools used to develop our system.
4.2 [bookmark: 4.2 Main Features][bookmark: _bookmark28][bookmark: _bookmark28]Main Features

We can emphasize the vital aspects necessary when dealing with banking activities. Main features that was involved during the implementation of this projects are divided into three (3) sections.
1. Main Features for Admin
· Admin can sign up quickly and easily: Simplified onboarding process for the admin
2. Main Features for Customers

· Customers can sign up quickly and easily
· Simplified onboarding process for the buyers.
· Customers can easily process transactions with ease
· Easy process, view and download of statement of account
· Customers can check their bank balances
3. Authentication
· System generated OTP for customers is embedded in the application using the cryptography algorithm.
4.3 [bookmark: 4.3 Implementation Problems][bookmark: _bookmark29][bookmark: _bookmark29]Implementation Problems

In every project implementation, several problems are encountered during the process. These problems could be encountered at the infancy stage, middle stage or during the completion stage of the project. Some problems that were encountered during the implementation of the development of a more secured banking transaction authentication application using hybrid Cryptography is listed below.
· Technical Design Issues
· The right tech tracks
· Tools and technique to be used
· Performance and speed
· Financial problems

4.4 [bookmark: 4.4 Overcoming Implementation Problems][bookmark: _bookmark30][bookmark: _bookmark30]Overcoming Implementation Problems

What was done to overcome the implementation problem listed above is to break down the implementation process into batches. By so doing, the process will be addressed at each stage of the project. For example, the performance and speed of each stages differ depending on the complexity of the phase.
4.5 [bookmark: 4.5 Testing][bookmark: _bookmark31][bookmark: _bookmark31]Testing

The testing phase of any software development process is very crucial. The testing phase ensures that every part of the software works as expected. The best way to perform testing is to have inputs and expected out, then provide fill the input on the software and compare the result with the expected output. This helps in cross checking and identifying any possible errors in the system that has been design. Testing ensures that each functionality that has been added works according to

the software requirement. All errors are detected and remove at this stage of development. One great advantage of the testing is that it saves cost, because all problems that might arise in the future can be identify and fix in time. The first testing that was carried out is Functionality. The functionality tests a special type of system testing where all the functional requirement of the software is being tested to ensure that all component functions properly. Security testing is also carried out to check if the software is vulnerable to security threats. Compatibility test is carried out to see how the software can run in the suitable platforms it was designed to work on. Usability test was conducted to see if the software is easy to use and also user friendly.
Testing the functional requirements of more secured banking transaction authentication application using hybrid cryptography aims at verifying that the website features and operational behavior correspond to their specifications.
To achieve this aim, any failures due to the running environment should be avoided, or reduced to a minimum. Preliminary assumptions about the running environment will have to be made before test design and execution.


4.5.1 [bookmark: 4.5.1 Tests Plans (for Unit Testing, Int][bookmark: _bookmark32][bookmark: _bookmark32]Tests Plans (for Unit Testing, Integration Testing, and System Testing)
For a website to be termed good and reliable, it must have undergone series of test to make sure that every part and module of the website is working in accordance to the design by the developer. A test plan is a detailed document that outlines the test strategy, objectives, resources needed, schedule, and success criteria for testing a specific new feature or piece of software. Test plans that was conducted for secured banking transaction authentication application using hybrid cryptography are the Unit testing, Integration testing and the system testing.
· Unit testing is a testing technique using which individual modules are tested to determine if there are any issues by the developer himself. It is concerned with functional correctness of the standalone modules. Module that will be tested for the secured banking transaction authentication application using hybrid cryptography website is creation of an account.


	S/N
	Test	case
Name
	Test Description
	Sequence of Steps
	Expected result
	Remark

	1.
	Creation of an account
	This test case test
the functionality for the	creation   of   a
	After a successful app
launch attempt, navigate to “Create an Account”
	1. The	system
should show the user text field
	Success



	
	
	customer	bank account.
	Enter	the	required information needed.
	and	submit button.
	


Table 9: Unit Testing
· Integration testing is done to test the modules/components when integrated to verify that they work as expected i.e. to test the modules which are working fine individually does not have issues when integrated. This test case tests the functionality for user registration, login and logout. These 3 different modules are integrated as one.


	S/N
	Test	case
Name
	Test Description
	Sequence of Steps
	Expected result
	Remark

	1
	User Registration
	This test case test the functionality for the user registration.
	After a successful app launch attempt, navigate to “Create an Account”
1. Enter the required information needed..
	System        should
display	the
platform where user can input the necessary details.
	Success

	2
	User Login
	This test case test the functionality for the user login.
	2. After	a	successful registration,	the system redirect user where login details will be entered. E.g. Username:aaroniliya dikko@gmail.com Password:12345678
@
	System should display 2 Text field. Text field for username and password.
	Success

	3
	User logout
	This test case test the functionality for the user Logout.
	3. User clicks on this link button to redirect user back to login
page.
	System should redirect the user back to login page.
	Success


Table 10: Integration Testing
· System Testing is a level of testing that validates the complete and fully integrated website. The purpose of the system test is to evaluate the end to end system specification. System testing takes,
as its input, all of the integrated components that have passed integration testing.

4.5.2 Test Suite
Test suites can identify gaps in a testing effort where the successful completion of one test case must occur before you begin the next test case. For instance, you cannot add new products to a shopping cart before you successfully log in to the application.
4.5.3 Test Traceability Matrix
Testing traceability matrix is a document that traces and maps the relationship between two baseline documents. This includes one with the requirement specifications and another one with the test cases. The software testing matrix document plays a key role in convincing the client that all the requirements have been met and there are no loopholes that are left at the time of product delivery.
	Req No.
	Main requirement
	Sub-requirement
	Category
	Description
	Relationship

	R-101
	Registration
	User Registration
	Required
	There	will		be		a User/Customer registration	in		the
registration module.
	Composition

	R-102
	Service
· Login


· Logout
	.User Login



User Logout
	Required



Required
	User is expected to login successfully without any issue.
User is expected to logout from the system without
any issues
	Composition

	R-103
	Transfer
	Fund Transfer
	Expected
	User should be able to transfer fund to another account at ease without
encountering any problem.
	Association

	
	
	


Table 11:        Test Traceability matrix


4.5.4 Test Report Summary
Test cases are important document for future prospective. The three type of test (Unit testing, Integration testing and system testing) that was conducted on the website shows that the website
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passes all the undergone test which gives assurance to related documentation for completeness, correctness, reliability and maintainability. It also includes assurance that the system meets the specification and the requirements for its intended use and performance.
All methods called from Unit testing, integrated testing ad system testing were tested. All the methods worked according to the specification for all sets of correct input parameters. Correct calls did not produce errors, incorrect calls produced the appropriate error codes and messages.

4.5.5 Error Reports and Corrections


I n a so ft war e d e ve lo p me nt pr o je c t , er r o r s can  be  cr e ep ing  a t an y s t ag e dur ing t he development. Due to its approach, dynamic testing can only as certain the presence of error in the program; the exact nature of the error is not usually decided by testing.
All errors gotten during the development of the development of a more secured banking transaction authentication application using hybrid cryptograph website are detected, and are thoroughly worked on so as to grant the assurance that the system meets the specification and the requirements for its intended use and performance.
4.6 [bookmark: 4.6 Use Guide][bookmark: _bookmark33][bookmark: _bookmark33]Use Guide

User guide serves as a reference guide for working with the implemented Banking website. Users can make use of it to have in-depth knowledge about the functions of each link button, text field and dropdown menu. Below are screenshots that will assist user in using the implemented website.

4.6.1 Landing page:
It is first interface that opens when we load the application. It consists of a Sign in section where users, cashiers and admin can login into the system. There are other divided sections such as Create

 (
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account,	online	services,	get	reward	and	as	well	no	hidden	fee.
[image: ]
Figure 15: Landing Page


4.6.2 Create An Account:
The interface allows to register as a user and open an account providing our personal details. Then we are allowed to login to the system.

[image: ]
Figure 16: Account creation page
4.6.3 USERS LOGIN
The login interface is an interface that appears a like a form which is required to be filled up by the users of the system which are customer user and customer user. Both customer users and customer users’ interfaces have different functionalities.

[image: ]
Figure 17: Shows Login Interface
4.6.4 [image: ]Forgotten Password
Figure 18: Forgotten password
4.6.5 Customers Details.
In this page, all user’s details such as name, Id, phone number, Email, can be edited by the user. All banking activities for customer user is displayed in their dashboard as seen above.

[image: ]

Figure 19:	Customer user Interface
4.6.6 TRANSACTION AUTHENTICATION AND ENCRYPTION METHODOLOGY

[image: ]
Figure 20: OTP Request edit Interface



OTP means One Time Password: it’s a temporary, secure PIN-code sent to you via SMS or e-mail that is valid only for one session. All Citizens bnak uses OTPs during registration and account renewal, deposit or withdrawal to confirm your contact information.
If you cannot receive and confirm the OTP code, you will not be able to continue with your account registration. So double-check when you are entering your contact details!
· Phone number: your phone number needs to be entered with the correct country code. Make sure you check it!
· E-mail address: check for spelling mistakes and always use your primary e-mail account
– one that you will still be using in years to come even if you change jobs, move abroad, change your surname etc.

4.6.7 PAYMENT GATEWAY FOR SMOOTH BANKING TRANSACTION
[image: ]

Figure 21: Search Payment Gateway Interface
In this page, customer user can be searched through Id or name by the customer user/nurse in the text box. Edit customer user, queue customer user, make appointment, notify customer user and generate Medical Report can all be searched using the search function.

[image: ]
Figure 22:	Customer Account Details
4.6.8 [image: ]Account Details:
Figure 23: Statement of Account

4.6.9 Delete Customer:
[image: ]
Figure 24: Account Deleting

4.6.10 Instant Transfer payment Gateway
[image: ]
Figure 25:	Transfer Payment Gateway
4.6.11 Statement of account Generation:
[image: ]
Figure 26	Download of Statement of Account:

[image: ]

[bookmark: Figure 27: Statement of Account Download]Figure 27: Statement of Account Download

4.7 [bookmark: 4.7 Summary][bookmark: _bookmark34][bookmark: _bookmark34]Summary

[bookmark: _bookmark35]Implementation and implementation problems were discussed in this chapter, different types of application testing have also been discussed, some screenshots of the designed and developed application is also displayed in this chapter. Report and error reports has also been discussed. The next chapter which is chapter five is the final chapter of this project.

CHAPTER FIVE

5.1 [bookmark: 5.1 Overview][bookmark: _bookmark36][bookmark: _bookmark36]Overview

This chapter of this project is basically going to be focusing on conclusion of what has been able to be achieved over the period of time given to complete limitation that was undergone and the challenges faced as the project was progressing from one chapter to another till the end of the project.
5.2 [bookmark: 5.2 Objective Assessment][bookmark: _bookmark37][bookmark: _bookmark37]Objective Assessment

The aim and objectives of this project has been met and review about the implementation of the development of a more secured banking transaction authentication application using hybrid cryptograph has been done by selected Nigerians who are familiar with banking activities. Table below shows the score in percentage on how the implemented project has met with the aim and objectives.
	S/N
	Aim and Objectives
	Score (%)

	1
	To develop a most authentic and secured means of transaction so as to eliminate fraudulent activities on
customers account
	90

	2
	To use the hybrid cryptography algorithm due its
various strategic approach.
	95

	3
	To develop and implement a user friendly platform
	97




5.3 [bookmark: 5.3 Limitations and Challenges][bookmark: _bookmark38][bookmark: _bookmark38]Limitations and Challenges

On the course of this project, many problems were encountered. Some of which includes lack of knowledge of adobe CS5. The problem was solved by leaning this programming language. Lack of adequate finance to run around for the project, this was solved by getting money from friends and family members. Unavailability of some research questions from text books and other sources, the solution was to interact with some Information Technology staff whom their practical experiences really helped in the project implementation.
There are some limitations for the current system to which solutions can be provided as a future development.
· The website is not accessible to everyone because it is currently on a local host server.

· The system is not configured for multi user at this time.

5.4 [bookmark: 5.4 Future Enhancements][bookmark: _bookmark39][bookmark: _bookmark39]Future Enhancements

In the future development, the following can be done to improve or enhance the website functionalities of the website.
· The administrator of the website can be given more functionalities.
· Third party proprietary software can be implemented for card validation check.
· The concept of transaction can be used to achieve the uses of multi users not having access to the system at the same time.
5.5 [bookmark: 5.5 Recommendations][bookmark: _bookmark40][bookmark: _bookmark40]Recommendations

All Citizens Bank may have better improvement in the future since the current system is limited to few features, therefore more features can be added.
Another consideration is that the system needs large disk space in the future if it is running few years as system keeps growing with data.
5.6 [bookmark: 5.6 Summary][bookmark: _bookmark41][bookmark: _bookmark41]Summary

This project aim and objectives has been accomplished as discussed in the first chapter. All functional requirements stated has been implemented, though other important features like document handling and other automated processes were not implemented because of the time frame. This application was built properly meeting standard requirements for objective oriented programming, it is ready to deploy to live server for end user to use as an end product. Updates or few features will be included to better the performance of the application.
At the course of this project, I was able to develop software development skills in PHP, CSS and MySQL, I also learn a lot about sessions handling, development life cycle and many others.
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APPENDICES


Appendix - Questionnaire
Development of A More Secured Banking Transaction Authentication Application Using Hybrid Cryptograph Website Questionnaire For Research Purpose.
Kindly spare few minutes of your time to answer these questions by ticking your choice and writing where necessary.
Note: Please, do not write your Name, Phone Number or any personal information about yourself.


1. Please indicate your gender.


Male	Female
2. Please indicate your age range 18-25

26-45
46 above


3. [bookmark: 3. What is your first reaction to bankin][bookmark: 3. What is your first reaction to bankin]What is your first reaction to banking services within the cannabis industry?

[image: ][image: ][image: ][image: ]Very positive Somewhat positive Neutral
Somewhat negative

[image: ]Very negative
4. [bookmark: 4. . How would you rate the quality of b][bookmark: 4. . How would you rate the quality of b]. How would you rate the quality of banking services you currently use?

[image: ][image: ][image: ]Very high quality High quality
[image: ][image: ]Neither high nor low quality Low quality
Very low quality

[image: ]I don't use banking services
5. [bookmark: 5.  How innovative is the service?][bookmark: 5.  How innovative is the service?]How innovative is the service?

[image: ][image: ][image: ][image: ][image: ]Extremely innovative Very innovative Somewhat innovative Not so innovative
Not at all innovative
6. [bookmark: 6. How often, if ever, do you currently ][bookmark: 6. How often, if ever, do you currently ]How often, if ever, do you currently use banking services?

[image: ][image: ][image: ][image: ] (
Never
31
)Extremely often Very often Somewhat often Not so often


7. [bookmark: 7.  If access to full business banking s][bookmark: 7.  If access to full business banking s]	If access to full business banking services were available today, how likely would you be to use the service?
[image: ][image: ][image: ][image: ][image: ]Extremely likely Very likely Somewhat likely Not so likely
Not at all likely
8. [bookmark: 8.  When you think about banking, do you][bookmark: 8.  When you think about banking, do you]When you think about banking, do you think of it as something you need or don’t need?

[image: ][image: ][image: ][image: ]Definitely need Probably need Neutral
Probably don’t need

[image: ]Definitely don’t need
9. [bookmark: 9. When considering a new bank, what wou][bookmark: 9. When considering a new bank, what wou]When considering a new bank, what would be the top two things you would generally consider? (Check two boxes.)
[image: ][image: ][image: ][image: ][image: ][image: ]Price Brand Innovation Quality Value
Other (specify)

10. [bookmark: 10.  How likely is it that you would rec][bookmark: 10.  How likely is it that you would rec]How likely is it that you would recommend banking services to a friend or colleague? Not at all likely.
Extremely likely.
11. [bookmark: 11. In your own words, what are the thin][bookmark: 11. In your own words, what are the thin]In your own words, what are the things you like most about your current bank?




12. [bookmark: 12.  In your own words, what are the thi][bookmark: 12.  In your own words, what are the thi]In your own words, what are the things you like least about your current bank?
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Appendix – Source Codes
 (
<?php
 
ob_start
()
 
?>
<
html
>
<
head
>
<
title
>
Registration
 
Form
</
title
>
<
link
 
rel
=
"stylesheet"
 
type
=
"text/css"
 
href
=
"css/customer_reg_form.css"
/>
<?php
 
include
'header.php'
;
 
?>
</
head
>
<
body
>
<
div
 
class
=
"container"
>
<
h3
 
class
=
"text-center
 
my-5"
>
Online
 
Account
 
Opening
 
Form
</
h3
>
<
div
 
class
=
"row
 
justify-content-center
 
my-5"
>
<
div
 
class
=
"col-md-6
 
shadow
 
p-5"
>
<
form
 
method
=
"post"
>
<
div
 
class
=
"mb-3"
>
<
input
 
type
=
"text"
 
class
=
"form-control
 
rounded-0
 
p-2"
 
name
=
"name"
 
placeholder
=
"Name" 
required
 
/>
</
div
>
<
div
 
class
=
"mb-3"
>
<
select
 
name
 
=
"gender"
 
required
 
class
=
"form-select rounded-0
 
p-2"
>
<
option
 
class
=
""
 
value
=
""
 
disabled
 
selected
>
Gender
</
option
>
<
option
 
value
=
"Male"
 
required
 
>
Male
</
option
>
<
option
 
value
=
"Female"
>
Female
</
option
>
<
option
 
value
=
"Others"
>
Others
</
option
>
</
select
>
)

 (
39
)
 	</div>	


<div class="mb-3">
<input type="text" class="form-control rounded-0 p-2" name="mobile" placeholder="Mobile no" required />
</div>
<div class="mb-3">
<input type="text" class="form-control rounded-0 p-2" name="email" placeholder="Email id" />
</div>
<div class="mb-3">
<input type="text" class="form-control rounded-0 p-2" name="landline" placeholder="Landline no" />
</div>
<div class="mb-3">
<input type="text" class="form-control rounded-0 p-2" name="dob" placeholder="Date of Birth" onfocus="(this.type='date')" required />
</div>
<div class="mb-3">
<input type="text" class="form-control rounded-0 p-2" name="pan_no" placeholder="PAN Number" required />
</div>
<div class="mb-3">
<input type="text" class="form-control rounded-0 p-2" name="citizenship" placeholder="Citizenship Number" required />
</div>
<div class="mb-3">
<input class="form-control rounded-0 p-2" type="text" name="homeaddrs" placeholder="Home Address" required />
</div>
<div class="mb-3">
<input class="form-control rounded-0 p-2" type="text" name="officeaddrs" placeholder="Office Address" />
</div>

 (
<
div
 
class
=
"mb-3"
>
<
input
 
type
=
"text"
 
class
=
"form-control
 
rounded-0
 
p-2"
 
name
=
"country"
 
placeholder
=
"US"
 
value
=
"Nigeria"
 
readonly
=
"readonly"
/>
</
div
>
)



 (
<
div
 
class
=
"mb-3"
>
<
select
 
name
 
=
"state"
 
required
 
class
=
"form-select rounded-0
 
p-2"
>
<
option
 
class
=
"default"
 
value
=
""
 
disabled
 
selected
>
Zone
</
option
>
<
option
 
value
=
"North"
>
North
</
option
>
<
option
 
value
=
"South"
>
South
</
option
>
<
option
 
value
=
"East"
>
East
</
option
>
<
option
 
value
=
"West"
>
West
</
option
>
</
select
>
</
div
>
<
div
 
class
=
"mb-3"
>
<
select
 
name
 
=
"city"
 
required
 
class
=
"form-select rounded-0
 
p-2"
>
<
option
 
class
=
"default"
 
value
=
""
 
disabled
 
selected
>
City
</
option
>
<
option
 
disabled
 
selected
>
--Select
 
State--
</
option
>
<
option
 
value
=
"Abia"
>
Abia
</
option
>
<
option
 
value
=
"Adamawa"
>
Adamawa
</
option
>
<
option
 
value
=
"Akwa
 
Ibom"
>
Akwa
 
Ibom
</
option
>
<
option
 
value
=
"Anambra"
>
Anambra
</
option
>
<
option
 
value
=
"Bauchi"
>
Bauchi
</
option
>
<
option
 
value
=
"Bayelsa"
>
Bayelsa
</
option
>
<
option
 
value
=
"Benue"
>
Benue
</
option
>
<
option
 
value
=
"Borno"
>
Borno
</
option
>
<
option
 
value
=
"Cross
 
River"
>
Cross
 
River
</
option
>
<
option
 
value
=
"Delta"
>
Delta
</
option
>
<
option
 
value
=
"Ebonyi"
>
Ebonyi
</
option
>
<
option
 
value
=
"Edo"
>
Edo
</
option
>
)

 (
</
div
>
<
div
 
class
=
"mb-3"
>
<
input
 
type
=
"text"
 
class
=
"form-control
 
rounded-0
 
p-2"
 
name
=
"pin"
 
placeholder
=
"Pin
 
Code"
 
required
 
/>
</
div
>
) (
<
option
 
value
=
"Ekiti"
>
Ekiti
</
option
>
<
option
 
value
=
"Enugu"
>
Enugu
</
option
>
<
option
 
value
=
"FCT"
>
Federal
 
Capital
 
Territory
</
option
>
<
option
 
value
=
"Gombe"
>
Gombe
</
option
>
<
option
 
value
=
"Imo"
>
Imo
</
option
>
<
option
 
value
=
"Jigawa"
>
Jigawa
</
option
>
<
option
 
value
=
"Kaduna"
>
Kaduna
</
option
>
<
option
 
value
=
"Kano"
>
Kano
</
option
>
<
option
 
value
=
"Katsina"
>
Katsina
</
option
>
<
option
 
value
=
"Kebbi"
>
Kebbi
</
option
>
<
option
 
value
=
"Kogi"
>
Kogi
</
option
>
<
option
 
value
=
"Kwara"
>
Kwara
</
option
>
<
option
 
value
=
"Lagos"
>
Lagos
</
option
>
<
option
 
value
=
"Nasarawa"
>
Nasarawa
</
option
>
<
option
 
value
=
"Niger"
>
Niger
</
option
>
<
option
 
value
=
"Ogun"
>
Ogun
</
option
>
<
option
 
value
=
"Ondo"
>
Ondo
</
option
>
<
option
 
value
=
"Osun"
>
Osun
</
option
>
<
option
 
value
=
"Oyo"
>
Oyo
</
option
>
<
option
 
value
=
"Plateau"
>
Plateau
</
option
>
<
option
 
value
=
"Rivers"
>
Rivers
</
option
>
<
option
 
value
=
"Sokoto"
>
Sokoto
</
option
>
<
option
 
value
=
"Taraba"
>
Taraba
</
option
>
<
option
 
value
=
"Yobe"
>
Yobe
</
option
>
<
option
 
value
=
"Zamfara"
>
Zamfara
</
option
>
</
select
>
)

<div class="mb-3">
<input type="text" class="form-control rounded-0 p-2" name="arealoc" placeholder="Area/Locality" required />
</div>
<div class="mb-3">
<input type="text" class="form-control rounded-0 p-2" name="nominee_name" placeholder="Nominee Name (If any)" />
</div>
<div class="mb-3">
<input type="text" class="form-control rounded-0 p-2" name="nominee_ac_no" placeholder="Nominee Account no" />
</div>


<div class="mb-3">
<select name ="acctype" required class="form-select rounded-0 p-2">
<option class="default" value="" disabled selected>Account Type</option>
<option value="Saving">Saving</option>
<option value="Current">Current</option>
</select>
</div>
<div class="mb-3 d-grid">
<input type="submit" class="btn btn-primary btn-block rounded-0 p-2" name="submit" value="Create an Account">
</div>
</form>
</div>
</div>
</div>


<?php include'footer.php';?>


</body>
</html>

 <?php	


 if(isset($_POST['submit'])){	

 (
session_start
();
$_SESSION
[
'$cust_acopening'
]
 
=
 
TRUE
;
$_SESSION
[
'cust_name'
]=
$_POST
[
'name'
];
$_SESSION
[
'cust_gender'
]=
$_POST
[
'gender'
];
$_SESSION
[
'cust_mobile'
]=
$_POST
[
'mobile'
];
$_SESSION
[
'cust_email'
]=
$_POST
[
'email'
];
$_SESSION
[
'cust_landline'
]=
$_POST
[
'landline'
];
$_SESSION
[
'cust_dob'
]=
$_POST
[
'dob'
];
$_SESSION
[
'cust_pan='
]=
$_POST
[
'pan_no'
];
$_SESSION
[
'cust_citizenship'
]=
$_POST
[
'citizenship'
];
$_SESSION
[
'cust_homeaddrs'
]=
$_POST
[
'homeaddrs'
];
$_SESSION
[
'cust_officeaddrs'
]=
$_POST
[
'officeaddrs'
];
$_SESSION
[
'cust_country'
]=
$_POST
[
'country'
];
$_SESSION
[
'cust_state'
]=
$_POST
[
'state'
];
$_SESSION
[
'cust_city'
]=
$_POST
[
'city'
];
$_SESSION
[
'cust_pin'
]=
$_POST
[
'pin'
];
$_SESSION
[
'arealoc'
]=
$_POST
[
'arealoc'
];
$_SESSION
[
'nominee_name'
]=
$_POST
[
'nominee_name'
];
$_SESSION
[
'nominee_ac_no'
]=
$_POST
[
'nominee_ac_no'
];
$_SESSION
[
'cust_acctype'
]=
$_POST
[
'acctype'
];
header
(
'location:cust_regfrm_confirm.php'
);
}
)

 ?>	
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Customer Details

Customer 1d : 1010112

Account Number : 1011071010112

Account Name : Liam Moore

Account Type : Saving

1FSC Code : 1011

Branch : Demo Branch

Available Balance ; $2380.00

Mablle No : 08101013370

Debit Card No : 421351746137

Nominee Name : none

Nominee Ac/no : none

Email 1d : liamoore@gmal.com

3dvank.com
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Welcome Liam Moore
Last login : 17/09/22 03:12:17 AM

Logout

OTP with Ref n0.3473 sent to 081XXXX3370 please verify to complete your transaction
*OTP 1197386

book Abuja FCT, About us

imbiya st
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Tel : +234-810-101

Emall: contact@3dbank.com
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Welcome Liam Moore
Last login : 11/09/22 03:12:17 AM

Logout

Account Details

Customer Id : 1010112

Account Number : 1011071010112
Account Name : Liam Moore
Account Type : Saving

Available Balance : $2650.00

prey

Date

10/09/22
05:17:45
PM

27/07/21
02:46:16
PM

26/07/21
11:08:04
PM

26/12/20
03:01:35
PM

26/12/20
02:55:43
PM

Trans. Id

503597954

491178166

841496557

583402470

589306552

Bank Statement

Description Credit Debit.

William 0 1000
Richards/1011801011046/1011

Trevor 0 1100
Russo/1011951011439/1011

William 0 250
Richards/1011801011046/1011

Cash 55000 0
Deposit/583402470572
Account Opening 0 0

Total

$2650

$3650

$4750

$55000

$0
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Facebook Abuja FCT, About Us About us

itter Loan Create an Account
Gimbiya st.

Instagram Calculator Staff login

Tel : +234-810-101-3370

Email: contact@3dbank.com
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Welcome Liam Moore
Last login : 11/09/22 03:12:17 AM

Logout

(24x7 Instant Payment)

Select Beneficiery v
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Welcome Liam Moore
Last login : 11/09/22 03:12:17 AM

Logout

Bank Statement

# Date Transaction Id Description Credit  Debit  Balance
1 10/09/22 05:17:45 PM 503597954 William Richards/1011801011046/1011 0 1000 $2650
2 27/07/2102:46:16 PM 491178166 Trevor Russ0/1011951011439/1011 0 100 $3650
3 26/07/2111:08:04 PM 841496557 William Richards/1011801011046/1011 o 250 $4750
4 26/12/20 03:01:35 PM 583402470 Cash Deposit/583402470572 55000 0 $55000
5 2612120 02:55:43 PM 589306552 Account Opening 0 0 $0

Facebook Abuja FCT About Us

Twitter Loan Create an Account
Gimbiya st.

Instagram Calculator Staff login

Tel : +234-810-101-337(
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