DESIGN OF INTRUSION DETECTION, AND PREVENTION SYSTEM IN MICRO FINANCE BANK  IN  IKOT EKPENE 

CHAPTER ONE

INTRODUCTION

  Introduction

An intrusion detection system (IDS) analyses network traffic for unusual behaviour and alerts the system or network administrator if it detects it. In some situations, the IDS may respond to suspicious or malicious activity by prohibiting the user or source IP address from accessing the network. IDS exist in a number of "flavours" and use different approaches to identifying suspicious traffic. There are network-based (NIDS) and host-based (HIDS) intrusion detection systems that are strategically located inside the network to monitor traffic to and from all network devices. On the network, HIDS hosts an intrusion detection system. HIDS just detects inbound and outgoing pockets from the device and alerts the user. The primary goal of an intrusion detection, prevention, and trace back system is to identify potential occurrences, log information about them, attempt to stop them, and report them to security administrators. Intrusion prevention systems (IPS), also known as intrusion detection and prevention systems (IDPS), identify and prevent harmful network or system activity. Intrusion detection and prevention systems guide (IDPS). As opiend by [1], scarf one  is a computer security resource centre.
1.1
Statement of the Problem 

The following problems were identified in the existing system that necessitated the development of the intrusion detection and prevention system:

Absence of an  intrusion  detection and prevention system.

Insecurity of customer information.

Inability to prevent intruders from gaining access to sensitive information stored in the computer system.

Low level of file security.

1.2
Aim and Objectives of Study

The aim of this project is to develop an Intrusion Detection and Prevention System with the following objectives:

(1)   To design a system that will encrypt information pertaining to customers to prevent intrusion.

(2)  To develop a system that will require an encryption key before bank transaction information can be viewed.

 (3) To implement a system that will prevent disclosure of customers’ data to fraudsters by utilizing cipher text.

 Significance of the study

This study is significant in the following ways:

It will help prevent unauthorized individuals (intruders) from gaining access to the financial information of customers.

It will help in tightening the security level of the organization.

The study will reveal how encryption can be applied to prevent intruders from gaining access to customer information.

The study will serve as a useful reference material to other researchers seeking related information.

1.4
Scope of the Study

This study covers Intrusion Detection, and Prevention System using Gufax micro finance Bank Plc, Ikot Ekpene as a case study. It is limited to the use of cipher text encryption  to prevent intruders from gaining access to vital information of customers,

1.5 Organization of the Research

This research work is organized into five chapters, chapter one is concerned with the introduction of the research study and it presents the preliminaries, theoretical background, and statement of the problem, aim and objectives of the study, significance of the study, scope of the study, and organization of the research, Limitation of the study and definition of terms.

Chapter two focuses on the literature review; contribution of other scholars on the subject matter is discussed. 

Chapter three contains the system analysis and the design, it presents the research methodology used in development of the system, it analyses the present system to identify the problems and provide information on the merit of the proposed system. The system design is also presented in this chapter.

Chapter four present the system implementation, the choice of programming language used, and system requirement for implementation

Chapter five, this chapter focuses on the summary, conclusion and recommendation are also contained in this chapter based on the study carried out.

 Definition of Terms

Detection is the extraction of particular information from a larger stream of information without specific cooperation from or synchronization with the sender.
Intrusion: It is an illegal act of entering possession of another’s property.

Password: A special code used by user to gain access to the database or a research.

Security: safety, freedom danger.

Files: Is the collection of logically related record.

Prevention: Maintenance performed to stop fault occurring or developing into major detects. 

Codes: To write a computer program by putting one system of number, words symbols into another system.

System:   a group of interdependent items that interact regularly to perform task

CHAPTER TWO

LITERATURE REVIEW

2.0
Introduction


This chapter focuses on the theoretical background, the literature review, the contributions of other researchers is examined in this chapter. 

2.1
Theoretical Background 

In developing an intrusion, detection and prevention system, the technologies used were visual basic 6.0 and relational database technology. Visual Basis 6.0 is a high level programming language which evolved from the earlier DOS version called Basic: Basic means beginners all purpose symbolic instruction code it is a relatively easy programming language to use in developing an information system.  The visual basic programming language in this research act as the front end engine while the relational database will act as the back end engine.  The relational database use in this research is Microsoft access 2007 version.  It has file extension as accdb. 

Private Sub Command1_Click()

Text4.Text = Text2.Text + 3

Text7.Text = Text5.Text + 6

Text1.Text = Text4.Text

Text8.Text = Text7.Text

Adodc1.Recordset.Update

Adodc2.Recordset.AddNew

Text3.Text = Text4.Text

Text6.Text = Text7.Text

Frame1.Visible = False

Frame2.Visible = True

End Sub

Private Sub Command2_Click()

Adodc2.Recordset.Update

CommonDialog2.ShowPrinter

End Sub

Private Sub Command3_Click()

Unload Me

End Sub

Private Sub Command4_Click()

CommonDialog1.ShowOpen

Text9.Text = CommonDialog1.FileName

Image1.Picture = LoadPicture(Text9.Text)

End Sub

Private Sub Form_Load()

Adodc1.Recordset.AddNew

Text16.Text = Date$

Adodc2.Recordset.MoveLast

End Sub
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Fig 2.1 Customer opening Account Form

2.2
Principles of Intrusion Detection and prevention system


Intrusion detection is a device or software application that monitors network or system activities for malicious activities or policy violations and reports to a management station. Intrusion detection is the process of monitoring the events occurring in a computer system or network (NIDS) network intrusion detection system would be installing it on the subnet where firewalls are located in order to see if someone is trying to break into the firewall. Ideally one would scan all inbound and outbound traffic. However doing so might create a bottleneck that would impair the overall speed of the network. OPNET and Netsim are commonly used tools for simulation network intrusion detection systems [2]. (IDPS) intrusion detection and prevention system are network security appliances that monitor network or system activities for malicious activity. The functions of intrusion prevention systems are to identify malicious activity. Log information about this activity report it and attempt to block or stop it. NIST-guide to intrusion, detection and prevention system (IDPS) February 2007.

2.3
Types of Intrusion Detection and Prevention System

Intrusion detection and prevention system perform extensive logging of data that is related to detected events in the network. The IDPS approach the goal of detecting suspicious traffic indifferent ways which are:

Network-based intrusion detection system: Network-based intrusion detection system (NIDS) usually consists of a network appliance (or sensor) with a network interface card (NIC) operating in promiscuous mode and a separate management interface. (NIDS) Network-based intrusion detection system monitors network traffic for a particular network segments or devices and analyses the network and application protocol activity to identify suspicious activity. It can identify many different types of events of interest [3]. It is mostly deployed at a bounding between networks, virtual private network servers, remote access servers and wireless network. On-line network based intrusion detection system. This deals with the network in real time and it analyzes the Ethernet packet and applies it on the same rules offline network-based intrusion detection system. [4].This deals with a stored data and passes it on the same process to decide if it is an attack or not.
Host-Based Intrusion Detection System: Host-based intrusion system (HIDS) and software applications (agents) installed on work stations which are to be monitored. The agents monitor the operating system and write data to log files and /or trigger alarms. (HIDS) can only monitor the individual workstation on which the agents are installed and it cannot monitor the entire network. Host based IDS systems are used to monitor any intrusion attempts on critical servers. According to the source of data to examine, the host-based intrusion detection system can be classified in two categories:
The Host-based intrusion detection system based application: The intrusion detection system of this type receive the data in application, for example, the log file generated by the management software of the database, the server web or the firewalls. The vulnerability of this technique lies in the layer application. [5]

The Host-Based Intrusion Detection System Based Host: The intrusion detection system of this type receives the information of the activity of the supervised system. This information is sometimes in the form of audit traces of the operating system. It can also include the logs system of other logs generated by the process of the operating system not reflected in the standard a audit of the operation system and the mechanisms of logging. This type of intrusion detecting system can also use the results returned by another intrusion detection system of the base application type.

2.4 Advantage and disadvantages of Network-based intrusions detection system (NIDS)
Advantage of Network Intrusion Detection System

Network-based intrusions detection system can be made very secure against attack and even made invisible too many attackers quickly identify patterns of network misuse. 

Disadvantage of Network-Based Intrusion Detection System

-Network-based intrusion detection system may have difficulty processing in a large or busy network, and may fail to recognize and attack during period of high traffic. Most of the network-based intrusion detection system cannot tell whether an attack was successful, they only discern that an attack was initiated.

2.5
Detection Methodologies 

There are two basic approaches to intrusion detection namely anomy and misuse detection.


Anomaly Detection: The basic approach is to use machine learning to create a model of trustworthy activity and then compare new behavior against this model. Although this approach enables the detection of previously unknown attacks. Anomaly detection is characterized into two types namely: static and dynamic anomaly detection.
Static Anomaly Detection: Is a system that is based on the assumption that there is a static portion of the system being monitored. Static portions of the system can be represented as a binary string or a set of binary strings (like files). A common progression for analytics adoption is to start with static thresholds and then add simple data transformations, and finally introduce machine learning and other models and algorithms designed to increase alarm quality. Example of static anomaly detectors is “Trip-wire and Virus-specific checkers [6]. 

Dynamic Anomaly Detection: In dynamic anomaly detection, detectors are harder to build since building them requires a definition of behaviour, which is often defined as a sequence (or partially ordered sequined) of distinct events, two methods proposed for dynamic anomaly detection in MANETS those named IPAD and IAPAD. The anomaly detection procedure consists three main phases: Training, Detection and updating in these methods. In the IPAD method, to create the normal profile, we use the normal feature vectors and principal components analysis, in the training phase [6].The main challenge in dynamic anomaly detection system is that they must build accurate base profiles and then recognize a behavior that signifies deviate from the profile, example of dynamic anomaly detection systems that use statistical approaches to measure deviation from the base profile is “Next-generation intrusion detection expert system (NIDES)”.

Misuse Detection
Misuse detection works against potential insider threats to vulnerable computer data. Misuse detection is an approach to detecting computer attacks. In a misuse detection approach, abnormal system behaviour is defined first, and then all other behaviour is defined as normal. It stands against the anomaly detection approach which utilizes the reverse; defining normal system behaviour first and defining all other behaviour as abnormal. An example of misuse detection is the use of attack signatures in an intrusion detection system. Multics intrusion detection and alerting system (MIDAS) and intrusion detection expert system (IDES) are some examples of rule based system. Misuse detection has also been used more generally to refer to all kinds of computer misuse [7].

2.6
Layers of Operation

Intrusion detection systems try to identify intrusive behaviours at different layers of operation. The following layers of operation can be easily identified.

Operating System

Most operating systems are designed as a series of layers. The logs in this layer contain information from the Kernel and other operating system components and help determine if an attack is trying to compromise the operating system (OS), examples of such operating system include, the audit analysis project (AAP), formation security officer’s assistant (ISOA), next-generation intrusion detection expert system (NIDES), etc.

Network
At the network layer, the layered concept of networking was developed to accommodate changes in technology, example of intrusion detection systems that operate on the network layer include; network audit director and intrusion, reporter (NADIR), Network Security Monitor (NSM), etc.

Application

Application level intrusion detection system example the operations executed in an application to ascertain of the application is being manipulated to extract behaviour that is prohibited; examples include multics intrusion detection and alerting system (MIDAS) and Janus.

2.7
Types of Attack

In this section, there are generic classifications of the types of attack that intrusion detection systems have tried to cope with. These classifications include:

Penetration Attack:  In this attack a user attempts to directly violate the system security policy [8]. They find out if all foreseen controls are in place.

Bonet Attack: are used to conduct distributed attacks. External Break In: When authorized user tries to gain access to a computer system.

CHAPTER THREE
DESIGN AND ANALYSIS

3.0
Introduction

This chapter focused on the research methodology the methodology used in the development of the proposed system is the spiral model methodology, system analysis and design being used, the system analysis which include system design, system architecture, input layout, output format, analysis of the existing system, problem of the existing system, analysis of the proposed system, advantages of the proposed system and disadvantages of the proposed system.

3.1 Research Methodology

The methodology employed for the development of the system is the spiral model. A software development methodology or system development methodology is a frame work that is used to structure, plan and control the process of developing an information system. The spiral development model comprises the elements of both design and prototyping. The model has four stages namely: Planning, Analysis, Evaluation and Development. Also, the data used for the development of the research was gotten from the internet, textbooks and articles. The contributions of other experts on the subject were examined so as to gather relevant information. The case study also provided useful information for the development of the system. 

3.2 System Analysis

The term system analysis entails examining a system in order to understand its step by step operation so as to identify its benefits and areas of limitation that required improvement.

3.2.1 Analysis of the Existing System

Although the present system for intrusion, detection prevention and trace back in first bank plc is computerize. But it is unable to trackback the fraudster so that bank workers or manager can know the intruder but the propose system can handle that.

3.3.2 Problem face by the Existing System includes:

The following are the problems associated with the existing system:

The system is prone to erroneous data; where by digits written in on paper may be wrongly analyzed. E.g some customers may write 8 in form of 0.

It requires a enough time and labour for customers to provide their details in other withdraw money from their bank account. 

It requires a enough time and labour for bankers to process the above customers details electronically.

Analysis of the Proposed System

The proposed system known as intrusion, detection prevention and trackback System eradicates some if not all the problems developed by the existing (manual) system. 

3.2.3.1The Advantages of the Proposed System(

(i) It will help to serve time compared to the existing system.
(ii)
It will help to improve the skills and knowledge of computing in our society.

(iii)
it will help to trackback the intruder

(iv)
It will help to reduce intrusion or fraud to user’s data.

(v)
It will create convenience and user friendliness to the operators.

3.3
System Design
The system design is the step that is followed in breaking down of how the new system functions or how it is being operated. System design includes the following: 

Input layout

Output format

Algorithm design

 Program flowchart

3.3.1 Input Design

The following are the input for the development of the program.


REGISTRATION DATR

ACCOUNT NAME

HONE NO

GENDER

MARITAL STATUS

NATIONALITY

STATE

L.G.A

ADDRESS

E-MAIL

INITIAL DEPOSIT



3.3.2 Output Format

Table 3.1 Account Registration output format

	DATE
	ACCT NAME
	PHONE NO
	GENDER
	STATUS
	NATIONALITY
	STATE
	L.G.A
	ADDRESS
	INITIAL DEPOSIT

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	


3.3.3 Algorithms

Step1: start

Step2: login

Step3: is password correct? If yes goto step 4 else goto step2

Step4: display main menu form 

Step5: select menu option

Step6: is menu option opening Account? If yes goto step 7 else goto step 10

Step7: display opening Account form

 Step8: Input details

Step9: save to database then go to step4

Step10: is menu option Deposit? If yes goto step11 else goto step 14

Step11: Display Deposit form

Step12: Input Details

Step13: save to database then goto step 4 

Step14: is menu option withdraw? If yes goto step15 else goto step 19

Step15: Enter pin Number

Step16: display withdrawal form

Step17:  Input withdrawal details

Step18: save to database then goto step4 

Step19: is menu option other services? If  yes goto step 20 else goto step22

Step20: display others service sub menu option

Step21 is sub menu option change password? If yes goto step 22 else goto step    25

Step22: display change of password form

Step23: Enter password details

Step24: save to database 

Step 25: is sub menu option check balance? if yes goto step 26 else goto step 30

Step26: display check balance form

Step27: Enter your pin number

Step28: change pin

Step29: save to database

Step30: is menu option Quit if yes goto step 31

Step31: stop.

3.3.4 Program Flowchart
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Figure3.3 Main Menu Flowchart
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Figure 3.6 Withdraw Flowchart
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Figure 3.7 Change password/check balance flowchart

3.4 System Design Diagram
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Figure 3.8 System Design Diagram

Analysis of Modules 

Opening Account: This module is where the registration of customer opens of account.
Deposit: This module enables the customer to deposit their money to their bank account.

Withdraw: These modules enabled the customer to withdraw their money.

Others services: this module has two sub modules which are change pin and check account balance. 

Quit: this module terminate or end the entire program

CHAPTER FOUR

SYSTEM IMPLEMENTATION AND DUMENTATION

4.0
Introduction

This chapter presents the choice of programming language, programming environment and system implementation.

4.1
Choice of the Programming Language

The programming language used for implementing this research work is Visual Basic edition. This programming language helps to develop program that runs in all platform with a user friendly interface.

4.2
Programming Environment

Several computer hardware and software resources were used in completing this research work and are specifically mentioned below.

4.2.1
Hardware Requirement

The hardware requirement includes
(i)
Processor speed of at least 700 Magahertz

(ii)
At least 40 gigabyte of hard disk

(iii)
A functional keyboard

(iv)    At least 500MB of RAM and

(v)
 UPS.

4.2.2
Software Requirement

The software requirement includes

(i)
Windows 7, 8 or 9.

(ii)
Visual Basic 6.0

(iii)
An effective antivirus.

4.3
System Implementation

This is the system testing phase of the system development life cycle which includes the installation of the system and the initial use of the complete system.  

For any system to output result, the user must be able to use the system effectively. This is user friendly, menu – driven, flexible and interactive. Thereby, offering users the ease of learning and training staff on the use of computer based system. Once the training is completed, the system is implemented and the manual system has to be replaced. The following changes over procedure are available in this study:

The Pilot Approach

In this approach the change over being with the selection of all the departments involved in using this application. This system is first tested within these departments so that, if the users specification is in line with that of the program specification of the new system then all other sections of the organization will be converted. If there is any amendment to be done, it is done easily and the specification is met, the new system takes over automatically. 

Phased Approach

The conversion type is useful in this study, since it is done in a step by step fashion, starting with single section of the firm at a time, until the entire conversion of the other sections is completed and the old system is absolutely search out.  
Parallel Approach

This change over approach is also useful in this study, because it allows both data processing operations to occur simultaneously on both the old and the new system. The result from both systems are compared, which if identical then the new system takes over fully from the old system, despite the fact that this approach places strains on the resources of the organization. 

Direct change over

In this system, the old system is no longer available and everything must run on the new system. Problem with the new system can cause problems for the business, only suitable for non-critical system.

CHAPTER FIVE

SUMMARY, CONCLUSION AND RECOMMENDATION

5.0 Introduction

This chapter presents the summary, conclusion and offers useful recommendations.

5.1 Constraints of The Study 

In carrying out the research work, some challenges were faced that limited the study such as:

Time: The time given for the completion of the research work was too short hence the researcher had speed up the research work to meet up and this has an impact on the study.

Limited Materials: few materials were found pertaining to the research area and this limited the bulk of the literature review.

Finance: The high cost of textbooks, internet browsing and transportation to different libraries to gather materials stood as a constraint to the research work.

5.1 Summary

This research project was carried out in an attempt to develop intrusion, detection, prevention and drawback system using first bank plc, Ikot Ekpene as the case study this project is an application that will enhance Productivity, effectiveness and efficiency by reducing work intensity, less tedious, enhance speed optimization and reduced queuing in the bank. It will help the management and staff to keep track of intrusion process properly, enables management to keep track of the total numbers of aspirant and the total numbers of voters. It also enables the management to know the customers who try to intrude. The challenges of the existing system were; poor performance experienced during withdrawing process, the current system makes it hard to serve customers and staff effectively. This is seen when customers queue for not less than 20 minutes to deposit or withdraw hence wasting a lot of time. The challenges of the existing system can be solve when the proposed system is adopted. The researcher gathers data through primary and secondary sources which includes textbook, journals and the internets. This software is developed using visual basic 6.0 programming language. The new system has more advantages over the manual system in terms of speed, efficiency, accuracy, storage and easy retriever of information for decision making.

5.2 Conclusion   

Conclusively, this research work has successfully accomplished intrusion, detection, prevention and drawback system that has replaced the manual/existing mode of automated machine process in the first bank.  

5.3 Recommendations 

Below are the recommendations of this research work

More compatible Automated Teller Machine (ATM) should be procured to run this application.

Customers should be taught on how to operate it effectively.

The ATM should be maintained by expert at regular intervals.

The systems should be secured with password to prevent intrusion.  
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APPENDIX A

PROGRAM SOURCE CODE

On Error GoTo a:

    'check for correct password

    If txtPassword = "ABIA" Then

    Form5.Show

        'place code to here to pass the

        'success to the calling sub

        'setting a global var is the easiest

        LoginSucceeded = True

        Me.Hide

    Else

        MsgBox "Invalid Password, try again!", , "Login"

        txtPassword.SetFocus

        SendKeys "{Home}+{End}"

    End If

a:

Private Sub Command1_Click()

Text4.Text = Text2.Text + 3

Text7.Text = Text5.Text + 6

Text1.Text = Text4.Text

Text8.Text = Text7.Text

Adodc1.Recordset.Update

Adodc2.Recordset.AddNew

Text3.Text = Text4.Text

Text6.Text = Text7.Text

Frame1.Visible = False

Frame2.Visible = True

End Sub

Private Sub Command2_Click()

Adodc2.Recordset.Update

CommonDialog2.ShowPrinter

End Sub

Private Sub Command3_Click()

Unload Me

End Sub

Private Sub Command4_Click()

CommonDialog1.ShowOpen

Text9.Text = CommonDialog1.FileName

Image1.Picture = LoadPicture(Text9.Text)

End Sub

Private Sub Form_Load()

Adodc1.Recordset.AddNew

Text16.Text = Date$

Adodc2.Recordset.MoveLast

End Sub

Text3.Text = Text9.Text

Text2.Text = Text8.Text

Text12.Text = CInt(Text11.Text) + CInt(Text6.Text)

Text11.Text = Text12.Text

Text11.SetFocus

Adodc1.Recordset.Update

Adodc2.Recordset.Update

End Sub

Private Sub Command2_Click()

Unload Me

End Sub

Private Sub Command3_Click()

Adodc1.Recordset.AddNew

End Sub

Private Sub Command4_Click()

Adodc2.Recordset.Filter = "PASSWORD='" & Text10.Text & "'"

If Text10.Text = Text4.Text Then

MsgBox "Access Granted", vbOKOnly + vbOKOnly, Password

Frame2.Visible = False

Frame1.Visible = True

Else

MsgBox "Invalid password"

End If

End Sub

Private Sub Form_Load()

Adodc1.Recordset.AddNew

Text1.Text = Date$

a = InputBox("Enter Password", "Verification")

Adodc2.Recordset.Filter = "PASSWORD='" & a & "'"

If a = Text4.Text Then

MsgBox "Access Granted", vbOKOnly + vbOKOnly, Password

Form2.Show

'Frame2.Visible = False

'Frame1.Visible = True

Else

MsgBox "Invalid password"

Unload Form2

End If

End Sub

Private Sub Form_Load()

Text9.Text = "C:\My Project\HERO\record20150122195836.3gpp"

Text13.Text = 0

Adodc1.Recordset.AddNew

x:

a = InputBox("Enter Password", "Verification")

Adodc2.Recordset.Filter = "PASSWORD='" & a & "'"

If a = Text1.Text Then

MsgBox "Access Granted", vbOKOnly + vbOKOnly, Password

'Frame1.Visible = True

'Frame2.Visible = False

Else

MsgBox "Wrong Password"

Text13.Text = CInt(Text13.Text) + 1

GoTo x

End If

If Text13.Text = 3 Then

WindowsMediaPlayer1.URL = Text9.Text

End If

End Sub

Private Sub Command1_Click()

Unload Me

End Sub

Private Sub Command2_Click()

Adodc1.Recordset.Filter = "PASSWORD='" & Text3.Text & "'"

If Text3.Text = Text4.Text Then

MsgBox "Access Granted", vbOKOnly + vbOKOnly, Password

Image1.Picture = LoadPicture(Text9.Text)

Frame2.Visible = False

Frame1.Visible = True

Else

MsgBox "wrong password"

End If

End Sub

Private Sub Form_Load()

a = InputBox("Enter Password", "Verification")

Adodc1.Recordset.Filter = "PASSWORD='" & a & "'"

If a = Text4.Text Then

MsgBox "Access Granted", vbOKOnly + vbOKOnly, Password

Image1.Picture = LoadPicture(Text9.Text)

'Frame2.Visible = False

APPENDIX B

OUTPUT FORMAT
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Figure 3.9 Welcome page
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Figure 3.10 Withdrawal Account form
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