ATTITUDE OF HEALTH INFORMATION MANAGEMENT IN THE CONFIDENTIALITY OF PATIENT INFORMATION

ABSTRACT

This study was carried out on the attitude of health information management in the confidentiality of patient information using University of Uyo Teaching Hospital in Uyo Akwa Ibom State as a case study. The survey design was adopted and the simple random sampling techniques were employed in this study. The population size comprised of health information management personnel in University of Uyo Teaching Hospital in Uyo Akwa Ibom State. In determining the sample size, the researcher purposefully selected 39 respondents and 35 were validated. Self-constructed and validated questionnaire was used for data collection. The collected and validated questionnaires were analyzed using frequency tables.  The result of the findings reveals that the health workers are aware of the importance of patent’s information confidentiality. The study also revealed that the extent to which patients health information is made confidential among health personnel is high. Furthermore, the study revealed that health personnel have a positive attitude towards the confidentiality of patient information. Therefore, there is need to provide a continuing medical ethics training package for health workers before joining the hospital and in between the working time  so as to improve health professionals' knowledge and attitude towards patient confidentiality. And health Information Officers should be made to be answerable to their employer alone by restricting facility employee cum supporting agencies interactions. To mention but a few.
CHAPTER ONE

INTRODUCTION

Background of the study

In recent years, the proliferation of information and communication technologies (ICT) has spread its tentacles into almost every sector of society, one of which is the medical sector. In recent years, information and communication technology (ICT) has seen broad adoption and use, which has caused it to penetrate almost every element of human and organizational life, including the healthcare business (Powell, Darvell, & Gray 2015). According to Park (2015), the Health Information System was established so that full advantage could be taken of technological advancements, most notably the Internet, in the service of delivering superior medical treatment. Health information systems are typically defined as the interaction of people, processes, and technology to support operations and management in the delivery of critical information to improve the quality of healthcare services. This definition highlights the importance of the interplay between people, processes, and technology. The nature of the healthcare sector, similar to that of any other business, has evolved over the course of time from being one that is relatively stable to being one that is dynamic. In addition, developments in a variety of information technologies have led to the evolution of health information systems (Haux, 2016).

The term "health information management," abbreviated "HIM," refers to the application of "information management" to the realm of "health" and "health care." The process of gathering, evaluating, and safeguarding both digital and analog patient information is very necessary in order to provide high-quality medical treatment to patients. Electronic health records are gradually replacing conventional health records that were kept on paper as a result of the growing use of computerization of medical information (EHRs). The tools that are used for health informatics and health information technology are continuously being developed to bring about higher efficacy in the management of information within the health care industry. HIM is often put into practice via several information systems, the most prevalent of which being hospital information systems and the Human Resource for Health Information System (HRHIS).

Information systems are planned, health policies are developed, and present and future information requirements are determined by specialists in the field of health information management. In addition to this, they may utilize the science of informatics to gather, store, analyze, use, and transmit information in order to fulfill the legal, professional, ethical, and administrative record-keeping requirements of the health care delivery system (World Health Organization, 2010). In addition to the provision of medical services, the hospital is often responsible for the provision of clinical education and training to students, nurses, and other healthcare workers, in addition to the maintenance of patient records.

Many studies have been conducted throughout the years with the primary goal of protecting the privacy of patients' medical information. According to the most recent edition of the Merriam-Webster Dictionary (2018), "confidentiality" refers to demonstrating that you are discussing something that is secret or private as well as being trusted with information that is secret or private. The doctor-patient relationship is built on a foundation of trust, and maintaining that trust requires strict adherence to confidentiality. In the event that confidentiality is not maintained, patients may be hesitant to divulge private or sensitive information that you would need to know in order to provide them with the proper treatment. It is impossible to place enough importance on the maintenance and protection of patients' medical records. The health administrators who work in the health records unit are responsible for maintaining the patient records and managing the unit. Patient records are very important to any healthcare facility. The right to privacy of a patient encompasses both the secrecy of information pertaining to the patient as well as the patient's physical autonomy in matters of privacy. From a historical point of view, an overview of legal instruments related to patient rights demonstrates that privacy and confidentiality of private life were involved in all relevant instruments (such as the American Hospital Association's Patient's Bill of Rights from 1972, the World Medical Association's Declaration of Lisbon on the Rights of the Patient from 1981, the Amsterdam Declaration on the Promotion of Patients' Rights in Europe from 1994, the Bali Declaration from 1995, and the European Charter of Patients' Rights).

For a therapy relationship to be productive and respectful from the beginning and throughout its existence, protecting confidentiality and privacy are essential. The protection of an individual's right to privacy is a valuable contribution to society since it promotes open communication about patients' and practitioners' concerns about their health. To protect their patients' privacy, doctors are required to keep secret any information that patients provide them or that they learn in the course of their professional interactions with patients (Braunack-Mayer et al., 2003). Privacy is essential because it creates a safe setting for patients, in which they can receive medical attention and give information that is exhaustive and precise, which in turn helps to restore patients' faith in the medical system and highlights how critically it is to respect patients' right to exercise their own autonomy (Beauchamp, 2009). Therefore, the protection of patient confidentiality on the part of hospital staff entails the need to ensure that patient information obtained during treatment will be shared only with those who are providing health care to the patient. This is the case unless the patient consents for others to receive the patient's information or an exception to the protection of patient confidentiality is applicable. 
Statement of the problem

Patients at the hospital have filed lawsuits against the hospital as a result of the attitude of the health administrator (health information management). It has resulted in mistrust between patients and the medical staff working at the hospital because of this. As a result of the disclosure of staff records on medically challenging situations, it has increased the stigmatization of patients' private information. According to Ojo and Popoola (2015), when patients use health care services, it is essential for them to provide personal information to the staff members who are providing the treatment for them. As professionals, those who provide medical treatment have a responsibility to honor the confidence placed in them by patients and to protect the confidentiality of their medical records. On the other hand, patients often have a limited understanding of the rights they have to privacy and secrecy. Previous qualitative research has shown that a sizeable proportion of patients are hesitant or unwilling to provide some of the personal information that is required for their treatment. They may even offer false or incomplete information about their medical history because they are concerned that the healthcare providers may disclose such information to uninvited third parties. This is done due to their belief that such information may be disclosed. Even if the health care providers do not disclose such information, it is possible that in teaching hospitals like University College Hospitals (UCH), where consultations are conducted with multiple medical personnel in the same room as well as the presence of medical students, it can be difficult to maintain one's privacy. This is especially true in environments where medical students are present.

In light of these facts, a research was carried out with the purpose of examining the perspective held by professionals working in health information management with regard to the confidentiality of patient information.
Objective of the study

The broad objective of this study is to examine attitude of health information management personnel towards the confidentiality of patient information. Other specific objectives includes: 

1.Ascertain whether there is effective health information management in the hospital.

2.Determine whether health workers are aware of the importance of patent’s information confidentiality.

3.Determine the extent to which patients health information is made confidential among health personnel.

4.Find out if health personnel have a positive attitude towards the confidentiality of patient information.

1.4
Research Question

The research is guided by the following research question:

Is  there effective health information management in the hospital?

Are health workers are aware of the importance of patent’s information confidentiality?

What is the extent to which patients health information is made confidential among health personnel?

Does health personnel have a positive attitude towards the confidentiality of patient information?
1.5
Significance of the study

`
The findings of this research work will be useful in the evaluation of the knowledge and attitude of patients towards the privacy and confidentiality of their health information. The result of this study will also be useful in enlightening the patients about the importance of sharing their information with the health care providers.   Furthermore the findings of this research will help various medical institutions adopt controls and policies concerning the appropriate use, access to and dissemination of patients’ health information. Also, the results of this study will help to promote the practice of confidentiality of health information among health care professionals in Nigeria. It will further allow health organizations to devise educational mechanisms such as distributing information notices about patient confidentiality to ensure the use of ethical practices in regard to clinical information in the health care system.
1.6
Scope of the study

The scope of the study borders on  attitude of health information management personnel towards the confidentiality of patient information. The study is limited to University of Uyo Teaching Hospital in Uyo Akwaibom State. 
1.7 Limitation of the study

Like in every human endeavour, the researchers encountered slight constraints while carrying out the study. The significant constraint was the scantiness of literature on primary education. Thus much time and organization  was required in sourcing for the materials and literature  that will be relevant to study as well in the process of data collection. Also the study is limited in sample size and geography covering only hospital personnel  University of Uyo Teaching Hospital in Uyo Akwaibom State. Therefore findings of this study cannot be used for generalization in other  hospitals within or  outside the state this therefore  creates  a gap for further studies. 
1.98 Definition of terms

Attitude: It is a complex mental state involving belief and feelings to acts in certain ways.
Records: It is a sum total of all staff documents, which will enhance promotion and functionality of all staffs in the hospital.
Health: It is a complete state of physically mental and social well-being not merely the absence of disease or infirmities.
Health Information Management System: is a system whereby health data are recorded, stored, retrieved and processed to improve decision-making.

Confidentiality: A state keeping or being kept or private.
CHAPTER TWO

LITERATURE REVIEW

2.0 INTRODUCTION

Our focus in this chapter is to critically examine relevant literatures that would assist in explaining the research problem and furthermore recognize the efforts of scholars who had previously contributed immensely to similar research. The chapter intends to deepen the understanding of the study and close the perceived gaps.

2.1 CONCEPTUAL REVIEW

2.1.1 Concept of Hospital

According to Berg (2019), a hospital is a health-care facility that delivers patient care through specialized staff and equipment. Hospitals are typically supported by the public sector, health organizations (for profit or charity), health insurance companies, or charities, including cash raised through direct charitable donations. However, historically, hospitals were frequently built and supported by religious groups or generous individuals and leaders. Professional physicians, surgeons, and nurses staff the majority of today's hospitals (Attah, 2017).

The ownership, extent of services, and whether or not they are teaching hospitals with academic links distinguish hospitals. Hospitals can be run as for-profit enterprises, owned by corporations or people such as physicians, or they can be run as non-profit organizations, religious groups, or by federal, state, or city governments. Voluntary and non-profit hospitals are typically managed by a board of trustees comprised of community business and civic leaders who serve without compensation to oversee hospital operations (Berg, 2019).

Hospitals can be classified into:

Community Hospitals,

Teaching Hospitals,

Public Hospitals,

General Hospitals, 

District Hospitals and

Specialized hospitals

2.1.3 Concept of Health Records Management Practices

A good health records system has been regarded as critical to boosting patient satisfaction (Kuhn, & Giuse, 2017). According to Ko, Lee, and Lee (2017), most hospital records have recently been digitized or totally turned into an electronic system, which has resulted in increased patient satisfaction with the care provided (Bowman, 2016). The benefits of an electronic health records system include faster service delivery, more accurate data storage and retrieval, and a reduction in overall patient waiting time. Although attaining a holistic health service delivery is the duty of everyone involved in patient care. It should be noted that the hospital's health information management personnel has a larger role to play in maintaining an adequate health information system. After all, they are specifically trained to cross this chasm (Adefolaju, 2015).

A good health information system can improve patient care by retrieving patient health records accurately and on time. It also ensures the confidentiality, authenticity, and proper protection of patients' medical records. Patient case notes, x-ray and laboratory reports, pathological specimens and preparations, patients' indexes and registers, pharmacy and drug records, and nursing and ward records are all part of a complete patient's health record (Attah, 2017; Ondieki, 2017). Furthermore, it is natural that hospital health records systems fluctuate from one setting to the next, maybe due to environmental and other circumstances that favor some institutions more than others. However, a hospital health records system should be maintained in order to improve patient satisfaction (Anyika, 2015). Furthermore, good health record systems can be used during litigation to safeguard the rights of the hospital, patients, and their families Open Clinical Definitions (2013), as mentioned in (Adeleke, Lawal, Adio, & Adebisi, 2019). The records of patients' health information also include clinical coding and disease classification, which are used by stakeholders in the sector for research, planning, and decision-making. Park, (2015) pointed to the importance of good health record systems in boosting patients' satisfaction with the care they received in similar studies. These authors conducted a study on a framework to embed medical records management within health care service delivery in West Africa after highlighting the dangers of poor health record keeping in inpatient care. It discovered that inadequate record-keeping was one of the root reasons of poor health-care delivery in Nigeria.

2.1.4 Medical records management in public hospitals
Medical information and related records are gathered, developed, disseminated, and used in greater quantities in public healthcare organizations than in any other organization (Welborn, & Winter, 2016). These data are critical to the public's well-being and are used to ensure the accountability of such public health facilities' service delivery (Ondieki, 2017). Medical records have served and continue to serve numerous roles in both private and public healthcare institutions, ranging from births through the recoding of individual deaths, while also serving as data for visionary governments in equipping and providing required medical facilities (Goldschmidt, 2015).

The importance of records management to public healthcare facilities and institutions includes operational cost reduction and elimination of duplicated overhead costs; eliminates the creation of irrelevant records (Milena, 2015); reduces future costs by ensuring that expensive new equipment is only purchased for upgrading information management (Marini, 2018); saves space by transferring inactive records from busy offices to storage areas and also ensures the timely archiving of records (Vesna, 2017). Furthermore, health records management saves time by ensuring proper record organization and maintenance (Aljumah, 2015); promotes effective public service delivery by providing access to needed information for program monitoring, ensuring administrative stability, and ensuring informed policy decisions are made; and preserves history by identifying and preserving vital research records and evidential information (Asunmo & Yaya, 2016).

2.1.6 Concept of Electronic Health Information Management System

In today's healthcare service delivery, health information is critical for continuously monitoring and assessing health status, as well as ensuring and continuously improving the quality of medical care programs and services (WHO, 2018). Globally, healthcare services have shifted from curative to preventative care, from targeted intervention to a more broad-based and inclusive approach, and from an integrated to a decentralized healthcare system (Nwankwo & Sambo, 2018). This has necessitated the consolidation of disparate health information systems into a comprehensive but unified health information management system (WHO, 2018). Electronic health is perceived as a broad phrase that encompasses all forms of digital data related with and critical to healthcare delivery. It is the incorporation of information-supported equipment to assist in all aspects of medical care services, including literature, research, surveillance, education, and knowledge (Umar, 2015). It is also described as a massive integrated system that assists medical facilities with their wide-ranging information requirements in the areas of patient, ancillary, clinical, and financial management; it can also be viewed as a holistic healthcare information system, designed to store, operate, and retrieve administrative and clinical information (Ojo & Popoola, 2015).

HIMS, with its purpose of constant facilitation and enhancement of the process of service delivery within medical facilities, serves as the link between humans, processes, and technology, which firmly supports the management of critical information operations and availability (Almunawar & Anshari, 2016). As a result, the health sector has evolved from a relatively stable to a dynamic one, with the primary goal of HIMS being to improve the sector's efficiency and service delivery quality (Sockolow, Bowles, Adelsberger, Chittams, & Liao, 2018), as well as to encourage an expansive development of its management, in order to achieve security, reliability, quality, interoperability standards, and timeliness in data processing and storage (Jardim, 2017).

Notably, modern electronic health applications such as electronic medical records (EMR), health information management systems (HIMS), and internet-supported telemedicine, among others, are critical information technology tools used to improve patient safety, improve care delivery quality, and lower associated medical costs (Luna, Almerares, Mayan, Bernaldo & Otero, 2020). Other advantages of e-health information systems include access to up-to-date medical records and related information, clinical decision-aided systems, electronic prescriptions as stated by (Zayyad & Toycan, 2018), well-structured interdepartmental information sharing, convenient clinical service maintenance, and an improved health services administrative system (Meier, Fitzgerald & Smith, 2016).

2.1.8 The Structure Of Health Information Systems 

According to Katuu (2016), this structure is relatively independent of the technology used to build the system. A manual system to monitor family planning activities in a primary health clinic, for example, will most likely obtain raw data via a questionnaire distributed to clinic patients. Coding is frequently included into the structure of the questionnaire in this scenario because many items contain a discrete number of answers (e.g., contraceptive methods in use) or are already in numerical format (e.g. number of children, date of birth, etc.). The input stage is simple as well. The surveys will be kept in a file cabinet, and copies may be added to the patient's file. Processing may entail a review of questionnaires as well as simple statistics of the most important information, such as the number of children in the family, age distribution, percentage of couples using each contraceptive technique, and so on (Katuu, 2016).

A typical outcome will be a summary report that will be provided to the program's management team. Improving population health is especially important in underdeveloped countries. Where resources for preventive and health care are limited, HIS can be used to effect changes in resource allocation, priority setting, and service management. Greater community involvement in systems that not only collect data but also provide feedback and health education at the primary health care (PHC) level should also be expected to benefit (Katuu, 2016). Despite these promising benefits, most poor nations are still failing to use HIS to support local and central planning and decision making. Lack of political will, opposition to embracing a culture of informed decision making, a critical mass of qualified professionals, oppressive bureaucracy, and bad management have been the limiting factors. This scenario, however, cannot be generalized. The turbulent political environment in some African countries, as well as the frequent intervention of armed conflict, do not provide the necessary circumstances of stability and long-term commitment required for data gathering and personnel training. Most Latin American countries, on the other hand, have had experience in establishing HIS at the central level of government, such as the Ministry of Health, Social Security, or organizations in charge of national planning and development. However, in most situations, the HIS is not a "system," but rather independent databases containing mortality data, infectious illness incidence, tropical and chronic disease prevalence, hospital admissions, or health service structure. Long delays in data gathering, compilation, and distribution are also common. As a result, most of the available data is underutilized for management and planning purposes (Ko, et al, 2017).

2.1.9 Terminologies related to HIMS

The discipline of health informatics is concerned with the cognitive, information processing, and communication tasks of medical practice, education, and research, as well as the information science and technology that supports those efforts. Computers, as well as clinical recommendations, formal medical terminologies, and information and communication systems, are examples of health informatics technologies. In other words, it focuses on clinical and biomedical applications, with the added capability of connecting clinical components among themselves or with more administrative-type health information systems (Conrick, 2016). Furthermore, health information technology is the application of information processing that involves both computer hardware and software and is concerned with the storing, retrieval, exchange, and use of health care information, data, and knowledge for communication and decision making (Goldschmidt, 2015).

C
onrick (2016) went on to say that another essential term in HIS is Electronic Medical Records (EMR), which is located at the heart of any health information system. An electronic medical record (EMR) is a digital medical record, whereas an electronic health record (EHR) is a digital medical record for an individual patient. EHR systems use computers to organize the storage and retrieval of individual records, which are typically viewed on a computer, generally over a computer network. The transition to a universal electronic patient record is one of the most important trends (EPR). EPR is defined as electronically stored health information about a single person that is uniquely identified by an identifier. Essentially, EPR technology comprises acquiring, storing, retrieving, transferring, and modifying patient-specific, healthcare-related data, including clinical, administrative, and biographical data, singularly and thoroughly (Park, 2015).

How to manage the interaction between healthcare practitioners and patients is one of the most intriguing parts of HIS. Fostering positive relationships with customers (patients) can help to maintain and attract them as loyal consumers, as well as increase mutual understanding, trust, and satisfaction. Furthermore, a positive relationship will increase the patient's participation in decision making (Richard & Ronald, 2018). A good relationship will enable efficient communication, which is frequently associated with enhanced physical health, more effective chronic disease management, and a higher quality of life in terms of health (Adeleke, 2018). Relationship management must evolve and grow over time. A healthy connection is one that is dynamic, requiring the business to be awake to and aware of changing demands. As a result, when healthcare organizations operate efficiently, patients will want to return since loyalty and trust are fostered. They will understand that if they present a problem, the companies will resolve it professionally.

2.1.10 Characteristics of the Electronic Health Information Systems

Optimizing EHIS performance is critical for health service delivery due to its numerous benefits, which include improving healthcare service delivery quality, lowering healthcare expenditures, and lowering the degree of unexpected risks (Bowman 2016). Misuse of the electronic health records system may result in inaccuracies connected to the electronic health records, which may jeopardize the security of the information included in the electronic health records. Such errors may result in the emergence of major errors, endangering the patient's safety and jeopardizing the quality of healthcare services (Bowman, 2016). For an EHIS function to function efficiently, the following major components must be considered: patient diagnosis management, clinical care management, pharmacy management, laboratory management, radiology information system management, and billing system are major components that govern the efficiency of EHIS functions.

Concept of Patient Confidentiality

Confidentiality is the basis of the legal aspects of health records; it is the ethical cornerstone of good treatment and it is indeed essential for establishing trust between clinicians and patients. It is often used interchangeably with privacy in reference to medical data, but their meanings are distinct. By definition, privacy in health care is the protection of a patient from any disclosure of personal health data, by providing security to the patient and the patient's health records. Whereas, confidentiality is the limiting of information to only those for whom it is appropriate. In other words, it is the restrictive use of information obtained from and about a patient (Zayyad  and Toycan 2018)

Confidentiality benefits patients by providing a secure environment in which they are most likely to seek medical care and to give a full and frank account of their illness when they do. It expresses respect for patients' autonomy e. people have a right to choose who will have access to information about them, and a rule of confidentiality for medical practitioners reassures patients that they can determine who will be privy to their secrets. To the healthcare industry, it supports public confidence and trust in healthcare services more generally (Wuyts, 2019). 

The idea of patient confidentiality was mutated over the last few years to accommodate the factors that infringe upon its meaning :such as expanding healthcare information technologies, physical  environment that promote breaches of patients privacy and healthcare workers who are unaware of how their routine behavior infringes on patients right to privacy (Welborn. & Winter 2016).
The right to personal privacy is an important principle within many cultures. Within the healthcare sector there is a need to constantly balance patients’ requirements for personal privacy against the potential benefits that may add to society as a whole from the more widespread use of their personal information. Privacy and confidentiality are not only basic rights of the patients but also serve to further a trustful, frank and open relationship with the health worker, thus improving patient care. It has also been noted that patients often over- or underestimate their ethical rights in health care system. Every patient wants to be treated as an individual, and has the right to courtesy, respect, privacy and confidentiality and to receive full information about their condition, investigations provided and treatments offered. Patients share personal information with health workers. Health care providers have a duty as professionals to respect the patient's trust and keep this information private. This requires the health workers to respect the patient's privacy by restricting access of others to that information, furthermore, creating a trusting environment by respecting patient privacy and encourage the patient to be as honest as possible during the course of the visit.(Journal General Internal Medicine,2012)
When considering sensitive health information requiring special layers of confidentiality, such as with mental health treatment, state statutes provide guidance for health information management professionals. In Illinois, for example, the Mental Health and Developmental Disabilities Confidentiality Act offers detailed requirements for access, use and disclosure of confidential patient information including for legal proceedings (MHDDCA, 2007).

Attitude Of Health Information Management Personnel Towards The Confidentiality Of Patient Information

It is a generally accepted principle that health record is   the physical property of the health care institution.[1]    However, the patient has control over the information       

care institution must defend its interests or the best interest of the patient.[1] The ownership rights of the   patient to the content of the health records are not providers are held responsible for generating the information contained in the record, they do not have primary right to control the release of the contents. This right is the prerogative of the patient, or the  professionals who frequently handle patients' health patient's legal representative.
records in the hospital. 

Researches from the patients' perspectives have health information management professionals, medical shown that patients share basic understanding of laboratory scientists, nurses and secretariat administrators confidentiality as protection of information and are (especially those administrative officers and clerks influenced by situational factors when deciding if attached to the offices of the Medical Director, Head of doctors should breach confidentiality (Elgujja,2020). 
As a key player in healthcare industry, health information management (HIM) professionals have as    one of their major responsibilities the safeguard of  designed by the authors confidentiality of patients' health information as taken into consideration relevant ethical standards related reflected in their code of ethics that: the health to confidentiality was submitted to the Ethics Review and information management professionals should protect  the confidentiality of patients' health records as validation and approval (Elgujja 2020). 

 More   so,   confidentiality,   source   of   knowledge,   practice   of doctors have always had a duty to keep their patients' confidentiality, in-depth knowledge of confidentiality of confidences and acknowledge the patients' autonomy records based on the requirements of the United States which is a principle of modern medical ethics.[8, 9, 10] Health Insurance Portability and Accountability Act Despite these ethical and legal obligations, (HIPAA)[13], the Nigerian National Health Bill 2008 unauthorized access  to confidential  patient  (SB.50)  Sections  25-29  [7], and the Helsinki information has become more prevalent in today's Declaration.[9] Respondents were   asked   to   make health care service environment in the reasoning of the recommendations on ways of promoting confidentiality in patients. For instance, it has been reported in South the hospital.

Health information management professionals plan information systems, develop health policy, and identify current and future information needs. In addition, they may apply the science of informatics to the collection, storage, analysis, use, and transmission of information to meet legal, professional, ethical and administrative records-keeping requirements of health care delivery (World Health Organization, 2010). Hence, Privacy is important as it provides a secure environment for patients where they receive medical care and provide complete and accurate information, and which reinforces confidence in health care and emphasizes the importance of respect for patient autonomy (Beauchamp, 2009).
2.2 Empirical Literature

There is a wealth of empirical material on the implementation and deployment of eHIS in Nigeria's public healthcare institutions. 

Adedeji et al., (2018), Knowledge, Attitudes and Practice of Confidentiality of Patients' Health Records among Health Care Professionals at Federal Medical Centre, Bida. A semi-structured self-administered questionnaire on the subject was administered to 313 health professionals chosen by stratified random sampling in the hospital. Findings of the study revealed that In spite of their level of awareness of confidentiality, professionals in this study have demonstrable gaps in knowledge of this important aspect of health care. Only a few of them agreed that confidentiality is the responsibility of all health care providers while the relative majority opined that it is the sole responsibility of health information management professionals. Recommendations given to improve the practice of confidentiality include among others, observance of g o o d h e a l t h r e c o r d s p r a c t i c e b y a l l professionals/stakeholders, continuing sensitisation of all staff and sanction against erring staff.
In addition, Zayyad & Toycan (2018) investigated factors influencing the sustainable implementation of e-health technology in Nigeria: the study found that healthcare specialists' beliefs, attitudes, perceived usefulness, and willingness to embrace and use e-health technology applications were significantly influenced by their intent to embrace and use e-health technology applications. However, Nwankwo and Sambo (2018) found that training healthcare workers on data management practice in health management information systems in primary health care (PHC) centers in Kaduna State resulted in a considerable improvement in primary healthcare workers' data management.

Anyanwu, Vincent & Duyile (2021) also carried out a study on the effectiveness and efficiency of health information management system for record management in University hospitals with precised reference to University of Uyo and the University of Calabar Teaching hospital. The study examined if University hospitals have an effective information management system. The study also evaluated if records at the hospitals are kept with an electronic device or are kept in a storage room. Lastly, the study examined if there are challenges to the use of information management system. In the study, the researchers employed the survey descriptive research design. A total of 120 responses were purposively selected, validated and used for analyses. From the responses obtained and analyzed, the study found out that University hospitals in Nigeria have an effective information management system. Also,  the study revealed that records at University hospitals are kept with an electronic device.

Moreso, Prince, Charles, & Daniel (2021) carried out a study on the availability and usage of health information management system in urban hospitals in Delta State. The population of the study comprised of fifteen (15) hospitals in Delta state with a sample size of 75. The formulated hypotheses for the study was tested with chi-square statistical tool using spss version 19 at 0.05 significant level. The study found out that hospitals in urban area of Delta State have health information management system available in their hospitals. The study also revealed that hospitals in urban area of Delta State make use of the available health information management system in record keeping in their hospitals. 

Uduak & Bidemi (2020) in their study  investigated the attitude of Health Information Management personnel towards the confidentiality of patient information using UPTH Port Harcourt in Rivers state as the focal point. The research instrument was well-validated; the questionnaire was prepared and administered accordingly. The questionnaire was the main instrument use to collect data from the respondent in the university of Port Harcourt teaching hospital and the sampling method was done randomly. A total number of 210 questionnaires were distributed to the respondent and 200 were retrieved, The method that was used to analyze the collected data was a descriptive statistics of frequency. The objective is to determine the attitude of health information personnel toward the confidentially of patient information, the result of the finding shows that proper seminar/workshop and professional ethics of health information managers will enhance a good job delivery on patient confidentiality. I recommend that the government should carry out a sensitization campaign in all hospitals on proper storage and handling of patient records, through seminars, workshops, symposia, and ensuring that health administrators are well enlightened on the benefits and effects of health data.
2.3 Theoretical Framework

Churchmanian Theory of Knowledge Management Systems

This study is anchored on the Churchmanian theory of knowledge management systems, defined as an ethically focused information system that generates exoteric knowledge and provides a connection between knowledge and action within an organisation (Richardson & Courtney, 2016).

Knowledge management involves the creation of value from an organisation’s intangible assets (Holsapple & Joshi, 2015). Public healthcare institutions are introducing information systems programmed to enable integration and dissemination of health-related information. Thus, it pertinent to integrate the notion that knowledge management encompasses more than just knowledge creation and sharing technology (Davidona, Kokina & Zarina, 2017). Globally, there has been a realisation by industry actors that individuals and workplace culture are driving factors that eventually determine the success or possible failure of knowledge management resourcefulness.

The Churchmanian theory is a theoretical principle with a strong emphasis on success benchmarks, ethical behaviour, the need to ensure that health information systems and medical records management (knowledge management) improve the dignity of humanity, a highly participatory procedure for medical practitioners, desire to merge health information records for the prompt access and use by appropriate medical personnel, decision-makers and patients, and the need for protection of such sensitive information residing in the system.
Information System Success (Iss) Model by (Delone and Mclean 2016)

This study will also be guided by the updated information system success (ISS) model (Conrick, 2016). A number of studies have used the ISS model to assess the adoption and acceptance in HMIS among health care professionals and patients (Eason, & Waterson, 2016). The ISS model offers six interrelated constructs of information systems success measures, that is, the quality dimensions (information, system, and service quality) which could influence subsequent use or intention to use and user satisfaction. It is also suggested that some impacts tagged as net impacts will be achieved as a result of use and/or user satisfaction. The net impacts could consequently affect user satisfaction and continued use of the system.

CHAPTER THREE

RESEARCH METHODOLOGY

3.1 Introduction

In this chapter, we described the research procedure for this study. A research methodology is a research process adopted or employed to systematically and scientifically present the results of a study to the research audience viz. a vis, the study beneficiaries.

3.1 Research Design

Research designs are perceived to be an overall strategy adopted by the researcher whereby different components of the study are integrated in a logical manner to effectively address a research problem. In this study, the researcher employed the survey research design. This is due to the nature of the study whereby the opinion and views of people are sampled. According to Singleton & Straits, (2009), Survey research can use quantitative research strategies (e.g., using questionnaires with numerically rated items), qualitative research strategies (e.g., using open-ended questions), or both strategies (i.e. mixed methods). As it is often used to describe and explore human behaviour, surveys are therefore frequently used in social and psychological research.
3.2 Population of the Study

According to Udoyen (2019), a study population is a group of elements or individuals, as the case may be, who share similar characteristics. These similar features can include location, gender, age, sex or specific interest. The emphasis on study population is that it constitutes individuals or elements that are homogeneous in description. 

This study was carried out on to examine the attitude of health information management in the confidentiality of patient information using University of Uyo Teaching Hospital in Uyo Akwa Ibom State as a case study.  Hence, the population of this study comprises of health information management personnel in University of Uyo Teaching Hospital in Uyo Akwa Ibom State. 
3.3 Sample Size Determination

A study sample is simply a systematic selected part of a population that infers its result on the population. In essence, it is that part of a whole that represents the whole and its members share characteristics in like similitude (Udoyen, 2019). In this study, the researcher adopted the systematic random sampling method to determine the sample size. 
3.4 Sample Size Selection Technique and Procedure

A study sample is simply a systematic selected part of a population that infers its result on the population. In essence, it is that part of a whole that represents the whole and its members share characteristics like similitude (Udoyen, 2019). In this study, the researchers adopted the simple random sampling (srs.) method to determine the sample size. 

In this study, the researcher adopted the systematic random sampling method to determine the sample size. Out of the entire health information management personnel in University of Uyo Teaching Hospital in Uyo Akwa Ibom State, the researcher conveniently selected 39 participants as the sample size for this study. According to Torty (2021), a sample of convenience is the terminology used to describe a sample in which elements have been selected from the target population on the basis of their accessibility or convenience to the researcher.
3.5 Research Instrument and Administration

The research instrument used in this study is the questionnaire. A survey containing series of questions were administered to the enrolled participants. The questionnaire was divided into two sections, the first section enquired about the responses demographic or personal data while the second sections were in line with the study objectives, aimed at providing answers to the research questions. 
Participants were required to respond by placing a tick at the appropriate column. The questionnaire was personally administered by the researcher.
3.6 Method of Data Collection

Two methods of data collection which are primary source and secondary source were used to collect data. The primary sources was the use of questionnaires, while the secondary sources include textbooks, internet, journals, published and unpublished articles and government publications.
3.7 Method of Data Analysis

The responses were analyzed using the frequency tables, which provided answers to the research questions. 

3.8 Validity of the Study

Validity referred here is the degree or extent to which an instrument actually measures what is intended to measure. An instrument is valid to the extent that is tailored to achieve the research objectives. The researcher constructed the questionnaire for the study and submitted to the project supervisor who used his intellectual knowledge to critically, analytically and logically examine the instruments relevance of the contents and statements and then made the instrument valid for the study.
3.9 Reliability of the Study

The reliability of the research instrument was determined. The Pearson Correlation Coefficient was used to determine the reliability of the instrument. A co-efficient value of 0.68 indicated that the research instrument was relatively reliable. According to (Taber, 2017) the range of a reasonable reliability is between 0.67 and 0.87.
3.10 Ethical Consideration

The study was approved by the Project Committee of the Department.  Informed consent was obtained from all study participants before they were enrolled in the study. Permission was sought from the relevant authorities to carry out the study. Date to visit the place of study for questionnaire distribution was put in place in advance.

CHAPTER FOUR

DATA PRESENTATION AND ANALYSIS

1 INTRODUCTION

This chapter presents the analysis of data derived through the questionnaire and key informant interview administered on the respondents in the study area. The analysis and interpretation were derived from the findings of the study. The data analysis depicts the simple frequency and percentage of the respondents as well as interpretation of the information gathered. A total of thirty nine (39) questionnaires were administered to respondents of which thirty eight (38) were returned while 35 were validated. This was due to irregular, incomplete and inappropriate responses to some questionnaire. For this study a total of  35 was validated for the analysis.

4.2
DATA PRESENTATION

The table below shows the summary of the survey. A sample of 39 was calculated for this study. A total of 38 responses were received whiles 35 was validated. For this study a total of 35 was used for the analysis.

Table 4.1: Distribution of Questionnaire

	Questionnaire 
	Frequency
	Percentage 

	Sample size
	39
	100

	Received  
	38
	92.68

	Validated
	35
	85.37


Source: Field Survey, 2021

Table 4.2: Demographic data of respondents

	Demographic information
	Frequency
	percent

	Gender
Male
	
	

	
	10
	28.57%

	Female
	25
	71.43%

	Age
	
	

	20-30
	20
	58.57%

	30-40
	9
	25.71%

	41-50
	04
	10%

	51+
	0
	0%

	Education
	
	

	HND/BSC
	30
	85.71%

	MASTERS
	5
	14.29%

	PHD
	0
	0%

	Marital Status
	
	

	Single
	21
	60%

	Married
	14
	40%

	Separated
	0
	0%

	Divorced
	0
	0%

	Widowed
	0
	0%


Source: Field Survey, 2021

4.3
 ANSWERING RESEARCH QUESTIONS

Question 1: Is  there effective health information management in the hospital?
Table 4.3:  Respondent on question 1
	Options
	Frequency
	Percentages

	Yes
	20
	58

	No
	04
	11

	Undecided
	11
	31

	Total
	35
	100


 Source: Field Survey, 2021

From table 4.3 above, 58% of the respondents said yes, 11% of the respondents said no, while the remaining 31% of the respondents were undecided.

Question 2: Are the health workers aware of the importance of patent’s information confidentiality?
Table 4.4:  Respondent on question 2
	Options
	Frequency
	Percentages

	Yes
	27
	77

	No
	0
	0

	Undecided
	08
	23

	Total
	35
	100


 Source: Field Survey, 2021

From table 4.4 above, 77% of the respondents said yes, while the remaining 23% of the respondents were undecided. There was no record for no.

Question 3: What is the extent to which patients health information is made confidential among health personnel?
Table 4.5:  Respondent on question 3
	Options
	Frequency
	Percentages

	Very high extent
	02
	6

	High extent
	15
	43

	Low extent 
	09
	25

	Very low extent
	00
	00

	Undecided
	09
	25

	Total
	35
	100


 Source: Field Survey, 2021

From table 4.5 above, 6% of the respondents said very high extent, 43% of the respondents said high extent, 25% of the respondents said low extent, while the remaining 25% of the respondents were undecided.
Question 4: Does health personnel have a positive attitude towards the confidentiality of patient information?
Table 4.6:  Respondent on question 4
	Options
	Frequency
	Percentages

	Yes
	22
	63

	No
	05
	14

	Undecided
	08
	23

	Total
	35
	100


 Source: Field Survey, 2021

From table 4.4 above, 63% of the respondents said yes, 14% of the respondents said no, while the remaining 23% of the respondents were undecided.

CHAPTER FIVE

SUMMARY, CONCLUSIONS AND RECOMMENDATIONS:

5.1 Introduction

This chapter summarizes the findings on the attitude of health information management in the confidentiality of patient information using University of Uyo Teaching Hospital in Uyo Akwa Ibom State as a case study. The chapter consists of summary of the study, conclusions, and recommendations. 
5.2 Summary of the Study

In this study, our focus was on the attitude of health information management in the confidentiality of patient information using University of Uyo Teaching Hospital in Uyo Akwa Ibom State as a case study. The study is was specifically focused on finding out ascertain whether there is effective health information management in the hospital, determine whether health workers are aware of the importance of patent’s information confidentiality, determine the extent to which patients health information is made confidential among health personnel, and find out if health personnel have a positive attitude towards the confidentiality of patient information.
The study adopted the survey research design and randomly enrolled participants in the study. A total of 35 responses were validated from the enrolled participants where all respondent are health information management personnel in University of Uyo Teaching Hospital in Uyo Akwa Ibom State.
5.3 Conclusions

In the light of the analysis carried out, the following conclusions were drawn.

There is effective health information management in the hospital.

The health workers are aware of the importance of patent’s information confidentiality.

The extent to which patients health information is made confidential among health personnel is high.

Health personnel have a positive attitude towards the confidentiality of patient information.

5.4 Recommendation

Based on the findings the researcher recommends that;

There is need to provide a continuing medical ethics training package for health workers before joining the hospital and in between the working time  so as to improve health professionals' knowledge and attitude towards patient confidentiality.

Internet facilities with its accessories should be provided in order to enhance documentation, treatment and tracing of defaulters by Health Information Officers.

Health Information Officers should be made to be answerable to their employer alone by restricting facility employee cum supporting agencies interactions.
Ensuring that health administrators are well enlightened on the benefits and effects of health data.
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APPENDIXE

QUESTIONNAIRE

PLEASE TICK [√] YOUR MOST PREFERRED CHOICE(S) ON A QUESTION.

SECTION A

PERSONAL INFORMATION

Gender

Male [  ]
Female [  ]

Age 

20-30
[  ]

31-40
[  ]

41-50   [  ]
51 and above [  ]

Educational level

BSC/HND
[  ]

MSC/PGDE
[  ]

PHD

[  ]

Others……………………………………………….. (please indicate)

Marital Status

Single

[  ]

Married 
[  ]

Separated 
[  ]

Divorced
[  ]
Widowed
[  ]

SECTION B

Question 1: Is  there effective health information management in the hospital?
	Options
	Please Tick

	Yes
	

	No
	

	Undecided
	


Question 2: Are the health workers aware of the importance of patent’s information confidentiality?
	Options
	Please Tick

	Yes
	

	No
	

	Undecided
	


Question 3: What is the extent to which patients health information is made confidential among health personnel?
	Options
	Please Tick

	Very high extent
	

	High extent
	

	Low extent 
	

	Very low extent
	


Question 4: Does health personnel have a positive attitude towards the confidentiality of patient information?
	Options
	Please Tick

	Yes
	

	No
	

	Undecided
	


