A FINGERPRINT AUTHENTICATION SYSTEM FOR ATM SECURITY

Abstract

The study looked into the assessment of fingerprint authentication system for ATM security. Specifically, the study aim to  provide a platform that will allow the bankers to collect customers’ finger print,  provide a platform that will allow the bankers to collect customers’ phone number and store them in a centralized database,  build a system that will forward 4-digit number to the customers’ mobile phone when the finger print reading matches,  provide a platform that allows the customer to run his transaction after the system accepts the code generated and   create a platform that will be able to analyze biometric data in the global image analysis. The findings revealed that the growth in electronic transactions has resulted in a greater demand for fast and accurate user identification and authentication. Access codes for buildings, banks accounts and computer systems often use PIN's for identification and security clearances. Conventional method of identification based on possession of ID cards or exclusive knowledge like a social security number or a password are not all together reliable.

CHAPTER ONE

INTRODUCTION

1.1
Background of the Study

A biometric system is, in essence, a pattern recognition system that functions by first gathering biometric data from a person, then extracting a feature vector from the collected data, and then comparing the extracted feature vector with the feature vector stored in the database. Authentication of people has been an alluring target for computer vision research from the beginning. Authentication systems that are known as biometrics systems are those that are based on human traits such as the face, finger, iris, and voice (Adesanya , 2022). The gathering of the input picture and the generation of significant feature vectors, such as color and texture, are the fundamental building blocks of any biometric system.

Authenticating the identification of a live person based on physiological or behavioral features is made possible with the widespread and reliable use of biometric recognition technology today. One example of a physiological characteristic is a reasonably constant physical trait, such as a person's fingerprint, iris pattern, facial feature, hand profile, or any of a number of other examples. This kind of measurement is essentially static and cannot be altered in substantial ways without strong pressure (Annan, 2020). A person's behavioral characteristics are more of a representation of their psychological make-up than things like their signature, their speaking rhythm, or how quickly they write on a keyboard.

The degree to which individuals differ from one another in terms of their behaviors is greater than the degree to which individuals differ in terms of their physical characteristics. For instance, a person's signature may be impacted by both controlled acts and less psychological aspects, and a person's speech style can be influenced by the present emotional state, while a fingerprint template does not rely on the person's emotional state (Bernard, 2022). In spite of this, none of the physiology-based biometrics provide sufficient recognition rates (also referred to as false acceptance and/or false reject rates, respectively). When we take into consideration that the possibility of discovering two persons with the same iris pattern is nearly nil, it is believed that the automated personal identification verification systems that are based on iris recognition are the most trustworthy (Camillus, 2022). Iris recognition technology is becoming an essential biometric solution for the identification of persons in access control as well as networked access to computer applications because of this reason. In contrast to the fingerprint, the iris is hidden from view behind the cornea and the eyelid, where it is shielded from the elements. The minute radial characteristics of the iris do not experience the degenerative changes associated with aging, and they maintain their stable and fixed appearance from around one year of age throughout life (Chibuzo , 2021).

1.2
Statement of the Problem

In recent years, in line with global trends, the banking sector has faced rising levels of cash card fraud resulting in the subsequent illegal withdrawal of funds from customer accounts. The account-holder is normally held responsible for the loss of funds from their accounts and, as such, the impact of this fraud could be potentially far-reaching (Chibuzo , 2021).  As a result of this, the banking sector has to embrace biometrics as the solution to the growing problem of counterfeit ATM cards and ID theft. Among others include

Fraudulent card readers, called skimmers are placed over the authentic reader to transfer numbers and codes to nearby thieves.

Spy cameras are also used by password voyeurs to collect access codes.

In cases of card lost, if the loss is not noticed immediately, consumers may loose all funds in an account.

If you forget your pin number, you cannot use the card.

The machine can retain your card when the machine malfunctions, when you forget your secret number or if the card is damaged.
1.3
Aim and Objectives

The aim of this project work is to simulate an embedded fingerprint authentication system, which is used for ATM security applications. The specific objectives include:

To provide a platform that will allow the bankers to collect customers’ finger print.

To provide a platform that will allow the bankers to collect customers’ phone number and store them in a centralized database.

To build a system that will forward 4-digit number to the customers’ mobile phone when the finger print reading matches.

To provide a platform that allows the customer to run his transaction after the system accepts the code generated.

To create a platform that will be able to analyze biometric data in the global image analysis.

1.4
Scope of the Study

This study is on implementing ATM security using the finger print. There is a centralized database to take care of customers’ personal and biometric data. The system is designed to query the database by inputting a user finger print and if it matches with the one in a system it will generate a 4-digit number that will enable the user to continue with his transactions.

1.5
Significance of the Study

The current system of passwords and pin numbers needed to access financial services has drawn a lot of criticism of late due to the increasing incidents of hacking. The system is at the mercy of hackers, who use the hacked data to draw funds from the victims account. This is where Biometrics with its foolproof system comes in. Some of the reasons for building this system include:

Increase security - Provide a convenient and low-cost additional tier of security.

Reduce fraud by employing hard-to-forge technologies and materials. For e.g. minimize the opportunity for ATM fraud.

Eliminate problems caused by lost ATMs or forgotten passwords by using physiological attributes. For e.g. prevent unauthorized use of lost, stolen or "borrowed" ATM cards.

 Replace hard-to-remember secret digits which may be shared or observed.

Integrate a wide range of biometric solutions and technologies, customer applications and databases into a robust and scalable control solution for facility and network access

Make it possible, automatically, to know WHO did WHAT, WHERE and WHEN!

CHAPTER TWO

LITERATURE REVIEW

2.1
Overview of Automated Teller Machine (ATM)

According to (Chibuzo, 2013), an Automated Teller Machine or automatic teller machine, also known as an automated banking machine (ABM), cash machine, cashpoint, cashline, or colloquially hole in the wall, is an electronic telecommunications device that enables the customers of a financial institution to perform financial transactions without the need for a human cashier, clerk or bank teller.

On most modern ATMs, the customer is identified by inserting a plastic ATM card with a magnetic stripe or a plastic smart card with a chip that contains a unique card number and some security information such as an expiration date, name and serial number. Authentication is provided by the customer entering a personal identification number (PIN).Using an ATM, customers can access their bank deposit or credit accounts in order to make a variety of transactions such as cash withdrawals, check balances, transfer money, pay bills or credit mobile phones. If the currency being withdrawn from the ATM is different from that in which the bank account is denominated the money will be converted at an official exchange rate. Thus, ATMs often provide the best possible exchange rates for foreign travelers, and are widely used for this purpose (Chibuzo, 2013).

ATMs may be found in stores and shopping malls. Sometimes, they can be found in bars or restaurants. Other times, at special events, people may set one up so the guests can use the  

machine, like at a fundraiser. People need a debit card or credit card in order to use an ATM. They will also need to have a Personal Identification Number (PIN), which is a code that lets them get into their account. There are a number of scams with ATMs. In one scam, con artists look over the victim's shoulder and find their PIN; this is known as shoulder surfing. In another, they may install a video camera and get PIN numbers from that way. They then make cards using the PIN number and account number to be able to use that person's account (Osen, 2012).
History of Automated Teller Machine (ATM)

The first mechanical cash dispenser was developed and built by lurther George Simjian and installed in 1939 in New  York City by the City Bank of New York, but removal after six (6) Months due to the lack of customer acceptance. Therefore, the history of ATMS pursed for over 25 years, until De La Rue developed the first electronic ATM, which was installed first in fulfilled town in North London, United Kingdom on 27 June 1967 by Barclays Bank. This instance of the invention is credited to John Shepard Barron, although various other engineers were awarded patents for related technologies at the time John Shepard Baron was awarded an OBE.

In the 2005 New Year’s Honors List: The First person to use the machine was the British Variety artist and actor Reg Varney. The first ATMs accepted only a single use token or voucher which was retained by the machine. These worked on various principle including radiation and low-Coercively Magnetism that was wiped by the card reader to make fraud move difficult. The machine dispensed pre-packed envelopes containing ten pounds sterling. The idea of a PIN (personal Identification number) stored on the card was developed by the British Engineer James in 1965.However, Donald Wetzel a departmental head at an automated baggage- handling company called docutel, Networked and pioneered the ATM in Dallas, Texas in 1968. Then in 1995, the Smithsonian’s National Museum of American History recognized docutel and Wetzel as the inventors of the Networking ATM. ATMs first come into wide UK use in 1973; the IBM 2984 was designed at the request of Lloyd’s banks. The 2984 CIT (cash Insuring Terminal) was the first cash point is still in function to today’s machine; cash point is still a registered trademark of Lloyds TSB in the UK. All were on line and issued a variable amount. A small number of 2984s were supplied to a US bank. Notable Historical model of ATMs includes the IBM 3624 and 473x Series, die bold 10xx and TABs 9000 series and NCR 5xxx series. ATMs are placed not only near or inside the premises of banks but also in locations such as shopping centers/smalls, airports, grays stores, petrol/gas stations, restaurants, schools in any places large numbers of people may gather. There are two types of ATM installation.

On and off premise

On premise ATMs are typically move advanced multifunction machines that complement an actual bank branches capacities and thus more expensive off premise machines are  deployed by financial institutions  and also (independents sales organizations) where there is usually just a  straight need for  cash, so they typically are the cheaper mono function devices.

Many ATMs have a sign above them indicating the name of the bank or organization owing the ATM and possible including the list of ATM networks to which that machine is connected to this type of sign is called a topper.

2.3
Financial Networks

Most ATMs are connected to Inter-bank networks, enabling people to withdraw and deposit money from machines not belonging to the bank where they have their account or in the country where their accounts are held (enabling cash withdrawals in the Local Currency). Some examples of inter-bank networks include PULSE, PLUS, CIRRUS, Interall and LINK ATMs rely on other authorizing institution via the communications network. This is often performed through an ISO 8583 messaging system. Many banks charges ATM usage fees. In some cases these fees are changed solely to users who are not customer of the bank were the ATM is installed. In other cases, they apply to all users. ATM typically connect directly to their ATM Controller via either a dial-up modern over a telephone line or directly via a leased line. Leased lines are preferable to POTS lines because they required less time to establish a connection. Lease lines may be comparatively expensive to operate versus a POTS line, meaning less-trafficked machines will usually rely on dial-up modern. 

That dilemma may be solved as high speed internet VPH connection become more ubiquitous. Common lower-level layer communication protocols used by ATMs to communication back to the bank include SHA over SDLC. TC500 over syne, X.25 and Tcp/Ip over ethernet. The use of ATM machine in Nigeria by banks to enhance transaction started in early 2002. Although, it took a lot of orientation of the customers before the ATM could gain wide acceptance. Today people still see the ATM as an avenue for bank to exploit them.

2.4
Overview of the Finger Print Biometrics

Fingerprint recognition or fingerprint authentication refers to the automated method of verifying a match between two human fingerprints. Fingerprints are one of many forms of biometrics used to identify individuals and verify their identity. The analysis of fingerprints for matching purposes generally requires the comparison of several features of the print pattern. These include patterns, which are aggregate characteristics of ridges, and minutia points, which are unique features found within the patterns. It is also necessary to know the structure and properties of human skin in order to successfully employ some of the imaging technologies. The three basic patterns of fingerprint ridges are the arch, loop, and whorl:
Arch: The ridges enter from one side of the finger, rise in the center forming an arc, and then exit the other side of the finger.

Loop: The ridges enter from one side of a finger, form a curve, and then exit on that same side.

Whorl: Ridges form circularly around a central point on the finger.

Scientists have found that family members often share the same general fingerprint patterns, leading to the belief that these patterns are inherited.

2.5
Benefits of Using Fingerprint Biometric

Biometrics is a unique approach to identity management that offers user convenience, increased security, cost-effective provisioning and a non-repudiated, compliant audit trail for the system operator. Traditional credentials or specialized knowledge tokens or passwords cannot guarantee that the person using the system is the authorized individual. In addition, these forms of identification can be frustrating for users and expensive for system operators. Given the benefits of biometrics, why is it not pervasive or preferred? Simply put, the knowledge required to design 

and deploy a successful biometric system is not widely available. And, until recently, the technology was not reliable enough to provide the expected return on investment (ROI). This paper encapsulates the best practices associated with the design and deployment of fingerprint biometric systems. The reader will learn how to avoid common pitfalls, ensure the system meets user and operator expectations, and deliver the required ROI. Frost & Sullivan intends this paper to be approachable, informative, and understandable to senior executives that want to know more about what it takes to deploy biometrics in their organizations and reap the benefits of their investment. It is not a technical cookbook, but rather is a basis for asking questions and evaluating design choices to ensure that each fingerprint biometric deployment produces the expected returns from the first day of deployment.

2.6
Fingerprint Biometrics as a Solution to Identity Management Challenges

In his own rendering (Marcus, 2009) stated that, “fingerprint biometrics identifies a user in a non-repudiated way”. It can enhance user convenience, reduce (or even eliminate) credential management costs and provide user-specific provisioning. Biometric transactions are auditable and on-repudiated. As a result of these benefits, many organizations are adopting fingerprint biometrics for identity management. A fingerprint is unique—and copies can be detected and prevented. This is in sharp contrast to user IDs and passwords, which can be easily replicated and used instantaneously by sophisticated electronic programs to gain access to valuable enterprise assets. Combining a credential (i.e., a badge or other token) with password is much more secure. The credential can be perfectly identified with some electronic means to detect presence and authenticity.

2.7
Overview of Biometrics

According to (Marcelle, 2000), biometric recognition, or biometrics, refers to the automatic identification of a person based on his/her anatomical (e.g., fingerprint, iris) or behavioral (e.g., signature) characteristics or traits. This method of identification offers several advantages over traditional methods involving ID cards (tokens) or PIN numbers (passwords) for various reasons: (i) the person to be identified is required to be physically present at the point-of-identification; (ii) identification based on biometric techniques obviates the need to remember a password or carry a token. With the increased integration of computers and Internet into our everyday lives, it is necessary to protect sensitive and personal data. By replacing PINs (or using biometrics in addition to PINs), biometric techniques can potentially prevent unauthorized access to ATMs, cellular phones, laptops, and computer networks. Unlike biometric traits, PINs or passwords may be forgotten, and credentials like passports and driver's licenses may be forged, stolen, or lost. As a result, biometric systems are being deployed to enhance security and reduce financial fraud. Various biometric traits are being used for real-time recognition, the most popular being face, iris and fingerprint. However, there are biometric systems that are based on retinal scan, voice, signature and hand geometry. In some applications, more than one biometric trait is used to attain higher security and to handle failure to enroll situations for some users. Such systems are called multimodal biometric systems.

According to (Woherem, 2000), a biometric system is essentially a pattern recognition system which recognizes a user by determining the authenticity of a specific anatomical or behavioral characteristic possessed by the user. Several important issues must be considered in designing a practical biometric system. First, a user must be enrolled in the system so that his biometric template or reference can be captured. This template is securely stored in a central database or a smart card issued to the user. The template is used for matching when an individual needs to be identified. Depending on the context, a biometric system can operate either in verification (authentication) or an identification mode.

2.8
Models of Biometrics
Iris Recognition 

(Annan, 2002), with the integration of digital cameras that could acquire images at increasingly high resolution and the increase of cell phone computing power, mobile phones have evolved into networked personal image capture devices, which can perform image processing tasks on the phone itself and use the result as an additional means of user input and a source of context data (martin 1995, 2005). This image acquisition and processing capability of mobile phones could be ideally utilized for mobile iris biometric. Recently, iris recognition technology has been utilized for the security of mobile phones. As a biometric of high reliability and accuracy, iris recognition provides high level of security for cellular phone based services for example bank transaction service via mobile phone. One major challenge of the implementation of iris biometric on mobile phone is the iris image quality, since bad image quality will affect the entire iris recognition process. Previously, the high quality of iris images was achieved through special 
hardware design. For example, the Iris Recognition Technology for Mobile Terminals software once used existing cameras and target handheld devices with dedicated infrared cameras (Bernard 2009). To provide more convenient mobile iris recognition, an iris recognition system in cellular phone only by using built-in mega-pixel camera and software without additional hardware component was developed (Madu et al., 2000).Considering the relatively small CPU processing power of cellular phone, in this system, a new pupil and iris localization algorithm apt for cellular phone platform was proposed based on detecting dark pupil and corneal specular reflection by changing brightness &contrast value. Results show that this algorithm can be used for real-time iris localization for iris recognition in cellular phone.

Voice Recognition

(Camillus, 2009), the speaker-specific characteristics of speech are due to difference in physiological and behavioral aspects of the speech production system in humans. The main physiological aspect of the human speech production system is the vocal tract shape. The vocal tract modifies the spectral content of an acoustic wave as it passes through it, thereby producing speech. Therefore, it is common in speaker verification systems to make use of features derived only from the vocal tract. The microphone in the mobile phone captures the speech. Then, using spectral analysis, an utterance may be represented as a sequence of feature vectors. Utterances, spoken by the same person but at different times, resulting similar yet a different sequence of features vectors. So, the irrespective of the mood of the costumer, his transaction is accepted or rejected. A voice signal conveys a person’s physiological characteristics such as the vocal chords, glottis, and vocal tract dimensions. Automatic speaker recognition (ASR) is a biometric method that encompasses verification and identification through voice signal processing. The speech features encompass high-level and low level parts. While the high-level features are related to dialect, speaker style and emotion state that are not always adopted due to difficulty of extraction, the low-level features are related to spectrum, which are easy to be extracted and are always applied to ASR 

Face Recognition

(Thioune, 2003), facial recognition is considered to be one of the most tedious among all scans. Further, difficulty in acquisition of face and cost of equipment make it more complex. However, some WAP enabled phones like CX 400K and LG-SD1000 manufactured by LG electronics, have built-in camera that can acquire images and can be transmitted over internet. This is sent to the credit card company to verify the face received matches with the face in their database. If it matches, the goods are sent, else the order is rejected. We in our IMAGE PROCCESSING LAB took two faces with small differences (you see a small dot in the forehead of second face) and programmed MATLAB to find the difference between the two.
2.9
E-Commerce and Security Issues

(Adesanya, 2002). Whilst Australian businesses and consumers have embraced electronic technology, there remains a substantial degree of mistrust in the confidentiality of electronically filed and transferred information and the general security of e-commerce systems. These businesses and consumers remain reticent in committing financial and private information to electronic systems because of security issues. The issue of security, however, overlays all the other issues of structure of commercial computer transactions and associated data transfer,

whether the transfer of funds is involved or not. Security must be of paramount importance in any transactional based computer system. The dichotomy however, is that due to the very nature of computers and their programming, it must be accepted that total security is not possible. The best that can be expected is to approach the issues of security procedures, disaster recovery and crisis management as part of a commercial risk management program in which the amount you spend on security follows an assessment of the exposure you have to fraud. The best that can be done is to try and keep up to date and ahead of the threats. Unfortunately this is a costly task and with most companies only spending 0.1% of budget spending1 on “e security” the ability to be ahead of the attackers is severely limited.

CHAPTER THREE

METHODOLOGY AND SYSTEM ANALYSIS

3.1
Waterfall Design Methodology

The waterfall model is a sequential design process, often used in software development processes, in which progress is seen as flowing steadily downwards through the phases of Conception, Initiation, Analysis, Design, Construction, Testing, Production/Implementation, and Maintenance. The waterfall development model originates in the manufacturing and construction industries; highly structured physical environments in which after-the-fact changes are prohibitively costly, if not impossible. Since no formal software development methodologies existed at the time, this hardware-oriented model was simply adapted for software development. 

3.2
Object Oriented Design Methodology

Object-oriented programming (OOP) is a programming paradigm that represents the concept of "objects" that have data fields (attributes that describe the object) and associated procedures known as methods. Objects, which are usually instances of classes, are used to interact with one another to design applications and computer programs. C++, Java, C#, Python and Ruby are examples of object-oriented programming languages.

3.3
Structured Design Methodology

Structured Design Methodology requires identifying the major higher-level system requirements and functions, and then breaking them down in successive steps until function-specific modules can be designed. Thus, structured design methodology is a level-oriented design approach. Structured design directs designers to start with a top-level description of a system and then refine this view step by step. With each refinement, the system is decomposed into lower-level and smaller modules. Structured design reduces the scope and size of each module, and focuses more on specific issues.


For the purpose of this study Object Oriented Design Methodology will be used because of its numerous values such as: modularization, easy debugging and program modules can act as a building block for developing other programs. 

3.4
Data Collection/Gathering

The methods used in data collection in this research are:

Observation: I observed how people go about their business while conducting ATM transaction and notes were taken, I used this method with the view of setting an insight of ways in which activities in the ATM system is actually carried out.

Internet: I obtained information relating to Finger print biometric with the help of the internet. This method is one of my important sources of information gathering.

Personal Interview: I interviewed some of the staffs in the banking sector and some customers that conduct some transactions using ATM. This helped to gather necessary information.

3.5
Analysis of the Existing System
The existing system as I gathered operates as stated below:

A bank customer comes to an ATM machine, inserts the ATM card and selects a language. The customer will enter his/her four digit secret number and press enter. Select the type of transaction the customer wants to perform, withdraw or deposit money, then the customer will choose whether to perform another transaction, if no the customer will choose whether to collect receipt for the transaction. When the machine beeps at you, take your card, cash and receipt (if applicable). You can use the receipt to record the transaction in your check register or passbook.

3.6
Limitations of the Existing System  

With the current upsurge and nefarious activities of Automated Teller Machine (ATM) ranging from ATM card theft, skimming, pin theft, card reader techniques, pin pad techniques, force withdrawals and lot more, fraudster is threatening electronic payment system in the nation’s 

 banking sector, users are threatening massive dumping of the cards if the unwholesome act is not checked. In summary:

They are not safe since they are located outside the bank hall.
 If one forgets the pin number he or she will not be able to withdraw money from their accounts.
If one makes mistakes three times in entering the pin number the card will be swallowed down the machine and it takes time to retrieve it.

3.7
Overview of the Proposed System

A biometric system is essentially a pattern recognition system that operates by acquiring biometric data from an individual, extracting a feature vector from the acquired data, comparing this feature vector from the database feature vector. Person authentication has always been an attractive goal in computer vision. Authentication systems based on human characteristics such as face, finger, iris and voice are known Biometrics systems. The basis of every biometric system is to get the input image and generate prominent feature vectors like color, texture, etc.

3.8
 The Proposed System

Password and PINs have been the most frequently used authentication method. Their use involves controlling access to a building or a room, securing access to computers, network, the applications on the personal computers and many more. In some higher security applications, handheld tokens such as key fobs and smart cards have been deployed. Due to some problems related to these methods, the suitability and reliability of these authentication technologies have

been questioned especially in this modern world with modern applications. Biometrics offer some benefits compare to these authentication technologies.

Increased Security

Biometric technology can provide a higher degree of security compared to traditional authentication methods. Biometrics is preferred over traditional methods for many reasons which include the fact that the physical presence of the authorized person is required at the point of identification. This means that only the authorized person has access to the resources. Effort by people to manage several passwords has left many choosing easy or general words, with considerable number writing them in conspicuous places. This vulnerability leads to passwords easily guessed and compromised. Also, tokens can be easily stolen as it is something you have. By contrast, it is almost impossible for biometrics data to be guessed or even stolen in the same manner as token or passwords. Some biometric systems can be broken under certain conditions, today's biometric systems are highly unlikely to be fooled by a picture of a face.

Increased Convenience

One major reason passwords are sometimes kept simple is because they can be easily forgotten. To increase security, many computer users are mandated to manage several passwords and this increases the tendency to forget them. Card and tokens can be stolen and forgotten as well even though attaching them to key holders or chains can reduce the risk. Because biometric technologies are based on something you are, it makes them almost impossible to forgot or manage. This characteristic allows biometrics to offer much convenience than other systems which are based on having to keep possession of cards or remembering several passwords. Biometrics can greatly simplify the whole process involved in authentication which reduces the burden on user as well as the system administrator (For PC applications where biometrics replaces multiple passwords).Biometric authentication also allows for the association of higher levels of rights and privileges with a successful authentication. Information of high sensitivity can be made more readily available on a network which is biometrically protected than one which is password protected. This can increase convenience as a user can access otherwise protected data without any need of human intervention.

Increased Accountability

Traditional authentication methods such as tokens, passwords and PINs can be shared thereby increasing the possibility of unaccountable access, even though it might be authorized. Many organizations share common passwords among administrators for the purpose of facilitating system administration. Unluckily, because there is uncertainty as to who at a particular point in time is using the shared password or token, accountability of any action is greatly reduced. Also, the user of a shared password or token may not be authorized and sharing makes it even hard to verify, the security (especially confidentiality and integrity) of the system is also reduced. Increase in security awareness in organizations and the applications being used has led to the need for strong and reliable auditing and reporting. Deploying biometrics to secure access to 

computers and other facilities eliminates occurrence such as buddy-punching and therefore provides a great level of certainty as to who accessed what computer at what point in time.

[image: image5]3.9
Flowchart of the Existing System

Fig 3.1 Program flowchart of the existing system

3.10
System Specification

This section shows the requirement of the system and what it is supposed to contain for effective design.

3.10.1
Home Page Specification

Banker login: to login an administrative staff or the CEO admin to perform an administrative functions like adding new account and deposits.

Home: to display the default page of the system.

Deposit: this enables the administrator to enter new deposits to the system.

Sms port: responsible for the forwarding of messages to customers’ mobile phone.

Atm: enables the customers to conduct their transactions after the correct authentication.

Add new account: enables the system administrator to open/add new customer account.

3.10.2
User Interface Specification

It is the specification for the user interface which is also path of the software that the user interacts with, whether it is for input or output purposes.

3.10.2.1
Input Form Specification

The input form and their specification are shown below

Banker login form: this form enables the system administrator to login into the system. The fields here are;

Username

Password

Add new account form: this form enables the administrator to collect and add new customers’ data into the system. The fields here are:

Account name

Address

Phone number

Account number

Account type

Amount

Register

Exit

Place your finger print

Account deposit form: this form enables one to deposit money to the system. The fields here are:

Account number

Amount

Deposit

Exit

Banker login form: this form enables the administrator/banker to login to the system. The fields here are:

Username

Password

Login

Exit

Form port: this form handles the Sms sending information in the system. The fields here are:

Enter your port number

Update

Close

3.10.2.2
Output Form specification

The output form here is the form that shows the details of the input processed by the biometric atm authentication system. The output form is the transaction page that displays after the system authentication. The fields here are:

Withdrawal

Balance enquiry

Mtn top up

Ministatement

Cancel

3.10.3
Database Specification

There is a database named “atm” to handle all the details of the finger print ATMsystem. The database is designed with Microsoft access and incorporated into visual basic 6.0 platform. It has four tables, we are going to look at the four tables. They includes

Admin: this table has the information needed for any admin staff to login. The fields in it includes:

Id


int(11)

Username

varchar(20)
null

Password

varchar(20)
null

Account: this table contains all the information about all the registered account. the fields here are:

Id


int(11)

Accountno

varchar(50)

Account_name
varchar(200)

Amount

varchar(20)

Address

varchar(200)

Phoneno

varchar(20)

Passport

varchar(200)

Date_Of_Opened
varchar(200)

Account_type
varchar(200)

Fingerprint_Id
varchar(6)

Sms

varchar(7)

Smsport

varchar(8)

Transaction: this table contains all the information about customers’ transaction and the type of transaction carried out. The fields here are:

Id


int(11)

Accountno

varchar(50)

Amount

varchar(11)

Purpose

varchar(200)

Date_no

varchar(20)

Enroll: this table contains the data of all the enrolled customers. The fields here are:

Id


int(11)

Template

blob

3.10.4
Program Module Specification

The program module specification describes the specification of what the program would do to enhance good design guide during the process.  As it concerns this particulars application package, it describes different activities involved in the program modules. The classifications of the modules are vividly described under the subsections below.

There are total of seven modules in this system specified according to their functions. They include:

Home:this module displays the default page of the system anytime a user click on it.

Add new account: this module allows the system administrator/banker to register/add new customers to the system.

Deposit: this module enables a deposit to be made in the system.

New pin: this module allows customers to obtain new pin to run their transactions.

Banker login: this module allow banker/system administrator to have access to the administrator restricted area.

Atm: this module enables bank customers to run their transactions after the accurate authentication.

Sms port: this module is responsible for forwarding messages (4-digit secret number) to the customers after putting their account number and fingerprint scanning.

CHAPTER FOUR

SYSTEM DESIGN AND IMPLEMENTATION

4.1
General System Function

The system will generally perform the following function:

There is a module that enables the banker/system administrator to take customers details including their fingerprint scan and open account for them.

There is a module that enables the users to make deposits.

The system enables the customer to have access to their account when they produce their account number and fingerprint scan.

When customers enter their account number, the system displays a prompt for finger print reading, upon which a 4-digit number is forwarded to the customers’ phone.

There is a module that allows the customer to run his transaction after accepting the 4-digit that was sent to the mobile phone.

The system generates a 4-digit random number for user authentication each time the scanned finger print matches with the account number.

4.2
System Design

This section will describe the detail procedure for effective system

4.2.1
Home Page Design

This subsection is responsible for contents in the main menu interface. Based on the fulfillment of this project application package software, the main menu was designed to have a link to all the form interfaces within the application. The figure below has a descriptive explanatory diagram of the sketch of the main menu design. Different information that will enable the user, understand the procedure as well as a guide for the software.


Fig: 4.1 Architectural Design

4.2.2
User Interface Design

4.2.2. 1
Input Form Design

This sub-section deals with the various designs of individual forms in which a user will enter data and a click event to allow a procedure to happen. Below are the individual input forms.

This sub-section deals with the various designs of individual forms in which a user will enter data and a click event to allow a procedure to happen. Below are the individual input forms.

Banker Login Form
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Fig 4.3 Login form

Account Deposit Form
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Fig. 4.4  Deposit form

Add New Account Form

[image: image3.png]Add New Account

Account Name
Address

Phone Number
Account Number:
Account Type

Amount:

I
I
I
I

Place Your Fingerprint




Fig. 4.5 New account form

4.2.2.2 
Output Form Design

The output form design is the form that shows the details of the input processed by the fingerprint ATM system. The output form here is the transaction form.

Transaction Form

[image: image4.png]



Fig. 4.6 transaction form

4.2.3
Database Design

We have a database called “atm”. Our database constitutes of tables that is made up of fields of different field types and sizes. They include:

Table 4.1 Adminlogin table

	S/N
	FIELDNAME
	FIELDTYPE
	SIZE

	1
	USERNAME
	VARCHAR
	20

	2
	PASSWORD
	VARCHAR
	20

	3
	ID
	INT
	11


Table 42 Account table

	S/N
	FIELDNAME
	FIELDTYPE
	SIZE

	1
	ID
	Int
	11

	2
	ACCOUNNO
	VARCHAR
	50

	3
	ACCOUNT_NAME
	VARCHAR
	200

	4
	AMOUNT
	VARCHAR
	200

	5
	ADDRESS
	VARCHAR
	200

	6
	PHONENO
	VARCHAR
	20

	7
	PASSPORT
	VARCHAR
	200

	8
	DATE_OF_OPENED
	VARCHAR
	20

	9
	ACCOUNT_TYPE
	VARCHAR
	100

	10
	FINGERPRINT_ID
	VARCHAR
	6

	11
	SMS
	VARCHAR
	7

	12
	SMSPORT
	VARCHAR
	8


Table4.3   Enroll table

	S/N
	FIELDNAME
	FIELDTYPE
	SIZE

	1
	ID
	INT
	11

	2
	TEMPLATE
	BLOB
	-


Table 4.4 Transaction table

	S/N
	FIELDNAME
	FIELDTYPE
	SIZE

	1
	ID
	Int
	11

	2
	ACCOUNNO
	VARCHAR
	50

	3
	ACCOUNT
	VARCHAR
	11

	4
	PURPOSE
	VARCHAR
	200

	5
	DATE_NO
	VARCHAR
	20


4.2.4
Program Module Design

4.2.4.1
System Flowchart

Fig. 4.7 System flowchart                                                                       
4.2.4.2
 Program Flowchart

Banker Module

ATM User Module

Fig. 4.9 ATM user module

4.3
System Implementation
System implementation is the practice of creating or modifying a system to create a new business process or replace an existing business process. The software is structured in such a way that each subsystem is selected and executed independently. The tasks is divided into several sub tasks, which comes together to give the solution to the problem. Successful implementation depends on a good solid design, appropriate hardware and software product selection, successful systems integration, and careful incremental evaluation during installation. A phased approach to implementation reduces project risk and promotes success, providing the opportunity for early success and flexibility to incorporate new technology at low risk prior to final system delivery.

This section also went ahead to explain vividly the implementation of the designed system and the code that achieve the actual instruction. Pseudo codes are used to show the structure of the coding while actual coding are done using the chosen programming language (Visual Basic 6.0) in the implementation of every module of the project.

4.3.1
Language of Implementation
A programming language implementation is a system for executing programs written in a programming language. Implementation must contain concepts and operations that a new language uses them to solve a domain of problems. To implement the specification already mentioned, we used a programming language, which is window based. The language is Visual Basic 6.0, it is an Object Oriented Programming Language and very flexible to use. Because the current system will have a database that will hold information about the hospital management 

details, the use of database management system is utilized. And the software used here is Microsoft Access. Visual Basic is a third-generation event-driven programming language and integrated development environment (IDE) from Microsoft for its COM programming model first released in 1991. Microsoft intended Visual Basic to be relatively easy to learn and use. Visual Basic was derived from BASIC and enables the rapid application development (RAD) of graphical user interface (GUI) applications, access to databases using Data Access Objects, Remote Data Objects, or ActiveX Data Objects, and creation of ActiveX controls and objects.

4.3.2
Main Menu Implementation

The main menu design is implemented as shown below:

Table 4.5 Pseudo Code for Main Menu Design

	
PROCEDURE

	ACTION-PSEUDO CODE

	CmdAddNewAccount_Click
	Display the add new account form

	BtnClose_Click
	Terminates an open page

	CmdAdministratorLogin_click
	Displays the administrator login page.

	BtnSave_Click
	Saves information supplied

	BtnRegister_click
	Registers a new customer into the system.

	BtnLogin_Click
	Enables the administrator to login into the system.

	CmdExit_click
	Terminates the application

	CmdEnterDeposit_click
	Displays the page where a new deposit could be entered

	CmdAtm_click
	Displays the module that enables customer to perform transaction

	CmdHome_click
	Displays the default page of the system


4.3.3
User Interface Implementation

The user interface implementation is subdivided into two:

The Input Form Implementation

The Output Form Implementation

4.3.3.1
The input form interface

The input form is the main medium for user interaction as it draws out information from users, responds to it, works with the existing store of data, queries and writes back to the database and finally registers to the local computer. In order to make the form easy to use for the user, the window form was implemented using controls like labels, text fields, list menu, buttons etc. all these work together to generate an interactive input interface.

4.3.3.2
 The output form interface

0utput is data that has been processed into a useful form called information. That is, a computer     processed input into output. Computers generate several types of output, depending on the hardware and software being used and the requirements of the user. You may choose to display or view this output on a monitor, or print it on a printer.  Three common types of output are: Text, Graphics, Audio. These forms present data that has been processed to the user. Text fields and labels are used to specify the search fields and buttons are used to call up event used to present data. The tools help in development of an interactive user interface.

4.3.3.3
Database Implementation

The database is implemented using Microsoft access. Microsoft Access is a database management system from Microsoft that combines the relational Microsoft Jet Database Engine with a graphical user interface and software-development tools. It is a member of the Microsoft Office suite of applications, included in the Professional and higher editions or sold separately. Microsoft Access stores data in its own format based on the Access Jet Database Engine. It can also import or link directly to data stored in other applications and databases.

Users can create tables, queries, forms and reports, and connect them together with macros. Advanced users can use VBA to write rich solutions with advanced data manipulation and user control. Access also has report creation features that can work with any data source that Access can "access".

CHAPTER FIVE

                 SYSTEM TESTING AND EVALUATION

5.1
System Testing

In the world of software testing, system testing is the testing of a complete and fully integrated software product. Usually software is only one element of a larger computer based system. Ultimately, software is interfaced with other software/hardware systems. System testing is actually a series of different tests whose sole purpose is to exercise the full computer based system. The primary focus during this testing is to make sure everything works. Performance targets established during the initial system design can be evaluated during early testing.

	System testing involves testing the software code for following;

Testing the fully integrated applications including external peripherals in order to check how components interact with one another and with the system as a whole. This is also called End to End scenario testing.

Verify thorough testing of every input in the application to check for desired outputs.

Testing of the user's experience with the application. . 


That is a very basic description of what is involved in system testing. You need to build detailed test cases and test suites that test each aspect of the application as seen from the outside without looking at the actual source code. 

5.1.1
The Software Testing Hierarchy

As with almost any technical process, software testing has a prescribed order in which things should be done. The following is a list of software testing categories arranged in chronological order. These are the steps taken to fully test new software in preparation for marketing it:

Unit testing - testing performed on each module or block of code during development. Unit testing is normally done by the programmer who writes the code.

Integration testing - testing done before, during and after integration of a new module into the main software package. This involves testing of each individual code module. One piece of software can contain several modules which are often created by several different programmers. It is crucial to test each module's effect on the entire program model.

System testing - testing done by a professional testing agent on the completed software product before it is introduced to the market.

Acceptance testing - beta testing of the product done by the actual end users.
5.1.2
Test Data

The data collected from the students as specified in the system analysis section were used to produce the test data used in this system. The table below shows the test data of the system.

Table 5.1 Expected and Actual Dates                                                                       

	Test data
	Expected result
	Actual result

	Atm
	Expected to display a module where customers can enter their account number and their fingerprint scanning to enable them perform their transactions.
	The page was displayed with everything working.

	Administrator login
	Expected to see administrator login form
	Administrator login form was displayed

	Home 
	Expected to display the default page of the system
	The default page was displayed.

	Add new account
	Expected to display a form that will enable the banker to open new account for customer
	The add new account form was displayed.

	Deposit 
	Expected to display a page where bankers can enter deposits made by customers
	The deposit page was displayed.

	BtnRegister
	Expected to register supplied customer information to the system
	The registration was successful


5.1.3
Test Result

The test results were gotten based on the values supplied to the system. The accuracy of the program was tested with some varying data. This gives the assurance that the new system with achieve its purpose and objectives.

5.2
System Deployment

The process of putting the new information system online and retiring the old system is known as system changeover. There are four changeover methods which are:

Direct cutover
The direct cutover approach causes the changeover from the old system to the new system to occur immediately when the new system becomes operational. It is the least expensive but involves more risks than other changeover methods.  

Parallel operation
The parallel operation changeover method requires that both the old and the new information systems operate fully for a specified period. Data is input to both systems and output generated by the new system is compared with the equivalent output from the old system. When users, management, and IT group are satisfied that the new system operates correctly then the old system is terminated. It is the most costly changeover method and involves lower risks.

Pilot operation
The pilot changeover method involves implementing the complete new system at a selected location of a company. Direct cutover method and operating both systems for only the pilot site. The group that uses the new system first is called the pilot site. By restricting the implementation 

to a pilot site reduces the risk of system failure as compared with is less expensive than a parallel system. 

Phased operation
The phased operation changeover method involves implementing the new system in stages, or modules. We can implement each subsystem by using any of the other three changeover methods. In this approach risk of errors or failures is limited to the implemented module only as well as it is less expensive than the full parallel operation. 

5.3
System Performance Evaluation

The performance of this new system was extremely excellent. On testing the system with some test data, the actual result generated was the expected output. Since the actual result satisfied the expectation, it means that the objective is achieved. With the remark statements which were embedded in the code the software maintenance will be easy. During testing, we discovered that the user of the finger print bio-metric system enjoys so many advantages over the method presently used. Some of these include, but not limited to the following:

Reliability

Easy to use

Interactive

User friendly interface

Maximum security 

Data availability

CHAPTER SIX  

SUMMARY AND CONCLUSION 

6.1 Summary of Achievements

Rapid development of banking technology has changed the way banking activities are dealt with. One banking technology that has impacted positively and negatively to banking activities and transactions is the advent of automated teller machine (ATM). With an ATM, a customer is able to conduct several banking activities such as cash withdrawal, money transfer, paying phone and electricity bills beyond official hours and physical interaction with bank staff. In a nutshell, ATM provides customers a quick and convenient way to access their bank accounts and to conduct financial transactions. 

The system will generally perform the following function:

There is a module that enables the banker/system administrator to take customers details including their fingerprint scan and open account for them.

There is a module that enables the users to make deposits.

The system enables the customer to have access to their account when they produce their account number and fingerprint scan.

When customers enter their account number, the system displays a prompt for finger print reading, upon which a 4-digit number is forwarded to the customers’ phone.

There is a module that allows the customer to run his transaction after accepting the 4-digit that was sent to the mobile phone.

The system generates a 4-digit random number for user authentication each time the scanned finger print matches with the account number.

6.2
Problems Encountered
There was some constraints encountered during collection of data, poor data collection becomes apparent due to interviewing of banking organizations and their customers. Many of them were reluctant to disclose important information and statistical data which otherwise would have been relevant to this research, due to some banking secrets which breeds some indifferent attitudes towards thateffect.It takes a long time and large commitment of resources to get a good result, unavailability of text and materials on this topic, made gathering of facts very difficult, some of the facts were gathered from the internet, which is quite expensive.

6.3
Problems Encountered and Solution Adopted

During the feasibility study, Analysis and designing of this application package, a lot of sets back were encountered. But after a much head long way, the solutions were found. The table below gives the summary of the problems and the solutions adopted

Table 6.1 Problems Encountered and Solution Adopted                                                        

	PROBLEM ENCOUNTERED
	SOLUTION ADOPTED

	The most difficult was the hiding of information by the various units of the departments that I encountered. Some, if not all, believe that the institution should have business secrets.
	This problem was resolved by Identifying with the Head of Departments and had an agreement that I must not publish any information on papers outside my project work.

	Compiler error


	Taking note of the control name in various forms.

	Error Routine Procedure
	   I discovered that procedure that access database always generate error when care is not taken. I adopted the solution of “On Error Resume Next” which ignores the error and continues execution.

	Run Time Error
	Checking the syntax used in that particular procedure


6.4
Conclusion 

The growth in electronic transactions has resulted in a greater demand for fast and accurate user identification and authentication. Access codes for buildings, banks accounts and computer systems often use PIN's for identification and security clearances. Conventional method of identification based on possession of ID cards or exclusive knowledge like a social security number or a password are not all together reliable. ID cards can be lost, forged or misplaced; passwords can be forgotten or compromised, but ones’ biometric is undeniably connected to its owner. It cannot be borrowed, stolen or easily forged. Using the proper PIN gains access, but the user of the PIN is not verified. When credit and ATM cards are lost or stolen, an unauthorized user can often come up with the correct personal codes. Despite warning, many people continue to choose easily guessed PIN's and passwords - birthdays, phone numbers and social security numbers. Recent cases of identity theft have heightened the need for methods to prove that someone is truly who he/she claims to be. Biometric authentication technology using fingerprint identifier may solve this problem since a person’s biometric data is undeniably connected to its owner, is nontransferable and unique for every individual. Biometrics is not only a fascinating pattern recognition research problem but, if carefully used, could also be an enabling technology with the potential to make our society safer, reduce fraud and lead to user convenience by broadly providing the following three functionalities (a) positive identification (b) large scale identification and (c) screening.
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Fig 4.2 Detailed Diagram 
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Fig. 4.8 Banker module
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