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ABSTRACT

This project was centered on card based security system. The current process of security is being operated manually and due to this procedure numerous problem are been encountered. A design was taken to computerized the manual process in order to check this problem. The problems were identified after series of interviews and examination of documents after which analysis was made and a computerized procedure recommended. This project will also suggest how to successfully implement the computerized procedure and to overcome the obstacle that would hinder the successful implementation of the system. The new system was designed using Microsoft visual basic 6.0 programming language. This language was chosen because of its easy syntax and features for developing windows based applications.

CHAPTER ONE
1.0
INTRODUCTION AND HISTORICAL BACKGROUND 

The idea of self-service in retail banking developed through independent and simultaneous effort in Japan, Sweden, the United States and the United Kingdom. In the USA, Luther George Sunsjan has been wrongly credited with developing and building the first cash dispenser machine. 

There is no evidence to suggest that Sunsjan worked in this device before 1959 while his 132nd patent was first filled in June 30, 1960 (and granted 26 February, 1963).

The roll out of the machine, called bank graph, was delayed a couple of years. This was particularly due to Sunjlan’s reflection electronics being acquired by universal match cooperation. An experimental Bank graph was installed in New York City in 1961 by the bank of New York, but removed after 6 months due to the lack of customer’s acceptance. The bank graph, however embodied the pre-occupation by its banking in finding alternative means to capture deposits, while the concern of the European and Asian Bank was cash distribution.

The first cash dispensing device used in Tokoyo in 1966. Although little known of this first device, it seems to have been activated with a credit and rather accessing current account balances. This technology has no immediate consequences in the international market 1972. In the UK, IBM (international business machine) 2984 was designed at the required of bank. The 2984 CIT (cash issuing terminal was the first cash poibt, similar in function till today’s machines; cash point is still registered trademark of TSB in the UK. All are online and issued a variable amount which was immediately deducted from the account. A small number of 2984’s were supplied to a US bank. Notable historical model of ATM’s include 10xx and TSB 900 series and NOR 50xx series.

1.1
OBJECTIVE OF THE STUDY

To total aim of this project work is to implement a card – based security for customer’s withdrawer using Eco Bank as a case study.

This project involves the running of the card based machine (ATM) and also explain the reason for the proposed project.

Generally, this project work should be test effectively the system (card–based security) can be compared with the manual based security.

1.2
STATEMENT OF PROBLEM 

One of the major problems in banking industry is account fraud. Appreciation of card based security which is significant different from other security based system as going to reduce the rate of fraud in banking sector.

1.3
SIGNIFICANCE OF THE STUDY

This project work will enhance the security of the customer’s account and transaction. It makes customer to access their bank account in order to make cash withdrawals and check their account balances as well as purchase cell phone prepaid credit without entering into their banking hall.  

1.4
SCOPE OF STUDY

The range at which the research work will go will not exceed Eco Bank in Owerri considering the security based system.

1.5
LIMITATION OF STUDY

These are the point that limit the range of this study

1) Effective bank security

2) Lack of fund

3) Limited time 

4)  Unable to leave the school premises for further research.

1.6
BRIEF HISTORY OF THE CASE OF STUDY

Eco Bank international Plc commonly referred to Eco bank. The bank was incorporated on March 26, 1990 as a private limited liability company with 100% equity ownership by Nigerian citizens.

As of May 2009, Eco Bank has subsidiaries in the following countries, Cameroon, Gambia and Nigeria.

1.7
DEFINITION OF TERMS 

ATM:  Automated teller machine 

ALGORITHM:  An algorithm is a set of instruction that shows the step to follow in order to solve a problem.

DATA:  These are raw facts that are to be processed.

FLOWCHART: is the diagrammatic representation of sequence of events to be followed in solving problem.

FILES: Is a collect of related data record.

FIELD NAME:  This contains items about every record.

PROGRAM: Is a set of instructions of given for the computer to carryout a specific task.

INTEGER: Is referred to as a whole number.

STRING: Is referred to as a finite sequence of 3-ero or more character.

PERIPHERALS: is the physical component of the computer system.

CHAPTER TWO

2.0 REVIEW OF RELATED LITERATURE

An automated teller machine (ATM), or automated banking machine (ABM) is a computerized telecommunication device that provide the clients of a financial institution with access to financial transactions in a public space with the need for cashier, human clerk or bank teller. On most modern ATMS, the customer is identified by inserting a plastic ATM CARD with a magnetic stripe of a plastic smart card with a chip,  that contains a unique card and some security information such as an expiation data or authentication provided by the customer entering a personal identification number (PIN).

Using an ATM, customer can access their bank account in order, to make cash withdrawal or credit card and check their account balance. If the currency being withdraw from the ATM is different from that which the bank account is dominated, the money will be converted by a wholesale exchange rate for foreign travelers and heavily used for the purpose as well. ATM are known by various other names including automated, transaction machine, automated banking machine money machine, cash machine, bank machine hole – in – the wall, any time money. Both work with a card with magnetic shape at the bank. Hence all those worked on various principles including magnetism in order to make fraud more difficult. The idea of pin stored in a card is developed by British engineer working in the MO2 named James Good fellow. After looking at the experiences in Europe ink 1968 the networked ATM was creased in Dallas, Texas, by Donald Wetzel who was a department head at automated baggage – handling company called Docutel in 1995, the national museum of a American, the history recognized Docuturel as the inventors of the networked ATM.

ATM are not placed near or inside the premises of banking, but also in locations. Such as shopping centers, airports, petrol gas stations, restaurants or any place language stations restaurants or any place large number of people may gather. These represent the two types of ATM installation and they are:    

On premises and off premises.

ON premises: On premises, ATMs are typically more advanced, multi-function machines that complement on actual bank branch capabilities and is more – expensive.

Off premises: Off premises, machines are deployed by financial institutions and also independent sales organizations (150) where cash, so they are cheaper mono-function devices. When an ATM is not operated by a financial institution it is known as while label ATM”. Many ATM have a sign above them indicating the name of the bank or organization owing them ATM, possibly including the list of ATM network to which that machine is connected. This type of sign is called topper.

Most ATMs are connected to inter-bank networks, enabling people to withdraw and deposit money from machine not belonging to the bank where they have their account or the country where their account are held.

Many bank charge ATM usage money or fee. In some cases, these fees are charge solely to users who are not customers of the bank where the ATM is installed in other case, they apply to all users. Where machine make some charge some people will not use them but to system without fees.

DISPLAY

            A BLOCK DIAGRAM OF AN ATM

1) DISPLAY: Used by the customer for performing transaction

2) FUNCTION: used to select various aspect of transaction 

3) HOUSING: For a esthetics and to attach signage to.

Business owners often lease ATM terminals for ATM service providers. The vault of an ATM is where items of value are kept. Cash dispense is where are not incorporated to vault.

The security of ATM transaction relies most on the integrity of the secure processor. The ATM often uses commodity components that are not considered to be trusted system. Encryption of personal information required by law in many jurisdictions, used to prevent fraud. Message authentication code (MAC) many also be used to ensure that messages have not been tampered with while in transit between the ATM and the financial network. Rules are usually set by government or ATM operating body that dictate what happens when integrity fail. Depending on their law, a bank may or not be liable when an tam and bank customers often complain that banks have made it difficult to recover money lost in the way and is a criminal element in order to allow more networks, some interbank networks have passed rules expanding the definition of an ATM to be a terminal that either has the vault within its footprint or utilizes the vault or cash drawer within the merchant establishments, which allows for the use of a scrip cash dispenser.
ALTERNATIVE USES 

Although ATMs were originally developed as just cash dispensers, they have evolved to include many other bank – related functions such as:

1) Deposit currency recognition and acceptance Paying bank statement 

2) Printing bank statement 

3) Updating passbooks

4) Adding prepaid cell phone credit 

5) Loading monetary values into store value cards. Increasing banks are seeking to use the ATM as a sales device to deliver pre approval loans. ATMs can also act as advertising channels for companies to advertise their own product or the third party and service.

CHAPTER THREE

3.0
SYSTEM INVESTIGATION, ANALYSIS AND DESIGN

This chapter deals with making investigation of both the old and the new system to know how the design of the proposed card system.

The goal of the analysis and design phase is to transform the systems requirements into a structure that is suitable for implementation in some programming language. To accomplish this phase of development the following tasks are executed.  

1) First are objected – oriented analysis of the requirements specification is carried out where the detailed structure of the problem is examined.

2) This is followed by an object – oriented design activity. During this stop, the results of the object oriented analysis are transformed into the software design.

3.1
SYSTEM INVESTIGATION

System investigation entails fact finding methods and analysis of findings. It is the study of knowing how the old security works (the manual teller security) as to obtain a relevant fact that will be sued in designing the proposed system.

3.2
FACT FINDING

Facts are also known as data which may be in any form i.e. alphabetic. Numeric and alphanumeric. It helps in analyzing the system to know the next step to do. In order to gathered effect and fact needed, there are some statistical research methods you have to introduce.

INTERVIEW METHOD

Almost all the banker were interview especially the branch of officers (the branch managers), most of the attentions was paid on the dispensing officer i.e. the cashiers because they deal with the paying of the cash that the proposed system want to be do. And many data were gathered including telling that the manual security is the signature and the passport on the withdrawer slip.

OBSERVATION METHOD

This method is used along side with the first method i.e. while interviewing the officers, transactions were observed and recorded what actually happens, while it was happening by the observer. The flow of transaction and the short coming, processes are thoroughly observed.

3.3 ANALYSIS OF FINDING

After the collection, compilation and presentation of the facts gathered, analysis is the next step.

SYSTEM ANALYSIS 

After the investigation and fact finding, analysis of the system is the next step to fellow. The purpose of the study is to analyses the manual system and identify were the problem lies.

3.3.1   PROBLEM OF FORMAL SYSTEM

Time consuming: Due to the increase in the bank customers per day, long queue is created everyday for transactions and the time to attend to one customer is much.

ACCURACY: Sometimes many things are wrongly calculated and many customers can’t sign the same signature even twice.

FRAUD: Many frauds occur in the formal system like forging of signature and others.

RESOURCE: Resource and waste of stationeries is rampant in this system.

3.3.2   REASONS FOR NEW SYSTEM

1) To reduce the queue in bank hall 

2) To reduce the stress on bankers 

3) To reduce the signatory problem of customers 

4) To take the advantage of technology into banking sector 

5) To limit the possible short comings and problems in the future.

3.4
SYSTEM SPECIFICATION

The design for a new system will always be in a file known as system specification. It involves the documentation of the major operation and routines that will be going on in the new security system. The details the file will be:- input, output, procedure software requirement, hardware requirement.

3.5
INPUT AND OUPUT FORMS AND DESIGN

INPUT FORM AND DESIGN

This involves data in the proposed system key to the memory of the system. This keying to memory of the card is a method of generating computer file which is recorded on a disk pack or media. The input required are the”

1) Credit card number 

2) Full name 

3) Pin 

4) Card type

	S/NO
	FIELD NAME
	DATA TYPE 
	WIDTH

	1.
	Credit card No
	Integer
	10

	2.
	Pin code 
	Integer 
	50

	3.
	Card type 
	String 
	30

	4.
	Expiry date
	Integer 
	10

	5.
	Account number integer 
	20
	


   OUTPUT FORM AND DESIGN

The output design deal with the receipt that the system will print out and it carried all the details of the transaction and the card. This is enhance by the output devices attached with the system i.e the screen and the printer.

	S/NO
	FIELD NAME
	DATA TYPE 
	WIDTH

	1.
	Card holder  name
	String 
	50

	2.
	Card holder number
	Integer 
	20

	3.
	Card type 
	String 
	10

	4.
	Date expire
	Alphanumeric 
	20

	5.
	Amount withdraw
	Alphanumeric 
	50

	6.
	Date withdraw
	Alphanumeric 
	20

	7.
	Time withdraw
	Real
	10


 Back – up arrangement: These entire field have a back up copies so that in case of any misplacement or accident there will be a base for reconstruction of new operational files, magnetic disk, floppy and are required for back up files.

CHAPTER FOUR

4.0
SYSTEM PROGRAMMING AND IMPLEMENTATION 

4.1
CHOICE OF IMPLEMENTATION

In choice of programming language, I made use of visual basic because it suits the designed.

4.2
PROGRAM FLOWCHART AND ALGORTHM






4.4
TESTING AND DOCUMENTATION

Testing is a vital technique to prove the effectiveness and efficiency of ay system / application. This process ensures that all possible contingence as specified in the system requirements have been catered for and that the application in its entirely conforms to user requirements. Sample steps of the testing process are shown later in this chapter. 

SYSTEM DOCUMENTATION

A system is usable only when users, regardless of their skill level, can find that way around the system and able to make the system do what is expected of it to do. The importance of this phase is not mainly for the user alone but also for the developer. A properly documented system is as an easily manageable and maintenance system.

4.5
STAFF TRAINING

The branch manager will attach some staff to the maintenance and operation of the machine. Seminars and talks on the machine was introduced to train the staff on how to handle any problem it is comes up and to reload the machine if it is running out of cash.

 HARDWARE AND SOFTWARE REQUIREMNT 

SOFTWARE REQUIREMENTS 

Operating system: Windows XP1 windows system or other capable of running windows or .NET.

APPLICATION

· Application platform: Microsoft-Net frame work (version 2.0 / 3.5).

· Database system: Microsoft access database management system 

HARDWARE REQUIREMENTS 

· Pentium iv or higher 

· 256 mps of RAM or greater 

· 10GB hard disk space or greater 

· 15 monitor 

· Laser / desk jet printer 

· Uninterrupted power supply unit 

· Stabilizer 

4.7 IMPLEMENTATION AND HANDOVER

Implementation involves the following steps:

1) Drawing up and implementing plan 

2) Education and training staff 

3) Hardware acquisition proposed 

4) Software acquisition 

5) Program testing 

6) Hardware and software selection

7) Documentation of system

CHANGEOVER PROCEDURE

I recommend that the parallel change over method be used. This procedure will allow the institution to still maintain the conventional files in the beginning with such a time when the present conventional files should have been transferred to the new system. This is to guard the staff past records.

CHAPTER FIVE
5.0
SUMMARY, RECOMMENDATION AND CONCLUSION

5.1
SUMAMRY

Computer application has spread from being a mere calculating machine to all purpose machines on all human endeavor of which the banking sector is not an exception.

This project work achieves its aim of finding the manual system predicament and implement a card base security. Meanwhile, designing and implementation of a card based security for the success of the organization.

5.2
RECOMMENDATION

To completely secure your pin and account you must begin to liken it to your signature. In fact your pin is a signature that authorizes withdrawals from your account. It authorizes all electronic transaction from your account.

As soon as you change your pin commit it to memory. It is safest in your brain than any other phase.

5.3
CONCLUSION

In conclusion, to avoid fraud by man-in- the – middle attachés, where criminals have attached fake keyboards or readers to existing machine. In all the card based security system is required most in the day –to day transaction in the bank.
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